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Chapter 1. Introduction

What is Axon.ivy

Axon.ivy is a Digital Business Platform that simplifies and automates the interaction of humans with their digital systems.
The platform istypically in charge of the most precious business cases where companies produce value. Hereis how wedo it:

1

Visualize: Our platform allows you to document business processes fast and intuitive. A shared view on users, roles,
departments and technical systemsthat are involved in a business process improves your work. HR recruitment profiles
become clearer, bottle necks become obvious, ideas for effective improvements arise by anyone who isinvolved in the
process.

Automate: Documented processes are good. But what you really want is to drive your highly valuable processes
automatically. Often the daily work of employeesisinterrupted by searching and filtering data from various tools and
by feeding this data into other technical systems. Even tough value is produced in a well-known business case, there is
alack of a clear interface which guides the involved users through the process. Highly valuable data is often divided
and stored in various dedicated technical systems. With Axon.ivy you can drive your process automatically. People,
data and technical systems can easily be orchestrated by our platform. Aninitia application that leads users through the
process can be generated without the need to hire a software engineer. People can contribute to the process by using their
favourite device such as a smartphone or workstation.

Improve: The digitalization of your company can evolve over time, we favour small predictable improvements over
big bang solutions. The Axon.ivy Digital Business Platform allows you to start simple and fast with your existing
environment. Y ou may start with just task notifications that are sent to users that should contribute to a running process.
And eventually the platform becomesyour singleinterface for all your businessinteractions. Y ou will be able to measure
KPIs based on the highly valuable data that is produced during the execution of your business processes. Based on
these insights, you can advance your business constantly and effectively. The cost of business transformations become
reasonable and predictable.

The Axon.ivy Digital Business Platform consists of:

The Axon.ivy Designer - where you draw, simulate and implement automated business processes.

The Axon.ivy Engine - an application server that executes your business cases and provides a shared interface for process
users.

Why Axon.ivy?

Axon.ivy isexciting for everyone that partakes on your digital transformation journey.

Business. We enable you to start your personal digital transformation journey and make new business opportunities
possible. Y ou are still the captain of your ship, start with simple automations and transform essential parts of your business
when you gain trust and confidence.

Business Analysts: It has never been easier to document processes fast and intuitive. The process simulation allows you to
verify that you have a shared view how processes should be executed. Setup a simple structure for the data of a processes
and you even get a simple executable application with generated front ends that are meaningful. No software engineer is
reguired to create an aready powerful application from scratch.

Developers. Develop your application on arich stack of Java frameworks that withstood the test of time. We minimize
your technology evaluation effort by giving you a set of libraries and an IDE that match perfectly together. Thisalowsyou
to quickly jump into projects and deliver value. While you always have the ability to break out of our predefined tooling
and use advanced features of Tomcat, JPA, JSF, JAX-RS or whatever you require.

Operations. We deliver packages for popular platforms (Linux, Windows). No big change, we orchestrate your existing
systems. We support many DB vendors (Oracle, Microsoft SQL Server, MySQL, PostgreSQL ). Effective monitoring and
logging interfaces are provided to give you a safety that the application is healthy and accessible.
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About this guide

Y ou are now reading Axon.ivy Engine documentation.

In case you want to know more on

» Getting the latest Axon.ivy version: Go to https://devel oper.axonivy.com/downl oad/

e System requirements: Please read Readme.html in the installation directory.

» Working with Axon.ivy Engine: Start with the Getting Started chapter.

« Demo projects: The Axon.ivy Designer ships with several demo projects, which can be deployed to the Axon.ivy Engine.

* How to draw, simulate and implement automated business processes: Please read the Designer Guide (in the installation
folder of an Axon.ivy Designer)

» Upgrading an existing installation: Please read MigrationNotes.html (located in the installation folder).

All above mentioned documentations are brief and tend to describe only necessary functionality. We highly encourage reading
these documentations to speed up your development, to get to know new features or to eliminate potential problems.

Installation Environment

The following diagram shows the installation environment of an Axon.ivy Engine:
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Figure 1.1. Axon.ivy EngineInstallation

The Axon.ivy Engine needs a system database to store its configuration, users, roles and assigned permissions and the states,
cases, tasksfrom the deployed applications. Next, it needsfiledirectorieswhere the deployed projectsare stored. The Axon.ivy
Engine integrates a Tomcat Servlet Engine that is responsible to receive HTTP or HTTPS requests from client applications



https://developer.axonivy.com/download/

Introduction

and to send back appropriate responses (similar to aweb server). Theclient applicationsitself are either Web Applicationsthat
runin aweb browser or Rich Internet Applicationsthat runin aJavaVirtual Machine (JVM). Both kind of client applications
communicate over HTTP or HTTPS directly with the Servlet Engine. In a productive environment, normally a Microsoft
Internet Information Server (11S), Apache Web Server, NGINX reverse proxy or a web application firewall (WAF) often
combined with an identity and access management (IAM) system is put in front of the Axon.ivy Engine. The front-end servers
are then responsible to forward the requests to the Axon.ivy Engine Servlet Container. Also, the users are imported from an
external security system likeaMicrosoft Active Directory or Novell eDirectory. Axon.ivy applications can integrate with third
party external systems like databases, web services or application servers. Axon.ivy Engine also integrates an Elasticsearch
server. Instead using the integrated Elasticsearch server also an external Elasticsearch server can be used..

@ Tip
It is good practice to separate the data directory where you store the deployed project and other data files from
the Engine installation directory. Thiswill later simplify a migration to newer Engine versions.

Example:

Path Description

.../AxonlvyEngine/Data/Applications/HRM/... Directory where the deployed projects for the HRM
application are stored.

.../AxonlvyEngine/Data/Applications/FinTech/... Directory where the deployed projects for the FinTech
application are stored.

.../AxonlvyEngine/Data/El asticSearch/... Directory where the Business Data search indexes are
stored.

.../AxonlvyEngine/6.0.1/... Installation directory of Axon.ivy Engineversion 6.0.1
(can be removed if no longer needed)

.../AxonlvyEngine/6.1.0/... Installation directory of Axon.ivy Engineversion 6.1.0
(can be removed if no longer needed)

.../AxonlvyEngine/6.2.0/... Installation directory of Axon.ivy Engineversion 6.2.0

Table 1.1. How to organize data and installation directory

Engine Types
There are two different Axon.ivy Engine types:

» Standard Edition (formerly known as " Standard ")

» Enterprise Edition (Clustered Engine, formerly known as"Cluster ")

Axon.ivy Engine Standard Edition

The Axon.ivy Engine Standard Edition isinstalled on asingle machine. A DBMSthat can hold the Axon.ivy system database
isthe only special infrastructure it needs. The deployed projects can be stored on alocal harddisk on same machine that the
Axon.ivy Engine Standard Edition is running on.
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Axon.ivy Engine  System Database
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Figure 1.2. Axon.ivy Engine Standard Edition

Axon.ivy Engine Enterprise Edition

The Axon.ivy Engine Enterprise Edition is a cluster of multiple Axon.ivy Engine instances. It is built on a load balancer
that receives reguests from the clients and forwards them to multiple Axon.ivy Engine nodes typically running on different
machines. The different nodes of an Axon.ivy Engine Enterprise Edition all share the same system database which isnormally
stored on a dedicated database. The deployed projects are stored on afile system that can be accessed by all nodes.

Axan.ivy Engine
Enterprise Edition

Node

Load Balancer System Database

ety

q"’ff

Node

Client

Deployed Projects

Figure 1.3. Axon.ivy Engine Enterprise Edition

Axon.ivy Engine Nodes are typically installed on multiple server machines, but it is also possible to install more than one
Axon.ivy Engine Node on a single server machine. The load balancer can be realized either by a hardware load balancer or
by an 1S or Apache web server that distributes the incoming requests to the installed Axon.ivy Engine Nodes.

What engine edition do | need?

The Axon.ivy Engine Enterprise Edition has two major advantages compared to the Standard Edition:
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» Performance and scalability: An Axon.ivy Engine Enterprise Edition can serve more clients than the Axon.ivy Engine
Standard Edition. If your number of clients increases, you can add another Engine node to your Axon.ivy Engine cluster.
If you have alot of sessionsit may even be better to have two Axon.ivy Engine nodes on the same server machine instead
of having a single Standard Edition. Because each session needs memory on the engine and Axon.ivy can handle two
processes with medium memory footprints (i.e. Engine nodes) faster than one process with alarge memory footprint (i.e.
Standard Edition).

« High availability: In an Axon.ivy Engine Enterprise Edition installation, a single node may crash without affecting the
other nodes, which still serve clients. However, if you require high availability of your Axon.ivy Engine you aso need
to ensure that all other components the engine is depending on (Load Balancer, Database Server, File Share) have a high
availahility.

The disadvantages of the Axon.ivy Engine Enterprise Edition compared to the Standard Edition are:
* higher complexity of the system
* higher hardware costs

« higher licence fees




Chapter 2. Getting Started

Introduction

This chapter helps you getting started with the Axon.ivy Engine. Y ou will learn how to install and configure the Engine and
finaly, how to deploy your Axon.ivy projects. If you are a Windows user and used to install and configure software using
the Ul then the first section Windows is a good starting point for you. If you are an experienced Linux user and you are used
to install and configure software using the console then the second section Linux is the right starting point for you. Note,
that on both systems, Windows and Linux, Axon.ivy Engine can be installed and configured using the Ul or the console. The
Axon.ivy engine al'so runsin a container environment like Docker.

Windows (with Ul tools)

Download the Engine

Open aweb browser and navigateto https://devel oper.axonivy.com. Press on the Download button to navigate to the download
page. Press the Download Axon.ivy Engine button:

AXON

= [ ] = 3 o

Features Documentation Tutorial Q&A Team

AddOns Community Archive Sprint Release Nightly

® Axon.ivy Digital Business
Platform

Welcome to the download area of Axon.ivy Digital Business Platform. We are excited to see you here!

Other versions/platforms = Other versions/platforms =

The Axon.ivy Designer is a state of the art process modelling tool that With the Axon.ivy Engine you can run your designed business processes on
enables you to turn your business processes into real and fully functional web a single or clustered environment. Please order an evaluation licenses and
applications. You can easily integrate your existing systems using standard further information at ivy@axonivy.com by providing your contact details.
connectors such as web services, SQL and many more.

Save the AxonlvyEngine* .Zip file to your temporary download folder.

Install the Engine

We suggest that you install Axon.ivy Engineinto anew folder called ivy\engine on one of your drives (e.g. c:\ivy\engine). To
do so open aWindows Explorer and navigate to C:\ and create those new folders. Then, navigate to your temporary download
folder and copy the file AxonlvyEngine* .zip to the newly created folder.
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Right click the AxonlvyEngine*.zip file and press Extract All ... from the context menu.

(?k_)v| .~ Computer - Data (D:) - ivy = engine -

Organize * 5 Open »  Mew folder

[ Favorites NEnE =
B Desktop Axon Open
4 Downloads Open in new window
=l Recent Places
- Extract All...
¥ Select Left Folder for Compare
7 Libraries
= Documents ¥ TortoiseSVN 4
& Music 7-Zip »
] Pictures [ Edit with Notepad++
E Videos Open with...
Restore previous versions
18| Computer Send to 3
\l;v Local Disk (C:) cut
 Data (D:) Copy

On the appearing dialog press the Extract button. After the AxonlvyEngine*.zip is extracted navigate into the new
AxonlvyEngine* folder. The content of the installation folder looks like this:

MName ~ | Date modified | Type | Size |

. applications 14.09,2017 10:08 File folder

J bin 14.09.2017 10:10 File folder

) dientlib 14.09.2017 10:10 File folder

. configuration 14.09,2017 10:11 File folder

J doc 14.09.2017 10:11 File folder

. dropins 14.09,2017 10:25 File folder

| elasticsearch 14.09.2017 10:12 File folder

L jre 14.09,2017 10:24 File folder

J misc 14.09.2017 10:13 File folder

. projects 14.09,2017 10:13 File folder

. system 14.09,2017 10:24 File folder

. webapps 14.09,2017 10:14 File folder
|&| MigrationNotes, html 14.09.2017 10:25 Firefox HTML Docu... 3KB
|&| NewaAndNoteworthy. html 14.09.2017 10:25 Firefox HTML Docu... 4KB
|&| ReadMe. html 14.09.2017 10:25 Firefox HTML Docu... 84KB
| ReleaseMotes. txt 14.09.2017 10:25 Text Document 212KB

The most important sub foldersin the Axon.ivy Engine installation folder are:
« thebin folder which contains al the executables

« the configuration folder which contains the configuration files.

Start the Engine

Navigate to the bin folder and double click on the Control Center.exe file to start the Control Center. Y ou can use thistool to
start and stop the Axon.ivy Engine in different ways (as Windows Service, as normal user process, with a console window).
Select the Axon.ivy Engine and press the green play button to start the Axon.ivy Engine as a normal user process:




Getting Started

Engine Control Center x
Engines: Details:
&) Axon.ivy Engine [Windows Service] Status ;Stopped

[[. Axon.ivy Engine

Description | i i i
Axon.ivy Engine [Console] P Axon.ivy Engine running as normal process

Configuration:

Add Remove Edit Engine

Help Exit

Y ou can use the Control Center also to register Axon.ivy Engine as Windows Service. Moreover, you can add other
existing Windows Services to the list of Engines to start and stop them with the Control Center. For example, if you
have installed your database server on the same machine you can add the Windows Service of the database server.

After the Axon.ivy Engine has started a web browser is opened and the main page of the Axon.ivy Engine is displayed.
Use the Engine
The main page of the Axon.ivy Enginelooks like this:

AXON

Caonfig Admin

Demo Mode | Mo license installed. Please use the Engine Configuration to set up your Axon.ivy Engine.

Applications Porta
Portal

AxonlvyExpress

Version: i) AxonlvyExpress$l SelfsenviceBpm

Process Engine: &g Running
Process Starts: [ Axon.ivy Express
PortalKit

Version: i) PortalKit$1
Process Engine: &8 Running
Process Starts:

The Axon.ivy Engineisrunning in Demo Mode. Thisis because you did not install avalid license yet nor did you configure
asystem database. Note, that everything that you do with the Axon.ivy Engine running in Demo Modeislost when you shut
down the engine. However, you can use the engine also in Demo Mode and tryout the pre-installed Portal application by
clicking on the Portal Home link. To login use one of the predefined demo users: demo, guest or admin. The passwords of
the demo users are equal to the user names (E.g. demo for the demo user). Login as demo user and try to create a TODO
task for the guest user using the Axon.ivy Selfservice process:
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AXON VY @ e

digitalize your business

Processes Show all processes Tasks Show full task list
7 Axon.ivy Express > T
Sort by pricrity Sort by expiry time
7 Axon.vy Selfservice >
No tasks.

Add new process | Delete processes

Statistics Show all charts

Mo tasks to display statistics.

Configure the TODO task asfollows:

AXON VY @ e

digitalize your business

& Self Service Workflow
(#1 59)
Request Case Information

Self Service Ad-hoc Workflow

Define and launch a Workflow at your fingertip: Select a flow pattern, add some tasks and start the Workflow.

Subject * [SeluE Axon.ivy Engine)

(Please setup a new Axon.ivy Engine on our prod server!)

Description

Pattern @ToDo o \pp or‘ ion-Answer OAd-hoc @ Details

. CREATOR s CPORE

demo + Task
15.09.2017 11:51 > S

18.09.2017 11:51

v Start Workflow
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Start the workflow by pressing the Start Workflow button. After that, logout, then login again as guest user. On the task
list, you now see the new TODO task that you created before. Try to work on the task by clicking on the arrow located on
the right side of the task:

AXON QA et v

digitalize your business

Processes Show all processes Tasks
Axon.ivy Express T

Axon.ivy Selfservice

Add new process | Delete processes TODO Setup Axon.ivy Engine

Statistics

ELERIE:

Task priority

100%

Go ahead and play around with the Selfservice process. Try out different types of tasks.

In Axon.ivy atask is a piece of work (a part of a process) that is assigned to a user or role. A user to whom atask is
assigned or who has the role to which atask is assigned can work on the task. When a user works on a task the task
disappearsfrom the task list of other userswho might also ableto work on the task. This means only one user can really
work on atask at the sametime. In aprocess, it is possible to define parallel tasks. Therefore, it is possible that two or
more userswork parallel on different tasks of the same processinstance. In Axon.ivy aprocessinstanceiscalled acase.

Configure the Engine

Now, let's configure the Axon.ivy Engine with alicense and system database.

To start with that you must first request avalid Axon.ivy Engine license. Either you get alicense for your productive system
through one of our sales personal or contact our support for time limited tryout licenses. If you do not have alicense you can
skip this section and continue with the next section.

Moreover, you need to have a supported database server up and running with a database user that has the rights to create new
databases. The configuration and creation of the system database differs a little bit depending on the database system you
use. We will use a PostgreSQL database server.

Y ou can start the configuration on the main page of the Axon.ivy Engine (e.g. http://localhost:8080/ivy) by clicking on the
Config menu.
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On the first page use the Upload Licence button to install your licensefile.

AXON VY Engine Configuration
digitalize your business
@ Help
v @ Licence
Mo licence installed. Please upload a valid licence.

> £ System Database

> & Administrators
> E=E Web Server

> B Summary

B Save D Discard Changes

Powered by Axon.ivy Engine 7.0.0.55921. Copyright @ 2001 - 2017 AXON IVY AG

Some information of your license will be displayed on the page as soon as you have installed it. Press the Next button to
continue.

On the next screen choose the correct Database and Driver (in our case PostgreSQL ). Configure the Host and Port where
your database server is running and listening. Configure the Username and Password of a database user that has the right
to create a new database on the database server.

v £ System Database

& Connection state unknown + Check Connection

Please check the connection to the Database.

Database PostgreSQL v

Driver PostgreSQL v
Host localhost
Port 5432 #] Default

Database Namg AxonlvySystemDatabase
Username admin

Password sssee

© Additional Properties

_ g B @ fex

Press the Create Database button. On the appearing dialog configure the name of the Axon.ivy system database. Press the
Create Database button to create the system database.

11
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Create System Database

Enter the required parameters for your System Database configuration:

Database Name * AxonlvySystemDatabase

Create Database

As soon as the database creation is finished the following dialog appears:

Creating System Database

Your database is being created...

Successfully Finished!

Save and connect

Press the Save and connect button to save the configuration and connect to the newly created system database.

The system database is used by the Axon.ivy Engine to store configurations, users, roles, process instances, tasks and
process data.

Press the Next button.

On the next page, you can configure system administrators.

New Administrator

Name: * ( admin

Fullname: Administrator
Email: admin@axonivy.com
Password: * ey

Repeat Password: *| esees

\ J

[ © Add Administrator ]

Fill in the form and press the Add Administrator button.

Administrators can administrate the Axon.ivy Engine. For example, they can add or remove users, assign user to roles,
deploy projects, etc.

Therefore, you need at least one administrator to administrate the Axon.ivy Engine.

The Email addresses of administrators are used to send mail notifications if license problems occur.

12
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Press the Next button.

On the next page configure which protocol connectors and ports the Axon.ivy Engine internal web server should provide.
Y ou do not need the AJP protocol. So let's disableit.

Enabled: Z Enabled: Z Enabled:@

Port: 8080 Port: 8443 Port: 8009

ﬁ favanced

The Axon.ivy Engine internal web server provides connectors for the following protocols:

HTTP  Protocol used by web browser to communicate with a web server. This protocol is not secure since the
communication is not encrypted. Axon.ivy Engine uses port 8080 by default.

HTTPS Like HTTP but secure. It uses TLS to encrypt the communication between the web browser and server.
Axon.ivy Engine uses port 8443 by default.

AJP This protocol is used to communicate with a Microsoft 11S or Apache httpd front-end server. AJP means
Apache Jakarta Protocol. Axon.ivy Engine uses port 8009 by default.

Pressthe NEXT button.

On the next page, the configuration is summarized.

Licence Type

Axon.ivy Engine Demo
Expiry Date

Never

Database Product

PostgreSQL

Database Host

ZugTstDbsPos

Database Name

AxonlvySystemDatabase

Database User

admin

Database Connection Url

jdbc:postgresql.//ZugTstDbsPos:5432/ AxonlvySystemDatabase

Administrators
admin

D Discard Changes

Press the Save button to save the configuration. Switch back to the Control Center and restart the Axon.ivy Engine by
stopping and starting it again.

Note, that the HTTP port of the Axon.ivy Engine may have changed. If you did change the HTTP settings. So open again a
web browser and navigate to http://localhost:8080/ivy. Have you seen that the header with the demo mode message is gone?
Y ou now have a production ready Axon.ivy Engine.

13
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The Config menu isonly available in demo mode. If you want to reconfigure an Axon.ivy Engine not running in demo
mode use the AxonlvyEngineConfig.exe tool in the bin folder instead.

Deploy an Axon.ivy project to the Engine

Let's deploy an Axon.ivy project to the Axon.ivy Engine. To do so install an Axon.ivy Designer first so that you have demo
projects available that you can deploy. Simple download it from our download page and extract the AxonlvyDesigner*.zip
file to the folder c:\ivy\designer.

Now start the Admin Ul tool by clicking on the Admin menu on the Axon.ivy Engine main page. This will start Java Web
Start. A dialog may appear asking if you want to run and trust the Axon.ivy Rich Internet Application . Pressthe Run button
to proceed. After afew seconds, the Axon.ivy Engine Admin Ul appears.

OAxon.ivyEngineAdminUI -0 X
Logout
5 Applications @
Login x
[l d . |
AT User Name i
g,J Password [ xxxxx | u
| Login ||| Cancel
Q@ ad
lﬁ Engine @ ‘

Use the credentials of the administrator that you have added in the configuration section to login. If you are still running in
demo mode you can use Axonlvy/Axonlvy as credentials.

Then, press the Deployment Wizard button on the toolbar of the Applications section on the left side.

14
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@Axon.ivv Engine AdminUI -0 X
Welcome admin | Logout
& Applications @
@ rortal

N

(8 oo 0)

On the deployment wizard press the Browse button.

15
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Deployment Wizard - Source x

Project selection

Select project location: ) Server (2) Local

[D:\jvy\ﬁesigner\AxonIvyDesigners.}".1.554‘36_Windows_x64\,applicaﬁons\,samples\\“a’orkﬂowDemos.iar ] | I

n Previous | ° Next | |° Cancel Q Finish

Choose the file WorkflowDemos.iar in the applications/demos folder of the Axon.ivy Designer installation folder and press
the Open button.

Deployment Wizard - Source x

Project selection

Select project location: | _) Server (2) Local

[D:\jvy\ﬁesigner\AxonIvyDesigners.}".1.554‘36_Windows_x64\,applicaﬁons\,samples\\“a’orkﬂowDemos.iar ] | |ﬁﬂmwse_

[ select All

M WorkflowDemos (D:ivy'\designer\AxonlvyDesigners. 7. 1. 55496_Windows_x64\applications\samples\WorkflowDemos, iar)]

n Previous | |° Cancel Q Finish

Select the WorkflowDemos project and press the Next button.

16



Getting Started

An Axon.ivy Project isnormally stored in afolder. However, the deployment wizard also supportsto deploy *.iar files.
An *.iar fileis more or less a packed (zipped) Axon.ivy Project folder.

On the next page select the target application Portal.

An Axon.ivy Engine can manage multiple applications. Each application has its own independent user and task
management. A user of one application can only work in that application and not in another application. A task of one
application will never bevisiblein ancther application. Therefore, applications can be used either to build multi tenancy
systems or run staging environments (DEV, Q&A, PROD) on the same Axon.ivy Engine.

O Warning

There is a default Portal application which should only be used for demo purpose. Create always a new
application for the production environment, because the shipped Portal application has a special lifecycle and
no real migration path.

Deployment Wizard - Target x

Applications as target

| Details | Refresh

[ select All

| Activate all o] Release al

|_n Previous ] |° Next I |_° Cancel ]

Press the Next button.

On the next two pages press al so the Next button and on the final page press the Deploy button. The project WorkflowDemos
is now deployed to the application Portal. Press the button Finish to close the deployment wizard after the deployment has
finished. The WorkflowDemos is now visible in the Applications tree on the left side of the Admin Ul.
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) Axon.ivy Engine AdminUT e

Welcome admin | Logout

5 Applications @
—G Portal
+ u‘f AxonlvyExpress
+- &P Portalkit
+- @ PortalStyle
+ &P PortalTemplate
+ &P SelfServiceBpm
[— & WorkflowDemos ]
¥

&9 1- WorkflowDemos
= Environment

@ % &

[ﬂ Engine ® ‘

Close the Admin Ul and go back to the web browser. Refresh the main page of the Axon.ivy Engine. There is now a new
section called Wor kflowDemos available with new links to start processes.

WorkflowDemos

Version: i) WorkflowDemos$1
Process Engine: & Running

Case Map Starts: [ CaseMap/Lending.icm

Process Starts: I 5.1: Browse Dossiers Business Data Store Demo. Manage dossier objects in the Business Data Repository
(Business Data)
I 5.1: Browse Dossiers Business Data Store Demo. Manage dossier objects in the Business Data Repository

(Business Data)
[ 5.2: Concurrent Maodification  This use case handles the problematic of concurrent modification of the same

(Business Data) business data values.
I 5.3 Migrate BusinessData Starts the migration of the internal Business Data JSON format. This is an
format administrative tasks, that should not be made accessible to worklow users.

Congratulations you have installed and configured your first Axon.ivy Engine and deployed your first Axon.ivy project. If
you are interested in how to do the same but only with a console then read the next section. In the next chapter, you will learn
the main concept of the Axon.ivy Engine and the details of how to configure, administrate and monitor it.

Debian Linux
In this section, you will learn how to install and configure an Axon.ivy Engine on a Debian based linux machine.

Install the Engine

Thereisaconvenient DEB packageavailabletoinstall the Axon.ivy Engine. Y ou can download and install it with thefollowing
bash script:
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cd /tnp
wget https://devel oper. axoni vy. coni per mal i nk/ | at est/ axoni vy- engi ne. deb - O axoni vy-engi ne. «
sudo dpkg -i axoni vy-engi ne. deb

rm-f /tnp/axonivy-engi ne. deb

The most important folders of the Axon.ivy Engine are:

« the /usr/lib/axonivy-engine-7x/ is the root installation folder with symlinksto all locations which are relevant to the
engine.

« the /etc/axonivy-engine-7x/ folder which contains the configuration files.

« the /var/lib/axonivy-engine-7x/deploy folder which is used to deploy Axon.ivy projects.

Examine the Engine

After the installation the engine will automatically be started as systemd service. You can check the operative state with
systentt!| status axonivy-engi ne-7x.

The output of the service status will expose an URI where the Axon.ivy Engine page is accessible.

locadmin@zugts

File Edit View Search Terminal Help

® axonivy-engine-7x.service - Axon.1ivy Engine
Loaded: loaded (/etc/systemd/system/axonivy-engine-7x.service; e
Active: active (running) since Wed 2018-10-24 18:08:34 CEST; 6h
Main PID: 1302 (java)

Tasks: 67 (limit: 2319)

CGroup: /system.slice/axonlvy-englne-7x.service
1302 Jusr/bin/java -server -cp :/usr/Llib/axonivy-engin
1307 tail -f -n@ --pid=1302 /usr/lib/axonivy-engine-7x

Oct 24 10:00:31 zugtstivydeb AxonIvyEngine[1142]: 98%] Service

Oct 24 10:00:34 zugtstivydeb AxonIvyEngine[1142]: 92%] Service
Oct 24 10:00:34 zugtstivydeb AxonIvyEngine[1142]: 94%] Service

ct 24 10:00:34 zugtstivydeb AxonIvyEngine[1142]: 96%] Service
Oct 24 10:00:34 zugtstivydeb AxonIvyEngine[1142]: [ 98%] Service

ct 24 10:00:34 zugtstivydeb AxonIvyEngine[1142]: [108%]1 Service
Oct 24 10:00:34 zugtstivydeb AxonIvyEngine[1142]: Go to http://zugt
Oct 24 10:00:34 zugtstivydeb AxonIvyEngine[1142]: Axon.1vy Engine 1
Oct 24 10:00:34 zugtstivydeb AxonIvyEngine[1142]: Type ‘shutdown’ a
ct 24 10:00:34 tstivydeb systemd[1l]: Started Axon.ivy Engine.
lines 1-19/19 (END)

Copy this URL. On your client machine open aweb browser and navigate to that URL. Thiswill display the Axon.ivy Engine
main page.

Use the Engine

The main page of the Axon.ivy Engine looks like this;
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AXON

Caonfig Admin

Demo Mode | Mo license installed. Please use the Engine Configuration to set up your Axon.ivy Engine.

Applications Porta
Portal

AxonlvyExpress

Version: i) AxonlvyExpress$l selfServiceBpm

Process Engine: &g Running
Process Starts: [ Axon.ivy Express

PortalKit

Version: i) PortalKit$1
Process Engine: &8 Running
Process Starts:

The Axon.ivy Engineisrunning in Demo Mode. Thisis because you did not install avalid license yet nor did you configure
a system database. Note, that everything that you do with the Axon.ivy Engine running in Demo Modeislost when you shut
down the engine. However, you can use the engine also in Demo Mode and tryout the pre-installed Portal application by
clicking on the Portal Home link. To login use one of the predefined demo users: demo, guest or admin. The passwords of
the demo users are equal to the user names (E.g. demo for the demo user). Login as demo user and try to create a TODO
task for the guest user using the Axon.ivy Selfservice process:

AXON @ e

digitalize your business

Processes Show all processes Tasks Show full task list

re
Axon.ivy Express T
&
E Sort by pricrity Sort by expiry time
o Axon.Ivy Selfservice >
No tasks.
Add new process | Delete processes
Statistics Show all charts

Mo tasks to display statistics.

Configurethe TODO task as follows:
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AXON VY @ e

digitalize your business

# Self Service Workflow
(#159)

Request Case Information e

Self Service Ad-hoc Workflow

Define and launch a Workflow at your fingertip: Select a flow pattern, add some tasks and start the Workflow.

Subject * (SeluE Axon.ivy Engine)

(Please setup a new Axon.ivy Engine on our prod server!)
Description

Pattern @ ToDo o Approval o Question-Answer o Ad-hoc O Details

Workflow

' CREATOR ToDOw.
demo + Task
. 15.09.2017 11:51 )

18.09.2017 11:51

v Start Workflow

Start the workflow by pressing the Start Workflow button. After that, logout, then login again as guest user. On the task
list, you now see the new TODO task that you created before. Try to work on the task by clicking on the arrow located on
the right side of the task:
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AXON QA et v

digitalize your business

Processes Show all processes Tasks
Axon.ivy Express

Axon.ivy Selfservice

Add new process | Delete processes TODO Setup Axon.ivy Engine

Statistics

ELERIE:

Task priority

100%

Go ahead and play around with the Selfservice process. Try out different types of tasks.

In Axon.ivy atask is a piece of work (a part of a process) that is assigned to a user or role. A user to whom atask is
assigned or who has the role to which atask is assigned can work on the task. When a user works on a task the task
disappearsfrom thetask list of other users who might also able to work on the task. This means only one user can really
work on atask at the sametime. In aprocess, it is possible to define parallel tasks. Therefore, it is possible that two or
more userswork parallel on different tasks of the same processinstance. In Axon.ivy aprocessinstanceiscalled acase.

Configure the Engine

Now, let's configure the Axon.ivy Engine with alicense and system database.

To start with that you must first request avalid Axon.ivy Engine license. Either you get alicense for your productive system
through one of our sales personal or contact our support for time limited tryout licenses. If you do not have alicense you can
skip this section and continue with the next section.

Moreover, you need to have a supported database server up and running with a database user that has the rights to create new
databases. The configuration and creation of the system database differs a little bit depending on the database system you
use. We will use a PostgreSQL database server.

Shutdown the Axon.ivy Engine first by stopping its service:
systentt!| stop axoni vy-engi ne-7x. servi ce
Let'sinstall the license. Y ou can do this by simple copy the license * .lic file into the configuration folder:

cp ~/license.lic /etc/axonivy-engine-7x
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To configure the system database, use the config-db command of the EngineConfigCli tool. Replace your databasser ver
with the name of the host where your PostgreSQL server is running. Replace dbuser and passwor d with the credentials of a
database user that has the rights to create a new database on the database server.

cd /usr/lib/axonivy-engi ne-7x/bin

./ Engi neConfi gdi config-db org. postgresql.Driver \

j dbc: post gresql : // your dat abaseser ver : 5432/ Axonl vySyst enDat abase \
dbuser password

Now, let's create the system database with the create-db command:

./ Engi neConfigC i create-db

The system database is used by Axon.ivy Engine to store configurations, users, roles, process instances, tasks and
process data.

Next, define an administrator by modifying the “ivy.yaml” file of the /etc/axonivy-engine-7x directory:

# sanmpl e ivy.yam which defines a single adm nistrative account:
Admi ni strat ors:

adm n:
Password: 1234
Emai | : sudo@cne. com

Administrators can administrate the Axon.ivy Engine. For example, they can add or remove users, assign user to roles,
enable or disable applications, etc.

Therefore, you need at least one administrator so that you can later administrate the Axon.ivy Engine.

The Email address of administrators are used to send mail notificationsiif license problems occur.

Optionally, disable the AJP protocol connector of the Axon.ivy Engine internal web server in the “ivy.webserver.yaml” file
of the /etc/axonivy-engine-7x directory:

# sampl e ivy.yam which disables AJP, as no front-end webserver is in charge:
Connect or:
AJP:
Enabl ed: fal se

The Axon.ivy Engine internal web server provides connectors for the following protocols:

HTTP  Protocol used by web browser to communicate with a web server. This protocol is not secure since the
communication is not encrypted. Axon.ivy Engine uses port 8080 by default.

HTTPS Like HTTP but secure. It uses TLS to encrypt the communication between the web browser and server.
Axon.ivy Engine uses port 8443 by defaullt.

AJP This protocol is used to communicate with an Microsoft 1S or Apache httpd frontend server. AJP=Apache
Jakarta Protocol. Axon.ivy Engine uses port 8009 by default.

Have alook at the “ivy.webserver.yaml” to see what other parts of the webserver and its connectors can be adjusted
for your needs.

Now, start the Axon.ivy Engine again:
systentt| start axonivy-engi ne-7x.service

Note, that the HTTP port of the Axon.ivy Engine may have changed. If you did change the http settings! So open again a
web browser and navigate to http://yourservername:yourportnumber/ivy. Note, that the header with the demo mode message
isgone. Y ou now have a production ready Axon.ivy Engine.
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Deploy an Axon.ivy project to the Engine

Let's deploy an Axon.ivy project to the Axon.ivy Engine. We use demos that are shipped with the Axon.ivy Designer.

cd /var/lib/axonivy-engi ne- 7x/ depl oy

wget https://devel oper. axoni vy. conl permal i nk/ | at est/ axoni vy- desi gner-linux.zip -O /tnp/des
sudo -u ivy unzip -d | vyDemoApp -j /tnp/designer.zip applications/sanples/Wrkfl owDenos. i ¢
rm/tnp/designer. zip

Here we deploy a new application by dropping packed (IAR) projectsinto it. However it is also possible to deploy full
applications as ZIP or unpacked projects.

Y ou can monitor the deployment with:
tail -f |vyDenpApp/*.iar.depl oynent Log

As soon as the deployment is finished the iar-files will be postfixed with .deployed. In case of an error the postfix
is .notDeployed. E.g. WorkflowDemos.iar.deployed.

An Axon.ivy Engine can manage multiple applications. Each application hasits own user and task management. A user
of one application can only work in that application and not in another application. A task of one application will never
be visible in another application. Therefore, applications can be used to build multi tenancy or stages (DEV, Q&A,
PROD) without to install multiple Axon.ivy Engines.

Refresh the main page of the Axon.ivy Engine. There is now a new application caled IvyDemoApp with a section called
WorkflowDemos. Under it links are available to start processes.

WorkflowDemos

Version: i) WorkflowDemos$1
Process Engine: 4@ Running
Case Map Starts: [ CaseMap/Lending.icm
Process Starts: I 5.1: Browse Dossiers Business Data Store Demo. Manage dossier objects in the Business Data Repository
(Business Data)
I 5.1: Browse Dossiers Business Data Store Demo. Manage dossier objects in the Business Data Repository
(Business Data)
[ 5.2: Concurrent Maodification  This use case handles the problematic of concurrent modification of the same

(Business Data) business data values.
I 5.3 Migrate BusinessData Starts the migration of the internal Business Data JSON format. This is an
format administrative tasks, that should not be made accessible to worklow users.

Congratulationsyou haveinstalled and configured your first Axon.ivy Engineand also depl oyed your first Axon.ivy processes.

Linux (with console tools only)

In this section, you will learn how to install and configure an Axon.ivy Engine on a Linux server only using the console.
On the Linux machine no windowing system has to be installed. However, to test your configuration a client machine with
aweb browser is needed.

Prepare your Machine

Before starting with the installation of Axon.ivy Engine prepare your Linux machine with the necessary tools and software
needed for the installation (wget, unzip, Java 8 runtime). Most distribution may have pre-installed these tools but especially
certain Docker images may have not. On Debian (e.g. Ubuntu, etc.) based system use:

apt update
apt install sudo wget unzip openj dk-8-jre-headl ess
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Install the Engine

We suggest that you install the Axon.ivy Engine into a new folder called /opt/ivy/engine. Create the directory and change
the owner to your current user:

cd /opt
sudo nkdir ivy
sudo chown myuser: nyuser ivy

Replace myuser with the name of your current user.

Instead of using your current user we suggest that on a productive system you use aspecial user called ivy. First, create
anew user and group called ivy. Then, change the owner of the folder ivy to the user ivy. After that, login as user ivy
and work with the new user.

sudo nkdir ivy
adduser ivy

sudo chown ivy:ivy ivy

s -al
drwxr-xr-x 3 ivy ivy 4096 Sep 15 11:26 ivy
l ogin ivy

Download the latest engine:

cd ivy
nmkdi r engi ne
cd engi ne

wget https://devel oper. axoni vy. com permal i nk/ | at est/ axoni vy-engi ne. zi p - O engi ne. zi p
Toinstall Axon.ivy Engine simply unzip the downloaded file AxonlvyEngine*.zip into a new AxonlvyEngine* folder:

unzip engine.zip -d | atest
rm engi ne. zi p
cd | atest

The most important foldersin the Axon.ivy Engine installation folder are:
« thebin folder which contains all the executables.
« the configuration folder which contains the configuration files.

« the deploy folder which is used to deploy Axon.ivy projects.

Start the Engine

Start the Axon.ivy Engine by navigation to the bin folder and executing the AxonlvyEngine binary:

cd bin
./ Axonl vyEngi ne

Thiswill start the Axon.ivy Engine as a user process. On the last lines of the output a URL is displayed:

[ 10094 Service ProcessModel Version Portal/Axonl vyExpress$l started [ Ons]
Go to http://yourservernane: 8080/ivy to see the info page of Axon.ivy Engine.
Axon.ivy Engine is running and ready to serve. [9375ns]
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Type 'shutdown' and confirmw th ENTER to stop the running engi ne instance

Copy this URL. On your client machine open aweb browser and navigate to that URL. Thiswill display the Axon.ivy Engine
main page.

Normally, you want to run Axon.ivy Engine asadaemon process and not asauser process. Y ou can register and manage
the Axon.ivy Engine daemon using sy st end.

Use the Engine

The main page of the Axon.ivy Engine looks like this:

AXON

Caonfig Admin

Demo Mode | Mo license installed. Please use the Engine Configuration to set up your Axon.ivy Engine.

Applications Porta

Portal
AxonlvyExpress

. = SelfserviceB
Version: i) AxonlvyExpress$1 Eliemvicsbpm

Process Engine: &g Running
Process Starts: [ Axon.ivy Express

PortalKit

Version: i) PortalKit$1
Process Engine: &8 Running
Process Starts:

The Axon.ivy Engineisrunning in Demo Mode. Thisis because you did not install avalid license yet nor did you configure
a system database. Note, that everything that you do with the Axon.ivy Engine running in Demo Modeislost when you shut
down the engine. However, you can use the engine also in Demo Mode and tryout the pre-installed Portal application by
clicking on the Portal Home link. To login use one of the predefined demo users: demo, guest or admin. The passwords of
the demo users are equal to the user names (E.g. demo for the demo user). Login as demo user and try to create a TODO
task for the guest user using the Axon.ivy Selfservice process:

AXON @ e

digitalize your business

Processes Show all processes Tasks Show full task list

7
Axon.ivy Express T
&
= Sort by priority  Sort by expiry time
o Axon.Ivy Selfservice >
No tasks.
A e 255 | Delete processe
Statistics Show all charts

Mo tasks to display statistics.
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Configure the TODO task asfollows:

AXON VY @ e

digitalize your business

# Self Service Workflow
(#159)

Request Case Information e

Self Service Ad-hoc Workflow

Define and launch a Workflow at your fingertip: Select a flow pattern, add some tasks and start the Workflow.

Subject * (SeluE Axon.ivy Engine)

(Please setup a new Axon.ivy Engine on our prod server!)

Description

Pattern @ ToDo o Approval o Question-Answer o Ad-hoc O Details

Workflow

CREATOR TODO, x
demo + Task
15.09.2017 11:51 )

18.09.2017 11:51

v Start Workflow

Start the workflow by pressing the Start Workflow button. After that, logout, then login again as guest user. On the task
list, you now see the new TODO task that you created before. Try to work on the task by clicking on the arrow located on
the right side of the task:
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AXON Qe v

digitalize your business

Processes Show all processes Tasks
Axon.ivy Express T

Axon.ivy Selfservice

Add new process | Delete processes TODO Setup Axon.ivy Engine

ELERIE:

Statistics

Task priority

100%

Harmal

Go ahead and play around with the Selfservice process. Try out different types of tasks.

In Axon.ivy atask is a piece of work (a part of a process) that is assigned to a user or role. A user to whom atask is
assigned or who has the role to which atask is assigned can work on the task. When a user works on a task the task
disappearsfrom the task list of other userswho might also ableto work on the task. This means only one user can really
work on atask at the sametime. In aprocess, it is possible to define parallel tasks. Therefore, it is possible that two or
more userswork paralléel on different tasks of the same processinstance. In Axon.ivy aprocessinstanceiscalled acase.

Configure the Engine

Now, let's configure the Axon.ivy Engine with alicense and system database.

To start with that you must first request avalid Axon.ivy Engine license. Either you get alicense for your productive system
through one of our sales personal or contact our support for time limited tryout licenses. If you do not have alicense you can
skip this section and continue with the next section.

Moreover, you need to have a supported database server up and running with a database user that has the rights to create new
databases. The configuration and creation of the system database differs a little bit depending on the database system you
use. We will use a PostgreSQL database server.

Shutdown the Axon.ivy Engine first by typing shutdown and Y:

Go to http://ivyl:8080/ivy to see the info page of Axon.ivy Engine.
Axon.ivy Engine is running and ready to serve. [11596ns]

Type 'shutdown’ and confirmwi th ENTER to stop the running engi ne instance
shut down

Shoul d ' Axon.ivy Engine' be stopped? ([Y]es / [NJo): Y
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St oppi ng Axon.ivy Engine ...

[ 0% Stopping Server

Let'sinstall the license. Y ou can do this by simple copy the license * .lic file into the configuration folder:
cp ~/license.lic /opt/ivyl/engine/latest/configuration

To configure the system database, use the config-db command of the EngineConfigCli tool. Replace your databasser ver
with the name of the host where your PostgreSQL server is running. Replace dbuser and password with the credentials of a
database user that has the rights to create a new database on the database server.

./ Engi neConfigC i config-db org.postgresql.Driver \
j dbc: post gresql : // your dat abaseser ver: 5432/ Axonl vySyst enDat abase \
dbuser password

Now, let's create the system database with the create-db command:

./ Engi neConfigCi create-db

The system database is used by Axon.ivy Engine to store configurations, users, roles, process instances, tasks and
process data.

Next, define an administrator by modifying the “ivy.yaml” file of the configuration directory:

# sanpl e ivy.yanl which defines a single adninistrative account:
Admi ni strat ors:

adm n:
Password: 1234
Emai | : sudo@cne. com

Administrators can administrate the Axon.ivy Engine. For example, they can add or remove users, assign user to roles,
enable or disable applications, etc.

Therefore, you need at least one administrator so that you can later administrate the Axon.ivy Engine.

The Email address of administrators are used to send mail notificationsiif license problems occur.

Lastly, disable the AJP protocol connector of the Axon.ivy Engine internal web server in the “ivy.webserver.yaml” file of
the configuration directory:

# sanpl e ivy.yam which disables AJP, as no front-end webserver is in charge:
Connect or:
AJP:
Enabl ed: fal se

The Axon.ivy Engine internal web server provides connectors for the following protocols:

HTTP  Protocol used by web browser to communicate with a web server. This protocol is not secure since the
communication is not encrypted. Axon.ivy Engine uses port 8080 by default.

HTTPS Like HTTP but secure. It uses TLS to encrypt the communication between the web browser and server.
Axon.ivy Engine uses port 8443 by default.

AJP This protocol is used to communicate with an Microsoft I1S or Apache httpd frontend server. AJP=Apache
Jakarta Protocol. Axon.ivy Engine uses port 8009 by default.

Have alook at the “ivy.webserver.yaml” to see what other parts of the webserver and its connectors can be adjusted
for your needs.
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Now, start the Axon.ivy Engine again as background process.
nohup ./ Axonl vyEngi ne &
Note, that the HTTP port of the Axon.ivy Engine may have changed. If you did change the http settings! So open again a

web browser and navigate to http://yourservername:yourportnumber/ivy. Note, that the header with the demo mode message
isgone. Y ou now have a production ready Axon.ivy Engine.

Deploy an Axon.ivy project to the Engine

Let's deploy an Axon.ivy project to the Axon.ivy Engine. We use demos that are shipped with the Axon.ivy Designer.

cd /opt/ivy/engi nel/ depl oy/ Port al

wget https://devel oper. axoni vy. com permal i nk/ | at est/ axoni vy- desi gner-1|inux. zi p - O desi gner
unzip -j designer.zip applications/sanpl es/Wrkfl owDenos. i ar applications/sanpl es/ Connecti
rm designer.zip

An Axon.ivy Project is normally stored in afolder. However, you can also deploy *.iar files. An *.iar file is more or
less a packed (zipped) Axon.ivy Project folder.

Y ou can monitor the deployment with:
tail -f Workfl owDenps. i ar. depl oynent Log

As soon as the deployment is finished the iar-files will be postfixed with .deployed. In case of an error the postfix
is.notDeployed. E.g. WorkflowDemos.iar.deployed.

An Axon.ivy Engine can manage multiple applications. Each application hasits own user and task management. A user
of one application can only work in that application and not in another application. A task of one application will never
be visible in another application. Therefore, applications can be used to build multi tenancy or stages (DEV, Q&A,
PROD) without to install multiple Axon.ivy Engines.

o Warning
There is a default Portal application which should only be used for demo purpose. Create always a new
application for the production environment, because the shipped Portal application has a specia lifecycle and
no real migration path.

Refresh the main page of the Axon.ivy Engine. Thereis now anew section called Wor kflowDemos available with new links
available to start processes.

WorkflowDemos

Version: i) WorkflowDemos$1
Process Engine: 4@ Running
Case Map Starts: [ CaseMap/Lending.icm

Process Starts: I 5.1: Browse Dossiers Business Data Store Demo. Manage dossier objects in the Business Data Repository
(Business Data)
I 5.1: Browse Dossiers Business Data Store Demo. Manage dossier objects in the Business Data Repository

(Business Data)
[ 5.2: Concurrent Maodification  This use case handles the problematic of concurrent modification of the same

(Business Data) business data values.
I 5.3 Migrate BusinessData Starts the migration of the internal Business Data JSON format. This is an
format administrative tasks, that should not be made accessible to worklow users.

Congratulations you have installed and configured your first Axon.ivy Engine and also deployed your first Axon.ivy project.
If you areinterested in how to do the same but with Ul tools read the previous section. In the next chapter, you will learn the
main concept of the Axon.ivy Engine and the details of how to configure, administrate and monitor it.
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Docker

We provide an image for demo and testing purpose on Docker Hub: https://hub.docker.com/r/axonivy/axonivy-engine/

Thisimage can be started with the following command:

docker run -p 8080: 8080 axoni vy/ axoni vy-engi ne

After startup, the engine can be accessed under the following url: ht t p: / /| ocal host : 8080/ i vy

On GitHub you can find some examples how to use thisimage: https://github.com/ivy-samples/docker-samples

O Warning
We strongly recommend to build an own image for production systems. Because the container should be always
up to date with the newest security patches of the underlying system.

Takeacloser look at the following Docker f i | e if you need to build an own image:

FROM openj dk: 8-jre-slimstretch
LABEL mai ntai ner="Ret o Wi ss <reto.wei ss@xoni vy. conp"

ARG | VY_ENG NE_DOMNLCAD_URL
ARG | VY_PACKAGE_NAME=axoni vy- engi ne- 7x
ARG | VY_HOVE=/ usr /| i b/ axoni vy- engi ne

RUN apt -get update && \
apt-get install -y wget && \

useradd --uid 1000 --user-group --no-create-hone ivy &% \

wget ${1 VY_ENG NE_DOWNLOAD URL} -O /tnp/${1VY_PACKAGE NAME}. deb && \
dpkg -i /tnp/ ${1 VY_PACKAGE NAVME}. deb && \

In -s /usr/lib/${lVY_PACKAGE_NAMVE} ${!VY_HOVE} && \

In -s /var/lib/${lVY_PACKAGE_NAME} /var/lib/axonivy-engine && \

In -s /etc/${1VY_PACKAGE_NAME} /etc/axonivy-engine && \

rm-f /tnp/ ${1 VY_PACKAGE_NAME} . deb && \

rm-rf ${1VY_HOVE}/systeni appl i cations/ Syst enl Engi neConfi gU && \
rm-rf /[usr/share/doc/${1VY_PACKAGE_NAMVE} && \
rm-rf /var/lib/apt/lists/*

ADD - -chown=i vy:ivy ./docker-entrypoint.sh ${IVY_HOVE}/ bi n/ docker-entrypoi nt.sh
RUN chnod u+x ${IVY_HOVE}/ bi n/ docker - ent rypoi nt. sh

WORKDI R ${ | VY_HOVE}

USER 1000

EXPOSE 8080

ENTRYPO NT ["/usr/|i b/ axoni vy-engi ne/ bi n/ docker-entrypoi nt.sh"]

The following snippet showsthedocker - ent r ypoi nt . sh:

#! / bi n/ bash
set -e

armount O Li cenceFi | es=$(find /etc/axonivy-engine/*.lic -nmaxdepth 1 -type f|lwe -1)
if [ $amount Of Li cenceFiles -gt 1 ]; then

bi n/ Engi neConfigd i wait-for-db-server

bi n/ Engi neConfigd i create-db
el se

# only denp |icence avail abl e

echo "if you don't want to run in denp node, install a licence file under /etc/axonivy-engine/*.|
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f

exec bi n/ Axonl vyEngi ne
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Chapter 3. Installation

Upgrading from an older version

o Warning
Upgrading from Xpert.ivy Server 3.x to Axon.ivy Engine 5.x and later is not supported.

If you upgrade to a new update rel ease within the same Long Term Support (LTS) or Leading Edge (LE) version (e.g. 7.0.3to
7.0.4) then follow the steps in the section Preparation and Upgrade. A project migration and system database conversion are
normally not needed if not explicit communicated otherwise in the Migration Notes. Therefore, you can skip section Project
Migration and steps 2 and 4 in the section Upgrade.

Preparation

O Warning
Before upgrading of an Axon.ivy Engine read the Migration Notes document of the new version. This document

will tell you exactly what has changed since the last version and will list any additional steps to be undertaken,
which might not be described here.

Install the new Axon.ivy Engine version to a new installation directory (See section Install Axon.ivy Engine).
Read the Migration Notes document of the new version.

If necessary (according to the Migration Notes), request a new licence (see section Installing a Licence).
Back up the system database and the application file directories of the old installation.

Copy thefile serverconfig.xml plusall YAML and propertiesfilesfrom the configuration directory of the old installation
directory to the configuration directory of the new installation.

Unless anew licenceisrequired (see 3.) you should also copy the old licence file to the new installation.

Modifications on any other configuration fileslocated in the configuration, elasticsear ch/config, webapps/ivy/WEB-INF
or webapps/ivy/META-INF directories of the old installation may be ported over to the corresponding files in the new
installation, if required. To see what has been changed, we recommend the usage of some diff tool to compare the
individual config files of old and new installation.

If you have installed additional extension plugins into the dropins directory then copy them to the dropins directory of
the new installation directory if they are compatible with the new Engine version. For those which are not compatible
try to get new compatible versions and install them.

Project Migration

Project migration is only necessary if mentioned in the Migration Notes. If migration is required, all projects deployed
to process model versions in state PREPARED, RELEASED, DEPRECATED and ARCHIVED must be converted. The
following steps are necessary for every process model version:

1

Copy the project from the process model version file directory on the engine to a local directory on your developer
machine.

Import the project into your Designer workspace.

Migrate the project according the Migration Notes of the Designer. Usually this is achieved by invoking the project
conversion action on each project (see Designer Guide for more information). Some manual adaptions may be necessary.
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4.

Test the migrated project in the Designer.

All migrated projects must be redeployed to the new, upgraded engine version (see next section).

Upgrade

1

2.

Stop the engine of the old version (See section Start / Stop Engine).

Either convert the system database with the “Engine Configuration UI” (See “ System Database”). Or set autoConvert
property to true in the “ivy.yaml” of the configuration directory.

Start the engine of the new version (see section Start / Stop Engine).

Redeploy al converted/migrated Axon.ivy projects using the Axon.ivy Engine Administration (see section Deploying
aProject).

Y ou may now delete the old engine installation directory, unless the following warning applies to your installation:

O Warning
Please note that the new, upgraded engine installation will till refer to the application file directories that were

used by the old installation. As a consequence, you must never delete the directory of an old installation, if it
contains application file directories (you can check the file directory by displaying the application information
inside the Axon.ivy Engine Administration). If the application file directories of your installation are stored
elsewhere, then the deletion of the old engine installation will not cause any problems.

Standard Edition Installation

It is recommended to read the Introduction chapter before installing an Axon.ivy Engine. The following list shows the
necessary steps that are required to install and run an Axon.ivy Engine:

1

Gather al the information you need:

The server platform the engine will be installed on.
The database system used to host the system database.

Order a licence file for your installation. You need to know the host name of the machine you want to install the
Axon.ivy Engine on. Moreinformation about the licence can befoundin the section Install aLicence of the Installation
chapter.

If an integration with aweb server is planned, then get all the necessary configuration information of the web server.

If an integration with an external security system is planned, then get all the necessary configuration information of
the external security system (e.g. Active Directory or Novell eDirectory).

Ivy uses abundled Elasticsearch server to search through Business Data. If the use of an external Elasticsearch server
is planned, then get the necessary configuration information for it. When running an Axon.ivy Engine Enterprise
Edition the use of an external Elasticsearch server is mandatory. See the Elasticsearch section in the “ivy.yaml” of
the configuration directory.

Install al required operating systems, web servers and database systems.

Install the Axon.ivy Engine

Install your licencefile

Configure the Axon.ivy Engine

Start the Axon.ivy Engine and test if it is running.
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If everything isfine so far, you can perform the following optional configuration steps:
1. Runthe Axon.ivy Engine as Service which runs automatically after a reboot.
2. Integrate Axon.ivy Engine into web serversif necessary.

3. Deploy workflow applications.

Demo Mode

Axon.ivy Engine offers ademo mode for demonstration purposes. The demo mode allowsyou toinstall and start the Axon.ivy
Engine without configuration and without a productive licence. To install and start an Axon.ivy Enginein demo mode simply
execute the steps 3 and 6 from the list above.

O Warning
The Axon.ivy Engine usesamemory database as system database in demo mode. This meansthat everything you
configure and al cases that are created by any sessionsin demo mode are lost when you shut down the engine.

@ Tip
In demo mode you can login to the Engine Administration using with the predefined user admin and password
admin.

Enterprise Edition Installation

Theinstallation process of an Axon.ivy Engine Enterprise Edition nodeis very similar to the standard installation process. To
save time you can copy the configuration from the first node you have installed to other nodes. See the next chaptersto learn
how to install the first node, and how to proceed to install further nodes either on different machines or on the same machine.

Once you've installed all Axon.ivy Engine Enterprise Edition nodes you may want to integrate them into a web server that
will act as single frontend. The web server can be configured to work as aload balancer that distributes the incoming requests
evenly to the Axon.ivy Engine Enterprise Edition nodes. Consult the chapter Web Server Integration for more information.

Installation of the first engine node

Follow the standard installation processto install the first Axon.ivy Engine Enterprise Edition node.

For an Axon.ivy Engine Enterprise Edition installation an external Elasticsearch server installation is mandatory. See
Elasticsearch installation for more information.

At point 4 you must make sure that you install an Axon.ivy Enterprise Edition licence.

At point 5 an additional Cluster configuration tab will be displayed in the “Cluster ”. Inside this tab use the Add local node
button to add the new node to the list of nodes of the Axon.ivy Engine Enterprise Edition.

Installation of another engine node on a different machine

Toinstall further Axon.ivy Engine Enterprise Edition nodes on other machines proceed as follows:
1. Install the Axon.ivy Engine

2. Copy the configuration directory inside the installation directory of the first Axon.ivy Engine Enterprise Edition node to
the installation directory of the currently installing node. Overwriting all existing files.

3. Replace the licence file from the first Axon.ivy Engine Enterprise Edition node with the Axon.ivy Enterprise Edition
licence for this node in the configuration directory.
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5.

Start the “ Engine Configuration UI” program. The system database and administrators and web server tab should display
the values you have configured on the first node. Change to the Cluster tab and use the Add local node button to add the
node to the list of nodes of the Axon.ivy Engine Enterprise Edition. Save your changes.

Start the Axon.ivy Engine Enterprise Edition node and test if it is running.

Installation of another engine node on the same machine

Toinstall further engine nodes on the same machine where anode is already installed proceed as follows:

1

2.

5.

Install the Axon.ivy Engine

Copy the configuration directory inside the installation directory of the first engine node to the installation directory of
the currently installing node. Overwrite all existing files.

Replace the licence file from the first engine node with the Axon.ivy Enterprise Edition licence for this node in the
configuration directory.

@ Note
Every cluster node needs its own licence file even if nodes run on the same machine.

Start the “Engine Configuration UI” program. The system database and administrators tab should display the values you
have configured for the first node.

Change to the WebServer tab and specify different port numbers than those you have specified for the other nodes on
this machine.

Change to the Cluster tab and use the Add local node button to add the node to the list of nodes of the Axon.ivy Engine
Enterprise Edition. Save your changes.

Start the Axon.ivy Engine Enterprise Edition node and test if it is running.

Install Axon.ivy Engine

To install the Axon.ivy Engine extract the correct zip file for your platform to the directory where you want to install the
Axon.ivy Engine.

For Debian based operating systems there is a convenient installer package available.

The following platforms are supported:

CPU |Architecture|Operation System |Installation File

Intel |x64 Debian  (Ubuntu/|axonivy-engine-V_X.Y.Z.deb
Mint)

Intel |x64 Windows AxonlvyEngineX.Y.Z_Windows x64.zip

Intel |x64 Linux and| AxonlvyEngineX.Y.Z_All_x64.zip
Windows*

Intel |x64 Linux and| AxonlvyEngineX.Y.Z_Slim_All_x64.zip
Windows*

Table 3.1. Supported Axon.ivy Engine Platforms

* The'All' and 'Slim_AlI" engines are delivered with launchers for Linux and Windows, but without a JRE. To use the slim
engine set up the IVY_JAVA HOME environment variable pointing to a supported x64 Oracle JRE, or the JAVA HOME
environment variable pointing to a supported x64 Oracle JDK. The Slim engine comes without projects like the Portal.
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@ Note
Note, that the installation procedure implies sufficient administration and access rights on the system. For
example the access to drive C: on a Windows Server 2008 system is very restrictive that you might install the

programs on drive D: instead.

Installed Files and Directories

After the installation the following files and folders are located in the Axon.ivy Engine installation folder:

Folder or File Name

bin/

clientlib/
signed/linux/
signed/linux_native/
signed/windows/

signed/windows_native/
configuration/

defaults/

demo.lic

“ivy.yaml”

“ivy.cache.properties’
keystore.jks
truststore.jks

“log4jconfig.xml”

server controlcenter.configuration
doc/

html/

pdif/

newAndNoteworthy/

migrationNotes/
droping/
elasticsearch/
jre/
logs/
misc/
apache
iis
visualvm
systerm/
applications/
configuration/
features/

Description

Contains programs to start and configure the Axon.ivy Engine
Contains libraries that are deployed to the client machines
Linux specific libraries

Native Linux libraries

Windows specific libraries

Native Windows libraries

Contains the Axon.ivy Engine configuration data
Documentation and templates for ivy.yaml files

Demo licencefile

Main configuration file of the Axon.ivy Engine. Configures environments
such as the system database, e-mail servers, administrators and more.

System database cache configurations
Keystore with the default signature of the Axon.ivy Engine (for https/sdl)

Empty truststore can be used to add trusted server certificate for SSL
connection clients

Logging configuration
Control Center configuration

Axon.ivy Engine Guide as HTML documentations
Axon.ivy Engine Guide as PDF document

Contains new and noteworthy features of the latest Axon.ivy Engine and
Designer releases

Contains migration notes of thelatest Axon.ivy Engine and Designer releases
Third party extension libraries that contribute to the Axon.ivy runtime
Bundled Elasticsearch server

Java Runtime Environment for Axon.ivy Engine

Containsthelog files

Filesto integrate Axon.ivy into an Apache web server

Filesto integrate Axon.ivy into aMicrosoft Internet Information Server (115)
The Axon.ivy Visua VM plugin file

The OSGi system

The system provided applications

The OSGi configuration

Installed OSGi features
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Folder or File Name
lib/boot/
pluging/

projects/
webapps/
ivy/
ivy/info/
ivy/WEB-INF/
ivy/META-INF/
ivy/wif/
work/
NewAndNotewor thy.html
MigrationNotes.html
Readme.html
ReleaseNotes.txt

Description
OSGi boot classpath libraries

Installed OSGi plugins. Basicaly all default or automatically installed java
libraries of the Axon.ivy Engine

Contains deployable Axon.ivy projects

Contains the Axon.ivy Engine web interface

Contains the info web pages

Contains the “web.xml” file

Contains the “context.xml” file

Contains the workflow web interface

Contains temporary files that are created and used by the Axon.ivy Engine
Overview / entry point for list of new and noteworthy featuresin thisrelease
Overview / entry point for migration of last to current release

Important information about this engine release

Release notes with bug fixes and new features

Table 3.2. Installed Filesand Directories

Windows Programs

The bin folder of awindows installation contains the following native dynamic link libraries and executable files:

File

Description

Example.ilc

Example of anivy launch control file. For more information see section “Windows
Program Launcher Configuration” .

JavawindowsServiceHandler.dll

Library that contains native methods to register, unregister, configure, start and
stop windows services

JVMLauncher.dll

Library containing code to launch the Java virtual machine.

NTEventLogAppender.dll

Library that implements native methods to log into the windows event log (32 Bit
only).

ControlCenter.exe

Program that allowsto configure, start and stop the Axon.ivy Engine. It also permits
to configure the Windows services. For more information see section “ Control
Center”.

ControlCenterC.exe

Same as Control Center.exe but additionally logs any output to a console window.

AxonlvyEngine.exe

Starts the Axon.ivy Engine. For more information see section “AxonlvyEngine”.

AxonlvyEngineC.exe

Same as Axonl vyEngine.exe but additionally logs any output to a console window.

AxonlvyEngineConfig.exe

Program to configure the Axon.ivy Engine. For more information see section
“Engine Configuration Ul”.

AxonlvyEngineConfigC.exe

Same as AxonlvyEngineConfig.exe but additionally logs any output to a console
window.

AxonlvyEngineService.exe

Table 3.3. Windows Programs

Linux Programs

Executable of the Windows service. For more information see section “Windows
Service'.

The bin folder of aLinux installation contains the following script files:
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File

Description

AxonlvyEngine

Starts the Axon.ivy Engine. For more information see section “ AxonlvyEngine”.

“ AxonlvyEngine.conf”

Javavirtual machine configuration (Xms, Xmx, JMX, ...) for the Engine.

AxonlvyEngineConfig

Program to configure the Axon.ivy Engine. For more information see section
“Engine Configuration Ul".

AxonlvyEngine.service

Template systemd script of the Linux service. It will be copied to /etc/systemd/
systerv by running InstallService.sh.

control.conf

Java virtual machine configuration (Xms, Xmx, JMX, ...) for the control tools
(ControlCenter & AxonlvyEngineConfig)

Control Center

Program that allows to configure, start and stop the Axon.ivy Engine. For more
information see section “ Control Center”.

Install Service.sh Script to install the Axon.ivy Engine as adaemon. For more information see section
“Linux Service (systemd)”.
launcher.sh Helper script to launch a Java program.

Table 3.4. Linux Programs

Installing a Licence

By default ademo licenceisinstalled that allows you to run the Axon.ivy Engine in demo mode. Y ou havetoinstall alicence
in order to run Axon.ivy Engine in a production environment.

@ Note
The licence file contains the name of the host where the engine isinstalled on. The licence will only work if the
name of the machine exactly matches the name stored in the licence file.

Toinstal alicence file follow the steps below:

1. Copy thelicencefile*.lic to the directory configuration/.

2. Change the extension of your old licence files to anything, but *.lic (eg. from foo_bar_another_licencelic to

foo_bar_another_licencelic.old).

@ Tip
Y ou may leave demo.lic in the configuration folder, because this licence is taken only if no other licence files

are found.

System Database

The Axon.ivy Engine system databaseisused by the server to store configuration, security, content and workflow information.
See chapter Configuration to find out how you can create and configure Axon.ivy Engine system databases. Axon.ivy Engine
supports the following database systems to host the system database:

¢ MySQL
*« MariaDB

* Oracle

Microsoft SQL Server

Postgre SQL
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Password Encryption

Passwords are stored encrypted in the system database using state of the art encryption algorithms. More information can be
found in the chapter System Database Encryption.

Character set and collation

All characters in databases are encoded with a specific charset (e.g. utf8, latinl, cpl257). Lastly it defines which kind of
characters can be stored at all.

The collation is a set of rules that defines how the database management system compares and orders the data (e.g.
utf8 unicode ci, latin2_genera_ci). Common abbreviations in the name of the collations are the following:

e Ci = caseinsensitive

e CS=casesensitive

e a =accent insensitive
e as= accent sensitive

Aswell asthe character set the collation can be defined mostly on several levels: server, database, table or column. Everything
about this subject is very dependent on the actual database management system.

Support case insensitive searches

If acaseinsensitive search isrequired, it must be guaranteed that the affected column has a case insensitive collation.
¢ 1. Check character set & collation of the column
¢ 2. Change character set & collation if necessary

L ook at the specific chapters for your database bel ow.
MySQL
Information

MySQL isan Open Source database. For more information go to www.mysgl.com. Y ou can download the latest mysgl JDBC
driver (Connector/J) from www.mysgl.com.

Configuration

The following table explains the fields you have to configure on System Database tab in the Axon.ivy Engine Configuration
program:

Field Name Value(s) Description

Database MySQL The database system to use.

Driver MySQL The database JDBC driver to use.

Host localhogt, testdbserv, ... The name of the host where the database
system is running.

Port 3306, 3307, 3308, ... The|P port where the database systemis
listening for requests.

Database Name Axonlvy, AxonlvyEngine, | The name of the Axon.ivy Engine system

AxonlvySystemDatabase, ... database.
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Field Name Value(s) Description

User Name root, admin, Axonlvy, ... The name of the database user who is
used to connect to the database system.

Password *xokk The password of the database user who
isused to connect to the database system.

Table 3.5. MySQL Configuration
Creation

Thefollowing table explainsthe additional creation parametersyou haveto configureon System Databasetab inthe Axon.ivy
Engine Configuration program, if you want to create a new system database on aMySQL database system:

Field Name Valug(s) Description
Database Name Axonlvy, AxonlvyEngine, | The name of the database to create
AxonlvySystemDatabase, ...
Engine Type InnoDb The type of the MySQL database engine
to use. At the moment only InnoDb is
possible.

Table 3.6. MySQL Creation Parameter
Driver

The following table shows information about the JDBC driver that Axon.ivy Engine uses to connect to MySQL database
systems:

JDBC Driver Name ‘com.mysql Jjdbc.Driver
JDBC Connection URL Format ‘jdbc:mysql :/I<host>[:<port>]/<database hame>

Table3.7. MySQL Driver

Character set & collation

If you want to check the collation of a specified column you can use the following query:

SELECT character_set name, collation _nane FROM information_schema. colums WHERE
tabl e_schenma = "AXON_| VY_SYSTEM DATABASE" AND t abl e _nanme = "iwa_case" AND col uim_nane

= "nane

If you need to change the collation look at the official MySQL reference for al supported character sets and collations. The
simplest way isto use a case insensitive collation of the current character set. The following code will apply a new collation.

ALTER TABLE iwa_case MODIFY nanme VARCHAR(200) CHARACTER SET wutf8 COLLATE
utf8 general ci;

Y ou can find more information about modifying the column in the MySQL reference.
If the Axon.ivy Engine Configuration creates a new database, the following parameters will be automatically applied. If you

want to use different charset or collation create an empty database manually with your configuration and then use the Axon.ivy
Engine Configuration to create the tables, views and indexes in that database.

Par ameter Value
Charset utf8
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Parameter

‘Value

Collation

‘ utf8 unicode ci

Table 3.8. MySQL Default Database Configuration

MariaDB

Information

MariaDB isan Open Source database. For moreinformation go to mariadb.org. MariaDB isadrop-in replacement for MySQL.
The documentation for MySQL often applies to MariaDB as well.

Configuration

The following table explains the fields you have to configure on System Database tab in the Axon.ivy Engine Configuration

program:

Field Name Value(s) Description

Database MariaDB The database system to use.

Driver MariaDB The database JDBC driver to use.

Host localhogt, testdbserv, ... The name of the host where the database
system is running.

Port 3306, 3307, 3308, ... The|P port where the database systemis
listening for requests.

Database Name Axonlvy, AxonlvyEngine, | The name of the Axon.ivy Engine system

AxonlvySystemDatabase, ... database.

User Name root, admin, Axonlvy, ... The name of the database user who is
used to connect to the database system.

Password *kokk The password of the database user who

Table 3.9. MariaDB Configuration

Creation

isused to connect to the database system.

Thefollowing table explainsthe additional creation parametersyou haveto configureon System Databasetab inthe Axon.ivy
Engine Configuration program, if you want to create a new system database on aMariaDB database system:

Field Name Value(s) Description

Database Name Axonlvy, AxonlvyEngine, | The name of the database to create
AxonlvySystemDatabase, ...

Engine Type InnoDb The type of the MariaDB database

Table 3.10. MariaDB Creation Parameter

Driver

engine to use. At the moment only
InnoDb is possible.

The following table shows information about the JDBC driver that Axon.ivy Engine uses to connect to MariaDB database

systems:

42


https://mariadb.org

Installation

JDBC Driver Name
JDBC Connection URL Format

‘ org.mariadb.jdbc.Driver

‘ jdbc:mariadb://<host>[:<port>]/<database name>
Table3.11. MariaDB Driver

Character set & collation

If you want to check the collation of a specified column you can use the following query:

SELECT character_set _nane, collation_nane FROM information_schenma.colums WHERE
tabl e_schema = " AXONI VYSYSTEMDATABASE" AND table nanme = "iwa_case" AND col unm_nane
"name

If you need to change the collation look at the official MariaDB reference for all supported character sets and collations. The
simplest way isto use a case insensitive collation of the current character set. The following code will apply anew collation.

ALTER TABLE iwa_case MODIFY nanme VARCHAR(200) CHARACTER SET wutf8 COLLATE
utf8 general ci;

Y ou can find more information about modifying the column in the MariaDB reference.
If the Axon.ivy Engine Configuration creates a new database, the following parameters will be automatically applied. If you

want to use different charset or collation create an empty database manually with your configuration and then usethe Axon.ivy
Engine Configuration to create the tables, views and indexes in that database.

Parameter Value
Charset utf8
Collation utf8 unicode ci

Table 3.12. MariaDB Default Database Configuration
Oracle

Information
Oracle database is a database management system from the Oracle Corporation. For more information go to www.oracle.com
Configuration

Thefollowing table explainsthefieldsyou haveto configure on the System Database tab in the Axon.ivy Engine Configuration
program:

Field Name Value(s) Description

Database Oracle The database system to use.

Driver Oracle Thin, Oracle Oci The database JDBC driver to use. Either
Thin or OCI driver.

Host localhost, testdbserv, ... The name of the host where the database
system is running.

Port 1521, 1522, 1523, ... The|P port where the database systemis

listening for requests.

Oracle Service ID (SID)

oracle, db, ...

The identifier of the oracle service.

User Name

root, admin, Axonlvy, ...

The name of the database user who is
used to connect to the database system.
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Field Name

‘Value(s) ‘chription

Password

*rAK The password of the database user who
isused to connect to the database system.

Table 3.13. Oracle Configuration

@

Creation

K

Tip
On all (reused) oracle database connections the maximum number of open cursorsis set to 1000, independently

from the default setting that may be set on the database itself. Those cursors are needed to cache all prepared
statements and also for PL/SQL blocks.

It may turn out that the number of open cursors is exceeded, which is indicated by an error message similar
to the following:

ch.ivyteamivy. persi stence. Persi st encyException: java.sql.SQ.Exception:
ORA-00604: error occurred at recursive SQ |evel 1
ORA- 01000: maxi mum open cursors exceeded

If this should happen, then you may customize (and increase) the number of open cursors per connection with
the Javasystem property ch. i vyt eam i vy. per si st ence. db. or acl e. MaxOpenCur sor s. Itcanbe
set in the “Launch Configuration”.

Note

With Oracle database the Axon.ivy Engine Configuration program will not create a new database instance for
Axon.ivy Engine instead it will create only the user/schema and the tables into a given tablespace.

Before you can create the system database tables on a Oracle Database you have to do the following steps:

1. Youmay want to create a new Oracle database where the Axon.ivy Engine System Database is located. Thisis optional

you can

use an aready existing Oracle database.

2. Create a new user (e.g. Axonlvy). Grant all necessary permissions to the user so that he can create and alter tables,

indexes,

sequences. Of course the user must be able to insert, update, delete and select data from the tables of the system

database. Thisisoptional you can use an aready existing Oracle user or |et the Axon.ivy Engine create one for you with
the Axon.ivy Engine Configuration.

3. Youmay want to create anew tablespace (e.g. Axonlvy) where the Axon.ivy Engine System Database can store the table
data. Thisis optional you can use an already existing tablespace.

X

Warning

Be sure that the configuration of the database connection uses the new database and the Oracle Service ID
reflecting the database you want to create the system database tables in.

The following table explains the additiona creation parameters you have to configure on the System Database tab in the
Axon.ivy Engine Configuration program if you want to create a new system database on Oracle database system:

Field Name Value(s) Description
Tablespace Axonlvy, AxonlvyEngine, | The name of the tablespace where the
AxonlvySystemDatabase, ... system database tables will store their
datain.
User Axonlvy, ... The name of the user which will be
created if she is not already existing.
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Field Name Value(s) Description

Tables, indexes and views are created in
the schema of this user.

Password *hx The password for the given user.
Table 3.14. Oracle Creation Parameter

Driver

The following table shows information about the JIDBC driver Axon.ivy Engine uses to connect to Oracle database systems:

JDBC Driver Name ‘oracl e,jdbc.OracleDriver
JDBC Connection URL Format ‘jdbc:oracle:thin:@<host>:<port>:<service id>

Table 3.15. Oracle Driver

Character set & collation

The character set is defined with the CREATE DATABASE statement which is part of the customer configuration (look
at creation). We recommend to use AL32UTF8 (unicode) or at least WE8ISO8859P1, which supports Western European
languages. By the use of AL32UTF8 all text fields like VARCHAR or CHAR supports unicode characters.

Oracle databases works with session parameters for sorting and comparing data. The concept iscalled Linguistic Sorting and
Matching. In the Oracle Database Manager you can configure the initialization parameters. For case insensitive sorting and
comparing you can set NLS SORT to AMERI CAN (select an appropriate language) and NLS_COVP to LI NGUI STI C. At the
moment, you can't overridethe NLS _LANGUAGE and NLS_TERRI TORY which is set to AMERI CAN.

Microsoft SQL Server

Information

Microsoft SQL Server is a database system from Microsoft. For more information go to www.microsoft.com. We support
two different JDBC Drivers for Microsoft SQL Server. First, the official JIDBC Driver from Microsoft that provides support
for the latest SQL Server features like high availability with multi subnet fail-over. Second, the matured and long-time used
jTDS JDBC Driver.

Configuration

Thefollowing table explainsthefieldsyou haveto configure on the System Databasetab in the Axon.ivy Engine Configuration
program:

Field Name Value(s) Description

Database Microsoft SQL Server The database system to use.

Driver jTDSor Microsoft SQL Server The database JDBC driver to use.

Host localhogt, testdbserv, ... The name of the host where the database
system is running.

Port 1433, 1434, 1435, ... The|P port where the database systemis
listening for requests.

Database Name Axonlvy, AxonlvyEngine, | The name of the Axon.ivy Engine system

AxonlvySystemDatabase, ... database .

User Name sa, root, admin, Axonlvy, ... The name of the database user who is

used to connect to the database system.
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Field Name \Value(s) ‘chription

Password *rAK The password of the database user who
isused to connect to the database system.

Table 3.16. Microsoft SQL Server Configuration

C | mportant

If you want to connect to an existing instance of a MS SQL Server you have to configure an additional
connection property that is called i nst ance/i nst anceNane containing the name of the corresponding
database instance.

Creation

The following table explains the additional creation parameters you have to configure on the System Database tab in the
Axon.ivy Engine Configuration program if you want to create a new system database on Microsoft SQL Server database
system:

Field Name ‘Value(s) ’Description
The name of the database to create

Database Name Axonlvy, AxonlvyEngine,
AxonlvySystemDatabase, ...

Table 3.17. Microsoft SQL Server Creation Parameter

Driver

The following table shows information about the JDBC drivers Axon.ivy Engine uses to connect to Microsoft SQL Server
database systems:

Driver Name Connection URL Format Documentation

net.sourceforge.jtds.jdbe.Driver jdbc:jtdsisglserver://<host>[:<port>]/  |jTDS JDBC Driver Documentation
<database name>

com.microsoft.sqlserver.jdbc. SQL Servenpatbeesgl server:// Microsoft SQL Server JDBC Driver
<host>[:<port>]; DatabaseName=<databaocumentation
name>

Table 3.18. Microsoft SQL Server Driver

Character set & collation

MSSQL Server supports different (one byte-) character sets with the COLLATE parameter. If you need a unicode character
set you have to modify the text fieldsto type NVARCHAR, NCHAR or NTEXT. First create anew column of thistype, copy
data from the old column, drop the old column and rename the new column to the old column.

If you want to check the collation of a specific column you can use the following query:

SELECT columns. coll ation_name FROM information_schema. col uitms VWHERE table nane =

"iwa_case' AND columm_nane = 'nane';

3

Probably you need to changethe collation. Look at the official MSSQL referencefor al supported character setsand collations.
The simplest way is to use a case insensitive collation of the current character set. The following code will apply a new
collation.

ALTER TABLE i wa_case ALTER COLUWN nanme VARCHAR(200) COLLATE Latinl_General _CS_Al;
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If the Axon.ivy Engine Configuration creates a new database, the following parameters will be automatically applied. If you
want to use different collation create an empty database manually with your configuration and then use the Axon.ivy Engine
Configuration to create the tables, views and indexes in that database.

Parameter Value
COLLATE Latinl General Cl_Al

Table 3.19. Microsoft SQL Server Default Database Configuration
PostgreSQL

Information

PostgreSQL is an Open Source database. For more information go to www.postgresgl.org. You can download the latest
PostgreSQL JDBC driver from jdbc.postgresgl.org

Configuration

Thefollowing table explainsthefieldsyou haveto configure on the System Database tab in the Axon.ivy Engine Configuration
program:

Field Name Value(s) Description

Database PostgreSQL The database system to use.

Driver PostgreSQL The database JDBC driver to use.

Host localhogt, testdbserv, ... The name of the host where the database
systemis running.

Port 5432, 5433, 5434, ... The|P port where the database systemis
listening for requests.

Database Name Axonlvy, AxonlvyEngine, | The name of the database to use.

AxonlvySystemDatabase, ...

User Name sa, root, admin, Axonlvy, ... The name of the database user who is
used to connect to the database system.

Password kKK The password of the database user who

isused to connect to the database system.

Table 3.20. PostgreSQL Configuration

Creation

The following table explains the additional creation parameters you have to configure on the System Database tab in the
Axon.ivy Engine Configuration program if you want to create a new system database on PostgreSQL database system:

Field Name ‘Value(s) ’D@cription
The name of the database to create

Database Name Axonlvy, AxonlvyEngine,
AxonlvySystemDatabase, ...

Table 3.21. PostgreSQL Creation Parameter

Driver

The following table shows information about the JDBC driver Axon.ivy Engine uses to connect to PostgreSQL database
systems:
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JDBC Driver Name ‘org.postgr&eql.Driver

JDBC Connection URL Format ‘jdbc:postgr@ql://<host>[:<port>]/<database system>
Table 3.22. PostgreSQL Driver

Character set & collation

The character set can only be defined by the CREATE DATABASE statement.
If you want to know the collation of a column you can use the following query:

SELECT character_set_name, collation_nane FROM information_schema. colums WHERE

table_nane = 'iwa_case' and colum_name = 'nane';
Maybe there is no collation defined, so PostgreSQL won't show you any value. Ask the DBM S for the default value:
SELECT dat nane, datcoll ate FROM pg_dat abase;

Propably you need to change the collation. Look at the official PostgreSQL reference for al supported character sets and
collations. Look also at Collation Support and ALTER TABLE for more information about collations in PostgreSQL .

ALTER TABLE i wa_case ALTER COLUWN nane varchar (200) COLLATE "de_ DE. utf8";

If the Axon.ivy Engine Configuration creates a new database, the following parameters will be automatically applied. If you
want to use different charset or collation create an empty database manually with your configuration and then use the Axon.ivy
Engine Configuration to create the tables, views and indexesin that database.

Parameter Value
ENCODING UTF8

Table 3.23. PostgreSQL Default Database Configuration
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Chapter 4. Configuration

Engine Configuration

The Axon.ivy engine is configured by files. Most of them are located in the /configuration directory of the engine.

Files

The “ivy.yaml” file contains the most important entries that define the environment and runtime behaviour of the Axon.ivy
engine.

# sample ivy.yaml with some often used entries defined
Syst enDb:
Driver: org.mariadb.jdbc.Driver
Url: jdbc: mariadb: // myDbHost : 3306/ Axonl vySyst enDat abase
User Name: root
Password: 1234

EMni | :
Server:
Host: smtp.gmail.com
Port: 25
Adm ni strators:
adm n:
Password: 1234
Email : i nfo@ ocal host
devop:
Password: "${encrypt:4321}"
Emai | : dev@xoni vy. com
Fr ont end:
Host Nanme: wor kfl ow. acne. com
Port: 80

Template files

To craft your own configuration you would typically copy vaues from our template files, located under [engineDir]/
configuration/defaults or the “Configuration File Reference” and adjust them according to your needs. The template files
outline valid configuration attributes and document possible values. They are constantly improved by us, and are not designed
to store your actual configuration.

System Database

An untouched Axon.ivy engine runs in Demo mode. In consequence workflow data is never stored, but kept in an memory
database. To run aproductive engine an external system database must be connected, where workflow datawill be stored.

To define the database of the Axon.ivy engine, the Syst enDb entries must be set.

# sanpl e ivy.yanl that configures a M/SQL dat abase as data store
Syst enDb:

Driver: org.nysql.jdbc.Driver

Ul: jdbc:nysqgl://nmyQ her Mysgl : 3306/ Axonl vySyst enDat abase

User Nane: theUser

Passwor d: nyPassword

To run the Axon.ivy engine with a System Database alicense isrequired. See “Installing a Licence”.

The schema of the Axon.ivy System Database must exist on the referenced database system. The Engine Config Ul and
“EngineConfigCli” simplify the creation of the SystemDb connection.
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Users

Users are kept in a so-called security system which can be defined in “ivy.yaml”. Each application defines in “app.yaml”
which security system is used. There are two types of security systems:

* Internal Security System: Used to manage the users directly on the Axon.ivy engine. Thereisonly one Internal Security
System, which is called vy Security System. No further settings are available for this Security System. Thisis also the
default Security System for application which has no security system definied.

e External Security System: Used to synchronize users from a name and directory service such as Active Directory. The
example below shows a simple connection to an Active Directory. Have alook at the configuration file reference for all
supported name and directory services and further settings.

# sanple ivy.yaml that define an Active Directory as security system
SecuritySystens:
# Custom defini ed name of your security system
Act i veDi rect or yOf MyConpany:
Provider: "Mcrosoft Active Directory"
Connect i on:
Ul: "ldap://activedirectory.axonivy.com 389"
User Nane: "activedirectory_user @xoni vy. cont
Password: "${encrypt:1234}"
Bi ndi ng:
Def aul t Cont ext : " DC=axoni vy, DC=coni
| mport User sOF Group: " CN=AXON Ivy | T, DC=axoni vy, DC=cont

# app.yanl |ocated in <application-directory>/app.yan
SecuritySystem ActiveDirectoryO MyConpany

Email

The Axon.ivy engine sends emails for different purposes:

« Emailsthat are sent within a process viathe mail step.

* New task assignment and daily task summaries to users.

* License expiration reminders to the administrators.

For this you have to configure an email server in “ivy.yaml”:

# sanple ivy.yam that configures an enmil server:

EMai | :
Server:
Host: nmail . axoni vy.com
Port: 25

Mai | Addr ess: nor epl y@xoni vy. com
User: someuser
Passwor d: sonepassword

Dai | yTaskSummary:
# Time of day when the task summary nmails will be sent.
TriggerTime: "02:00"

You can configure task email notification settings for new task assignments and daily task summaries at application level
in“app.yaml”:

# app.yam |ocated in <application-directory>/app.yam

EMai | Noti fi cati on:
Dai | ySummar yOn: nonday, tuesday, wednesday, thursday, friday
OnNewTasks: true
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Language: de

Usersareableto customizetheir notification settingsin aworkflow ui likethe Portal . The content of thetask email notifications
can be customized by providing “ Standard Processes’.

Html Theme

Thelook and feel of Html Dialogsis defined by its theme. Y ou can change the appearance of any dialog on several scopes:
* Globaly for al Html Dialogs: via“web.xml” .
« For asingle application: in the “app.yaml”:

# app.yanl located in <application-directory>/app. yan
Properti es:
j sf.prinefaces.thenme: nodena-ivy

e Or at session level: viathe IvyPrimefacesThemeResolver.

Passwords

Y ou may want to encrypt sensitive datalike a password in your configuration files. To do this you can enclose any value with
"${encrypt:}". The Axon.ivy engine will automatically encrypt and replace that value in file, when the configuration
will be loaded. The system database password can be encrypted as follows:

# ivy.yam
Syst enDb:
Password: "${encrypt: myPassword}"

There is asmooth “ Secrets” integration, which is very useful in container environments such as Docker.

Overriding Configuration

Environment variables

Configuration entries of YAML files can be overridden with environment variables of the operating system. Configuration
keysin Y AML are hierarchic object treesseparated by :  characters. Whilethe environment variable must bewritten uppercase
and separated by _ characters. Y ou need also to prefix the environment variable with | VY _.

So to overwrite the Sy st enDb: Ur | of the “ivy.yaml” file, the environment variable | VY_SYSTEMDB_URL must be set.

Global application values

The “app.yaml” in the /configuration folder can be used to set global application configuration values that are applied to all
applications on the engine.

Docker Containers

Container technology empowers you to pull up reproducible, documented and complete isolated infrastructures. Axon.ivy
fully supports container environments such as Docker, Kubernetes or OpenShift. Y ou can easily customize the configuration
of an Axon.ivy engine by using system environment variables or by providing configuration files like the “ivy.yaml” file.

The following example will override the url of the system database configuration using environment variables:
docker run -e "1VY_SYSTEMDB URL=j dbc: nysql : // db: 3306/ Axonl vySyst enDat abase”
Instead of using environment variables, you can simply provide an “ivy.yaml” file.

# ivy.yam
Syst enDb:
Url: jdbc: nysql://db: 3306/ Axonl vySyst enDat abase
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docker run -v ivy.yan :/etc/axonivy-engine/ivy.yamn

For further docker examples have alook at our docker-samples GitHub repository.

Secrets

You can use Docker Secrets to store passwords. Simply create a file in /run/secrets which has the same name as the
configuration entry. For example, to provide Syst enDb: Passwor d as secret file you need to create the file /run/secrets/
ivy.SystemDb.Password

Configuration File Reference

ivy.yaml

[engineDir]/configuration/ivy.yaml

HHHHHHHFHHHHEH R HHEHH R

This file configures the Axon.ivy engine and its external systens.
htt ps://dev. axoni vy. com doc/ | at est/ Engi neGui deHt ml / confi gurati on. ht m

By default the engine is pre-configured to run in denb node.
To run an engine in a productive environnent at |east the system dat abase
must be confi gured.

SECRETS / PASSWORDS:
Any configuration value can be encrypted just by enclosing it with "${encrypt:}".
* to encrypt the string nyPassword wite "${encrypt: myPassword}"
htt ps://dev. axoni vy. com doc/ | at est/ Engi neGui deHt ml / confi gurati on. ht M #confi gurati on- pc

OVERRI DI NG
Any configuration value provided here can be set in alternative sources.
* environnent variables: of the operating systemcan set app config entries.
Their key nust be prefixed with "IVYy '.
E.g. use 'IVY_SYSTEMDB URL' to override the jdbc driver url.
htt ps://dev. axoni vy. com doc/ | at est/ Engi neGui deHt ml / conf i gurati on. ht M #confi gurati on- ¢

# == System Dat abase Settings ==

#

# Axon.ivy requires a System Database to store the state of runni ng workfl ow applications.
#

# Unl ess you run the engine in Denb node, a valid System DB driver, url and the user+passy
# that are able to connect to the database are nandatory.

#

# [Restart required]

Syst enDb:

# [MWSQL]

Driver: comnysql.jdbc. Driver

Url: jdbc: nysqgl://I|ocal host: 3306/ Axonl vySyst enDat abase
# > jdbc: mysql :// <host >[ : <port >] / <dat abase nane>

# [ Mar i aDB]
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Driver: org.mariadb.jdbc.Driver
Url: jdbc: mariadb://1 ocal host: 3306/ Axonl vySyst enDat abase
# > jdbc: mari adb: // <host >[ : <port >] / <dat abase nanme>

# [ M crosoft SQL]

Driver: com m crosoft.sql server.jdbc. SQLServerDriver

Url: jdbc:sqgl server://1ocal host: 1433; Dat abaseNane=Axonl vySyst enDat abase
# > jdbc: sql server://<host>[: <port >]; Dat abaseNane=<dat abase nanme>

# [ Post greSQL]

Driver: org.postgresql.Driver

Url: jdbc: postgresqgl://| ocal host: 5432/ Axonl vySyst enDat abase
# > jdbc: postgresql ://<host>[:<port>]/<dat abase systenr

# The nane of the user to connect to system database. E.g. root, sa, admn, ivy, Axonlvy
User Name: root

# The password of the user to connect to the system dat abase.
Password: "${encrypt: 1234}"

# If set to true the system database is automatically converted to the | atest version dt
Aut oconvert: false

# Defines how long ivy should wait (in seconds) at startup for the availability of the c
Boot Ti meout: 60

# Additional driver specific connection properties.
Dri ver Properties:
# [MSQ.] Very likely to set if not ssl connection is used, to prevent warn | ogs
useSSL: fal se
# [Mcrosoft SQL] I nstance nanme of the MSSQL Server
i nst anceNane: Sql Server

# == Depl oynent Setting ==
#
Depl oyment :

# Directory where the server watches for files to depl oy.

# https://dev. axoni vy. coni doc/ | at est/ Engi neGui deHt ml / adm ni strati on. ht m #adm ni strati on-
#

# You may want to use a UNC path to specify a renmpte network | ocati on.

Directory: depl oy

# == Data Settings ==

#
Dat a:
# Fol der where applications are stored, unless otherw se defined in the depl oynent.
# If you change this path, proceed as follows...
# 1. Stop the engine
# 2. Change this path and nove the existing applications to this new directory
# 3. Start the engine
# Absolute paths and rel ative paths are supported
# [Restart required] for existing apps
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AppDi rectory: applications

# Root fol der where application files are stored.

# A change in this setting will NOT automatically nove existing application files to the
# A change will require to manually nove existing files to the new directory.

# Absolute and relative (to the engine root directory) paths are supported.

# If not set the files will be stored underneath each application's file directory.

# [Restart required] for existing apps

Fil esDi rectory:

# Directory where the server wites tenmporary working files to.
# [Restart required]
Wor kDi rect ory: work

== El asticsearch Settings ==

Axon.ivy uses an El asticsearch instance to provide a fast query interface agai nst Busi ne
The bundl ed instance is started on demand, in a separate JVM when an APl request needs

You can operate Axon.ivy with the bundl ed El asticsearch server or with your own externa

[ Restart required] except for UserNane and Password of External Server
asti csearch

# The bundl ed El asticsearch server..
# - is started in a separate JVM when a feature requires BusinessData access.
# - reachable only on 'l ocal host' but the access is unprotected.
# - JVM argunents used to start the bundl ed El asticsearch server can be
# configured in the '"elasticsearch/config/jvmoptions' file.
Bundl edSer ver :
# The path to the directory where the bundl ed El asti csearch server stores data.
# 1t is recoomend to configure a data directory that is | ocated outsite of the Engine
# installation directory to ease the Engine migration to newer versions.
Dat aPat h: el asti csearch/ dat a
# The nanme of the cluster of the bundled El asticsearch server.
# Must not be defined as it is managed by the Axon.ivy Engine.
Cl ust er Nane:

# Configure the URL of your own El asticsearch server if you want to use it instead of t}
#
# To install your own Elastic search installation foll ow these steps
# https://ww. el astic.co/ gui de/ en/ el asti csearch/reference/ current/setup. htn
#
# Currently Axon.ivy supports El asticsearch server versions in the 5.5.x range.
# |f your El asticsearch server is running on another host,
# the access to that instance has to be protected.
# You can achieve that with a front-end webserver |ike NG NX that enforces basic authent
Ext er nal Server
Ul :
User Name:

Password: "${encrypt:}"
# Defines how |l ong ivy should wait (in seconds) for the availability of the external e
Boot Ti meout: 60

# For every business data type an El asticsearch index will be created. E.g. for type ch
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I ndex:
# The nane prefix of the index to use to store business data.
# If multiple ivy Engines use the sane El asticsearch server instance, you need to char
NanmePr efi x: ivy. busi nessdat a

# Configures the Elasticsearch client. The client is the ivy engi ne which comruni cates \
dient:
# Maxi mum seconds to wait until a connection to El asti search can be establi shed.
Connect Ti meout : 10

# Maxi mum seconds to wait for data sent by El astisearch
# Raise this value if |arge datasets are expected.
ReadTi meout : 30

# == EMail Settings ==
#
EMai | :
Server:
Host: | ocal host
Port: -1

# Email address that will be used for emails sent by the server (e.g. task notificatic
Mai | Address: noreply@vyserver. | oca

User: guest

Password: "${encrypt:}"

#Encr ypti onMet hod: NONE
SSL:

KeyAl i as:

UseKey: fal se

Dai | yTaskSummary:
# Time of day when the task summary nmails will be sent.

# Format is hh:mm e.g. "02:00" or "14:15"
Tri gger Ti ne: " 00: 00"

== Show Error Messages To End Users Settings ==
VWhen an error occurs while processing a user request an error screen is displayed to the

The di spl ayed error page can be custom zed for your needs:
htt ps://dev. axoni vy. com doc/ | at est/ Engi neCGui deHt m / confi gurati on. ht M #confi gurati on-file

H HHHHHH

Errors:
# Whet her stacktraces, detailed error reports, etc. should be shown to end users.

By default (false) we only show a unique 'Error 1d . This "Error I1d" can be used to fi

For security reasons normal users should not see technical inplenmentation details.

But in devel opment or pre-production environnents it mght be save to show the full er
details directly to the end user.

ShowDet ai | sToEndUser: fal se

#
#
#
#
#
#
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# == Persistence Setting ==

#

Per si st ence:

JPA:

# Persist ivyScript auto initialized fields with NULL val ues. Affects types are..
# - ch.ivyteamivy.scripting.objects. Date
# - ch.ivyteamivy.scripting.objects. DateTi me
# - ch.ivyteamivy.scripting.objects. Tine
# If this option is disabled auto initialized values are stored as before Axon.ivy 6.4
defaultlnitializedAsNull: true

# == Process Elenent Firing Statistic Settings ==
#
Pr ocessEngi ne:
FiringStatistic:
# If activated, a process elenent statistic is witten periodically to the |og-directc
Active: false
# Interval in seconds the 'process element statistic' is witten to the log directory
Interval : 300
# == SSL Client Settings ==
#
SSL:
Client:
# A key store is used to read client keys (certificates).
# This is only required if a renpte server requests a client certificate in order to &
KeySt or e:

UseCustom fal se

KeyPassword: "${encrypt:changeit}"
Al gorithm SunX509

File: configuration/keystore.jks
Password: "${encrypt:changeit}"

Pr ovi der :

Type: j ks

# A trust store is used to specify trusted server certificates or certificates of cert
# An SSL client autenticates a server by using the certificates in a trust store.
Trust St or e:

# The systemtrust store of the Java Runtine Environment (JRE) contains well known c
UseSystem true

# The customtrust store contains certificates that are self signed or signed by an
UseCustom fal se

Al gorithm PKIX

File: configuration/truststore.jks

Password: "${encrypt:changeit}"

Pr ovi der :

Type: j ks

# Full qualified class name of a trust manager class that is used to validate server
# This manager is only considered if neither a customnor a systemtrust store is us
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Manager C ass:

# == Fail ure Behavi our ==

#

Syst enrask:

Defi nes the behaviour in case a systemtask fails.
Val i d behaviours are..

* FAI L_TASK DO RETRY

* FAI L_TASK DO NOT_RETRY

* DESTROY_TASK

* DESTROY_CASE

Fai | ur e. Behavi our: FAIL_TASK DO RETRY

H HHHH R

# Interval in seconds between executions of the search job for systemtasks.
# The job searches systemtasks that were not executed because of failures.
Sear chJob. I nterval : 900

# == Thread Pools Settings ==
#
Thr eadPool :
# Executes process engi ne background operations |ike Database, WbService calls, etc.
Backgr oundOper at i onExecut or :
# M ni mum nunber of threads
Cor ePool Si ze: 5
# Maxi mum nunber of threads
Maxi munPool Si ze: 200

# Executes unschedul ed j obs

I mredi at eJobExecut or:
# M ni mum nunber of threads
Cor ePool Si ze: 5
# Maxi mum nunber of threads
Maxi munPool Si ze: 50

# Executes schedul ed j obs
Schedul edJobExecut or:
# M ni mum nunber of threads
Cor ePool Si ze: 5

== Updat e Checker Settings ==

These information are only used to inprove the product:
- Engine (version, up tine)

- Licence informati on (nunber, organisation, individual)

- Operating systeminformation (name, version, architecture, number of processors)
- System dat abase (product name and version, driver, identification nunber)

- Java nmenory informtion (nmaxi mum heap nenory, maxi mum non heap menory)

HHHHHHHHHHHHH
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# - JVM (Java virtual machine) information (version, vendor, nane)
# - Host information (host nane, SHA-256 hashes of |P address and MAC address to identify
#

Updat eChecker :
# \Wether Update notificati on messages are shown and statistic information are sent to
Enabl ed: true

== Adm n Users ==

Li st of adm nstrators which will be created during engine startup
Password an Email will be updated if the adm nstrator already exist
Email is used to send info mails like |license expiration

Default adm nistrator in demb node is called admn with password adm n
[ Restart required]
Adm ni strat ors:

HHHHHHHH

# Exanpl e adm n user with name nmyAdnm n and password mnySecr et

myAdm n:
Password: "${encrypt:nySecret}"
Email : i nfo@ ocal host

== Security Systens ==

Li st of Security Systens.

A security system defines how users and rol es are nanaged.

Security systems that are configured here can be used by applications.

'l If you change a security systemthen all users that are no | onger defined by the char
I'l SecuritySystem changes are inmedi ately rel oaded and a user synchroni zation is execute
Il Switching fromM crosoft Active Directory or Novell eDirectory to Axon.ivy Security ¢
I'l Tasks assigned to the del eted users are noved to the UNASSI GNED state and has to be r

HHoHHHHHHHH

SecuritySystens:

# Exanpl e security systemw th name nySecuritySystem
mySecuritySystem
# [ Axon.ivy Security System
# The Axon.ivy Security System manages the user and roles in the system dat abase.
# No additional configuration is needed.
Provider: "ivy Security Systent

# [Mcrosoft Active Directory]

# The M crosoft Active Directory security systemuses LDAP to inport users and user rc
# You should al so configure at |east the properties Ul, UserNane, Password and Def aul
Provider: "Mcrosoft Active Directory"

# ["Novel |l eDirectory"]

# The Novell eDirectory security systemuses LDAP to inport users and user role relati
# You should al so configure at |east the propertie Ul, UserName, Password and Default
Provi der: "Novell eDirectory”

Connecti on:
# Url to the nam ng and directory service
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Ul: |dap://Iocal host: 389

# How to authenticate to the nam ng and directory service

# none = no authentication (default if UserNane/Password NOT confi gured)

# sinmple = user nanme and password is used (default if User Name/ Password is configure
Aut hent i cati onKi nd: si npl e

# User name to authenticate to the nam ng and directory service (java.nam ng.securit
# Valid formats are. ..

# - LDAP Distingushed Nane (RFC 4514) |ike cn=Adm ni strator, dc=axoni vy, dc=com

# - Active Directory user nane |ike Adm nistrator @xoni vy.com

User Name:

# Password to authenticate to the nam ng and directory service (java.nam ng.security
Password: "${encrypt:}"

# Use a connection pool to store established LDAP connecti ons
UselLdapConnect i onPool : fal se

# Here you can configure additional environment properties for the LDAP context.
Envi ronnment :
# How to handl e LDAP al i ases. Possible values are... always, never, finding, searc
# https://docs.oracle.conlfjavase/jndi/tutorial/ldap/msc/aliases. htm
"] ava. nam ng. | dap. deref Al i ases": al ways

# Specifying the security protocol. If this property is unspecified, the behaviour
# https://docs.oracle.conijavase/jndi/tutorial/ldap/security/ssl.htm
"] ava. nam ng. security. protocol ":

# Specifying how referrals encountered by the service provider are to be processec
# https://docs.oracl e.conijavase/jndi/tutorial/ldap/referral/index. htm
"java.nami ng.referral ": follow

ndi ng:

# Default Context to inport from

# The security systemonly sees and can inport objects bel ow the default context.

# Normally, you want to see and inport all users of a security systemthen set the c
# If you want to inmport only users froma certain departnment or |ocation, then you c
# See al so EverybodyUser GroupNanme and UserFilter to control/filter the users that ar
# Format = LDAP Di stingushed Name (RFC 4514) |i ke dc=axoni vy, dc=com or ou=i vyt eam dc
Def aul t Cont ext :

# If configured, then the security systeminports only the users that are nenbers of
# See al so Defaul t Context and UserFilter to control/filter the users that are inport
# Format = LDAP Di stingushed Name (RFC 4514) of a user group |ike cn=Axonl vyUser, ous-
I mport User sOF G oup:

# The security systemonly inports users that match the given filter.

# See al so Defaul t Context and EverybodyUser G oupNane to control/filter the users the
# Format = LDAP Search Filter (RFC 4515)

# [Mcrosoft Active Directory]

UserFilter: "(& objectC ass=user) (! (objectd ass=computer)))"”

# [ Novel | eDirectory]

UserFilter: "objectd ass=i net Or gPer son"

User Attri bute:
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# The LDAP attribute that stores the nane of a user
# [Mcrosoft Active Directory]

Nane: sAMAccount Nane

# [ Novel | eDirectory]

Narme: uid

# The LDAP attribute that stores the full name of a user
# [Mcrosoft Active Directory]

Ful | Name: di spl ayName

# [ Novel | eDirectory]

Ful | Name: ful | Nane

# The LDAP attribute that stores the mail address of a user
EMai |l : mai l

# The LDAP attribute that stores the | angauge of a user
Language:

# Here you can specify a list of additional LDAP attributes that are inported and av
Properties:
# Maps a user property to an LDAP attribute
# In the exanpl e bel ow ' phoneNunber’' is the nanme of the user property.
# The val ue of the property is inported fromthe LDAP attribute 'phone’ of the use
phoneNunber: phone

Menber shi p:
# The LDAP attribute that stores the user groups a user is nmenber of
# [Mcrosoft Active Directory]
User Menber Of At tri bute: nenber O
# [ Novel | eDirectory]
User Menmber OF At tri but e: gr oupMenber shi p

# Shoul d the security systemuse the LDAP attribute configured in User Menmber OF Attrit
# Sometines this LDAP attribute is not avail abl e because of security concerns.

# If you set this to false, then the security systemw || inport the user rol e nenbe
# [Mcrosoft Active Directory]

UseUser Menber O For User Rol eMenber shi p: true

# [ Novel | eDirectory]

UseUser Menber O For User Rol eMenber shi p: fal se

# The LDAP attribute that stores the user groups a user group is menber of
# [Mcrosoft Active Directory]

User G oupMenber OfF Attri but e: menber O

# [ Novel | eDirectory]

User G oupMenber OF At t ri but e: gr oupMenber shi p

# The LDAP attribute that stores the nenbers (user, user groups) of a user group
# [Mcrosoft Active Directory]

User G oupMenber sAttri bute: menber

# [ Novel | eDirectory]

User G oupMenber sAttri bute: uni queMenber

# Does the security systemhas to traverse nested groups (groups that are nenbers of
# Some external security systenms provide all users on the nenber attribute of a user
# [Mcrosoft Active Directory]

Traver seNest edG oups: true

# [ Novel | eDirectory]
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Tr aver seNest edG oups: fal se

# The nunber of objects the security systemcan read in one LDAP request
PageSi ze: 500

# Time of day when the security systemw || synchronize the users.
# Format is hh:mm e.g. "02:00" or "14:15"
Updat eTi ne: " 00: 00"

app.yaml

[engineDir]/configuration/app.yaml

HHFIFHFHFHHFHFHFFEHFEHFHFHEHEHHHHFHFEHHFHFTEREHFHHR

#
#

This files defines the configuration for its application.
htt ps://dev. axoni vy. com doc/ | at est/ Engi neGui deHt ml / confi gurati on. ht M #confi gurati on-file

By default applications are pre-configured to run w thout any dependenci es.
However in productive environents applications often interact with many
external system such a Mail Servers (SMIP) or Directory services (LDAP).

The 'defaul ts/app.yam' serves as tenplate that can be copied into

an application directory as 'app.yam' file.

However 'app.yam ' can be depl oyed as part of the application projects.

htt ps://dev. axoni vy. com doc/ | at est/ Engi neGui deHt ml / admi ni strati on. ht m #adm ni strati on- de

SECRETS / PASSWORDS:
Any configuration value can be encrypted just by enclosing it with "${encrypt:}".
* to encrypt the string nyPassword wite "${encrypt: myPassword}"
htt ps://dev. axoni vy. com doc/ | at est/ Engi neGui deHt ml / confi gurati on. ht M #confi gurati on- pc

OVERRI DI NG
Any configuration value provided here can be set in alternative sources.
* environnent variables: of the operating systemcan set app config entries.
Their key nust be prefixed with '1VY_APPLI CATI ONS MYAPPNAME ' .
E.g. use '|VY_APPLI CATI ONS_ MYAPPNAVE SECURI TYSYSTEM to override the security system
htt ps://dev. axoni vy. com doc/ | at est / Engi neGui deHt ml / confi gurati on. ht M #confi gurati on- ¢
* jvy.yam : can contain app specific entries, by placing themunder the ' Applications' r
Appl i cati ons:
my AppNarre:
SecuritySystem mySecuritySystem
htt ps://dev. axoni vy. com doc/ | at est/ Engi neGui deHt ml / conf i gurati on. ht M #confi gurati on-f

== Data Settings ==

Dat a:

# Application folder where application files are stored. It overrides the root file folc
# A change in this setting will NOT automatically nbve existing application files to the
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# A change will require to manually nove existing files to the new directory.

# Absolute and relative (to the engine root directory) paths are supported.

# If not set the files will be stored in an application specific directory underneath t}
# [Restart required] for existing apps

Fil esDi rectory:

== Security System ==

A security system manages users and rol es and nust be defined in ivy.yaml with a nane.

Here you can reference those security systemby its nane. If no security systemis defir
htt ps://dev. axoni vy. com doc/ | at est/ Engi neCGui deHt m / confi gur ati on. ht m #confi gurati on-user
Il If you change the security systemof an application then all users that are no | onger
I'l Tasks assigned to the deleted users are noved to the UNASSI GNED state and has to be r

HHHHHHHH

SecuritySystem

# == Environnment ==

#

# Environments can be defined in ivy projects. Here you can activate a specific environner
#

Act i veEnvi ronnent: Default

== EMai|l Notification Settings ==

These email notification settings will be applied to all users of an application.
Users still have the option to custom ze their e-mail notification settings for thensel\

H H HHH

EMai | Noti fi cati on:
# Whet her users should receive a mail when a new task is assigned. Possible val ues are:
OnNewTasks: fal se

# On which days of the week the users should receive a daily task summary.

# Possi bl e val ues are: never, always, nonday, tuesday, wednesday, thursday, friday, satt
# Any conbi nati on of weekdays is all owed.

# In ivy.yaml you can configure when the email is sent EMil: Dail yTaskSummary: Tri ggerTir
Dai | ySummar yOn: never

# Language of the emails. You can specify a locale. e.g. de, de_CH, de AT, de DE, en, er
Language: en

== Standard Processes ==

St andard processes are a set of predefined processes, which you can custonize in your i\
To enabl e these custom processes, the library id of the ivy project nust be specified he
The library id is <group-id>: <project-id> fromthe ivy project depl oynent defintion

e.g the library id of the portal tenplate is "ch.ivyteamivy. project.portal:portal Tenpl e

H HHHHHH

St andar dPr ocess:

# https://dev. axoni vy. coni doc/ | at est/ Engi neGui deHt ml / adm ni strati on. ht m #adm ni strati on-
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#
#
#
#

Def aul t Pages:

# https://dev. axoni vy. coni doc/ | at est/ Engi neGui deHt ml / adm ni strati on. ht m #adm ni strati on-
Mai | Noti fication:

== Properties ==

Application properties can be queried by ivy projects and allows ivy devel opers to nmake

Properties:

Q I

# JSF Primeface Thene that is used by HTM. D al ogs.

# Avai |l abl e t henes:

# 1vy, nodena-ivy, afterdark, afternoon, afterwork, aristo, black-tie blitzer, bluesky,
# delta, dot-luv, ggplant, excite-bike, flick, glass-x, home, hot-sneaks, humanity, | e-
# rednond, rocket, sam snoothness, south-street, start, sunny, swanky-purse, trontasti
j sf.prinmefaces.thene: nodena-ivy

== J obal Vari ables ==

G obal variables are defined in ivy projects.
Al'l of those can be overridden independently of the environnent.

obal Vari abl es:
myd obal Vari abl e: val ue

# == Dat abases ==

#

# Dat abases are defined in ivy projects with a nane.

# Connection details fromthose databases can be overridden i ndependently of the environnmne
#

Dat abases:

H H HHH

# This is an exanpl e configuration for the database with the nane nmyDb.
my Db:

Ul: "jdbc:mysql ://1 ocal host: 3306/ nyDbName"

Driver: comnysql.jdbc. Driver

User Nane: adm n

Password: "${encrypt:1234}"

MaxConnections: 5

# Properties are merged with higher priority with those fromthe project.

Properties:
nane: val ue

== RestClients ==

Rest Clients are defined in ivy projects with a name.
Any configuration fromthose clients can be overriden i ndependently of the environment I
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Restd i ent s:

# This is an exanple configuration for the rest client with the name myRestd i ent.
myRest i ent :
Ul: "http://Ilocal host: 8080"

# If defined, all features fromthe project will be conpletely repl aced.
Feat ures:
- ch.ivyteamivy.rest.client. mapper.JsonFeature
- ch.ivyteamivy.rest.client.authentication. H t pBasi cAut henti cati onFeat ure

# Properties are merged with higher priority with those fromthe project.
Properties:

user nanme: adnin

password: "${encrypt:1234}"

nane: val ue

== WebServiceCients ==

#
#
# Wb Service Clients are defined in ivy projects with a name.

# Any configuration fromthose clients can be overriden independently of the environnent t
#

Ve

bServi ceC i ents:

# This is an exanple configuration for the soap web service client with the name nyWebSe
myWebSer vi ce:

# If definied, endpoint urls will be conpletely replaced per port type with those fror
Endpoi nt s:

# name of the port type, which is defined in the project.
myPor t Type:
- "http://1ocal host: 8088"
"http://webservicel/ api / soap”

# If defined, all features fromthe project will be conpletely replaced.

Feat ures:
- ch.ivyteamivy. webservi ce. exec. cxf.feature. Htt pBasi cAut henti cati onFeat ure
- ch.ivyteamivy. webservi ce. exec. cxf.feature. ProxyFeature

# Properties are merged with higher priority with those fromthe project.
Properties:

user nanme: adnin

password: "${encrypt:1234}"

nanme: val ue

# Aut hentication property for the | egacy axis stack
# Possi bl e values for axis 1: NONE, HTTP_BASI C

# Possi bl e values for axis 2: NONE, HTTP_BASIC, HITP_DI GEST, NTLM
aut hType: NONE

ivy.webserver.yaml

[engineDir]/configuration/defaults/ivy.webserver.yaml
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This file is a tenplate to configure the internal Wb Server of the Axon.ivy engine.
htt ps://dev. axoni vy. com doc/ | at est/ Engi neGui deHt m / conf i gur ati on. ht n

Copy contents of this tenplate to 'configuration/ivy.yam ' before adjusting themto your
htt ps://dev. axoni vy. com doc/ | at est/ Engi neCGui deHt m / confi gurati on. ht M #confi gurati on-file

By default this configuration enables all available features
of the Axon.ivy engine so that all capabilities that m ght are used
by a workfl ow project are accessi bl e.

OVERRI DI NG
Any configuration value of this file can be set in alternative sources.
* environment vari abl es: of the operating systemcan set app config entries.
Their key must be prefixed with "IVY_'.
E.g. use 'I VY_FRONTEND PORT' to override the front-end webserver port.
htt ps://dev. axoni vy. com doc/ | at est / Engi neGui deHt m / conf i gurati on. ht M #confi gurati on-c

# == Front-end Wb Server (Reverse Proxy, I1S, Apache, Load bal ancer, ...) Settings ==
#
# Links generated by Axon.ivy often contain absolute links to the ivy server (e.g. for ma
# If your Axon.ivy engine is only accessible for clients trough a front-end webserver,
# its host, port and protocol of it nust be specified.
Fr ont end:
# Hostname of the accessible web server
Host Nanme: | ocal host
# Port of the accessible web server
Port: 443
# Protocol of the accessible web server
Protocol : https
# == REST Service Settings ==
#
# Configures the RESTful services provided.
# [Restart required]
REST. Ser vl et :

# Controls the REST servlet interface. |If disabled no REST resources will be accessi bl e.
# Calls to renote REST services are still possible.
Enabl ed: true

# Provides the general CSRF protection via 'X-Requested-By' header for REST services.
CSRF. Prot ection: true

# Provide the REST resources for the nobile app under ' {application}/api/workflow .
Mobi | eWor kf | ow. APl : true
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# Al ows the service devel oper to get diagnostic information about request processing by
# Those di agnostic/tracing information are returned in response headers (X-Jersey-Tracir
# On productive environments this feature should not be turned on.

# Valid values are either "OFF', "ON _DEMAND' or "ALL"

Traci ng: "OFF"

# == M scel | aneous Settings ==

# Session identifier will be renewed on login to prevent the ' Session Fixation' attack.
Sessi on. Renewl dOnLogi n: true

# Name of the Ivy servlet context. Use a sinple nane w thout any special characters (e.ag.
# [Restart required]
WebSer ver . | vyCont ext Name: i vy

# Disable it if you don't use the Mbile Ofline Dialog feature.
# [Restart required]
O flineD al og. Enabl ed: true

# == Web Server Connector Settings ==
# https://tonctat. apache. org/tontat-8. 5-doc/ confi g/ http. htm

Connect or:
# [Restart required]
HTTP:
Enabl ed: true
Port: 8080
Accept Count : 100
Addr ess:

Al'l owTr ace: fal se

Buf fer Si ze: 2048

Conpr essabl eM meType: text/htm ,text/xm ,text/plain
Conpr essi on: of f

Connecti onLi nger: -1
Connecti onTi meout : 60000
Di sabl eUpl oadTi neout: true
Enpt ySessi onPat h: fal se
Enabl eLookups: fal se
MaxHt t pHeader Si ze: 8192
MaxKeepAl i veRequest s: 100
MaxPost Si ze: 2097152
MaxSavePost Si ze: 4096
MaxSpar eThr eads: 50
MaxThr eads: 200

M nSpar eThr eads: 4
NoConpr essi onUser Agent s:
Pr oxyNane:

ProxyPort :

Redi rect Port: 8443

Restri ct edUser Agent s:

Server :
Socket Buf f er: 9000
Strategy: |If

TcpNoDel ay: true
ThreadPriority: 5
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URI Encodi ng: UTF-8
UseBodyEncodi ngFor URI : fal se
Usel PVvHost s: fal se

Xpower edBy: fal se

# [Restart required]

HTTPS:
Enabl ed: true
Port: 8443
Accept Count: 1000
Addr ess:
Al gorithm
Al 'l owTr ace: fal se
Buf fer Si ze: 2048
G phers:
ClientAuth: false
Conpr essabl eM meType: text/htm ,text/xm ,text/plain
Conpr essi on: of f
Connecti onLi nger: -1
Connecti onTi meout : 60000
Di sabl eUpl oadTi neout: true
Enpt ySessi onPat h: fal se
Enabl eLookups: fal se
KeyAl i as:
KeystoreFi |l e: configuration/keystore.jks
Keyst or ePass:
Keyst or eType:
MaxHt t pHeader Si ze: 8192
MaxKeepAl i veRequest s: 100
MaxPost Si ze: 2097152
MaxSavePost Si ze: 4096
MaxSpar eThr eads: 50
MaxThr eads: 200
M nSpar eThr eads: 4
NoConpr essi onUser Agent s:
Pr oxyNane:
ProxyPort :
Redi rect Port: 8443
Restri ct edUser Agent s:
Server:
Socket Buf fer: 9000
Ssl Prot ocol : TLS
Strategy: |If
TcpNoDel ay: true
ThreadPriority: 5
TruststoreFile:
Trust st or ePass:
Trust st or eType:
URI Encodi ng: UTF-8
UseBodyEncodi ngFor URI : fal se
Usel PVHost s: fal se
Xpower edBy: fal se

# [Restart required]

AJP:
Enabl ed: true
Port: 8009
Addr ess:
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Al | owTr ace: fal se
BackLog: 100

Buf fer Si ze: 2048
Connect i onTi neout : 60000
Enpt ySessi onPat h: fal se
Enabl eLookups: fal se
MaxPost Si ze: 2097152
MaxSavePost Si ze: 4096
MaxSpar eThr eads: 50
MaxThr eads: 200

M nSpar eThr eads: 4
Packet Si ze: 8192

Pr oxyNane:

ProxyPort :

Redi rect Port: 8443
TcpNoDel ay: true
ThreadPriority: 5

Tontat Aut henti cation: fal se
URI Encodi ng: UTF-8
UseBodyEncodi ngFor URI : fal se
Usel PVHosts: fal se
Xpower edBy: fal se

Ivy.cache.properties

[engineDir]/configuration/ivy.cache.properties

Th
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*
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ch.
ch.
ch.
ch.
ch.
ch.
ch.

is file configures how data, |oaded fromthe internal system database, are cached in t
t ps:// dev. axoni vy. conf doc/ | at est/ Engi neCui deHt ml / confi gur ati on. ht m

is file rarely has to be adjusted if a concrete perfornmance i ssue has been identified.

OVERRI DI NG

y configuration value provided here can be set in alternative sources.
envi ronnment vari abl es: of the operating system can set cache entries.

Their key nmust be prefixed with 'IVY_SYSTEMDB CACHE '.

E.g. use '|VY_SYSTEMDB _CACHE CH | VYTEAM | VY_CASENMAP_| NTERNAL_DATA CASEMAPBUSI NESSCASE
htt ps://dev. axoni vy. com doc/ | at est/ Engi neGui deHt ml / confi gurati on. ht M #confi gurati on- ¢

Syst em Dat abase Cache Settings ==

vyt eam i vy. casemap. i nt er nal . dat a. CaseMapBusi nessCaseDat a. Count Li mi t =1000
vyt eam i vy. casemap. i nt er nal . dat a. CaseMapBusi nessCaseDat a. UsageLi m t =57600
vyt eam i vy. casemap. i nt er nal . dat a. CaseMapEvent Dat a. Count Li mi t =1000

i i
i i
i i
i vyt eam i vy. casenmp. i nt er nal . dat a. CaseMapEvent Dat a. UsageLi m t =57600
i i
i i
i i

vyteamivy.cm i nt ernal . dat a. Bi nar yCont ent Dat a. Count Li mi t =30000
vyteamivy.cm i nternal . dat a. Bi nar yCont ent Dat a. UsageLi m t =360000
vyteamivy.cm i nternal . dat a. Cont ent Obj ect Dat a. Count Li mi t =10000
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security.
security.
security.
security.
security.
security.
security.
security.
security.
security.
security.
security.
wor kf | ow.
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Cont ent Obj ect Dat a. UsageLi m t =360000

Cont ent Obj ect Val ueDat a. Count Li mi t =30000

Cont ent Obj ect Val ueDat a. UsageLi m t =360000

St ri ngCont ent Dat a. Count Li mi t =30000

Stri ngCont ent Dat a. UsageLi m t =360000

Text Cont ent Dat a. Count Li ni t =30000

Text Cont ent Dat a. UsageLi m t =360000

. dat a. AccessCont rol Dat a. Count Li mi t =1000

. dat a. AccessContr ol Dat a. UsageLi m t =57600

.dat a. Ri chDi al ogUser Cont ext Dat a. Count Li m t =1000
. dat a. Ri chDi al ogUser Cont ext Dat a. UsageLi m t =57600
. dat a. Rol ePr opert yDat a. Count Li m t =1000

. dat a. Rol ePr opert yDat a. UsageLi m t =57600

. dat a. User AbsenceDat a. Count Li m t =1000

. dat a. User AbsenceDat a. UsageLi m t =57600

. dat a. User Dat a. Count Li m t =1000

. dat a. User Dat a. UsageLi m t =57600

. dat a. User Locat i onDat a. Count Li m t =1000

. dat a. User Locat i onDat a. UsageLi m t =57600

. dat a. User Propert yDat a. Count Li m t =1000

. dat a. User Propert yDat a. UsageLi m t =57600

. dat a. User Subst i t ut eDat a. Count Li m t =1000

. dat a. User Subst i t ut eDat a. UsageLi m t =57600

. dat a. Addi ti onal PropertyDat a. Count Li m t =1000

. dat a. Addi ti onal PropertyDat a. UsageLi m t =57600

. dat a. Busi nessCaseDat aDat a. Count Li mi t =1000

. dat a. Busi nessCaseDat aDat a. UsageLi m t =57600

. dat a. CaseDat a. Count Li m t =1000

. dat a. CaseDat a. UsageLi m t =57600

. dat a. Event LogCaseHi st or yDat a. Count Li m t =1000

. dat a. Event LogCaseHi st or yDat a. UsageLi m t =57600
. dat a. Event LogDat a. Count Li m t =1000

. dat a. Event LogDat a. UsageLi m t =57600

. dat a. Event LogDat aDat a. Count Li m t =1000

. dat a. Event LogDat aDat a. UsageLi m t =57600

. dat a. Event LogSt at usDat a. Count Li m t =1000

. dat a. Event LogSt at usDat a. UsageLi m t =57600

. dat a. Event LogTaskHi st or yDat a. Count Li m t =1000

. dat a. Event LogTaskHi st or yDat a. UsageLi m t =57600
.data. | nt er medi at eEvent Dat a. Count Li m t =1000

. dat a. I nt er medi at eEvent Dat a. UsageLi m t =57600
.dat a. | nt er medi at eEvent Dat aDat a. Count Li mi t =1000
. dat a. I nt er medi at eEvent Dat aDat a. UsageLi m t =57600
. dat a. | nt er medi at eEvent El enent Dat a. Count Li m t =1000
. dat a. | nt er medi at eEvent El enent Dat a. UsageLi m t =57600
. dat a. Not eDat a. Count Li m t =1000

. dat a. Not eDat a. UsageLi m t =57600

. dat a. PageAr chi veDat a. Count Li m t =1000

. dat a. PageAr chi veDat a. UsageLi m t =57600

. dat a. PageEl enent Dat a. Count Li m t =1000

. dat a. PageEl enent Dat a. UsageLi m t =57600

. dat a. Si gnal edTaskDat a. Count Li m t =1000

. dat a. Si gnal edTaskDat a. UsageLi m t =57600

. dat a. Si gnal Event Dat a. Count Li m t =1000

. dat a. Si gnal Event Dat a. UsageLi m t =57600

. dat a. Si gnal Event Dat aDat a. Count Li m t =1000

. dat a. Si gnal Event Dat aDat a. UsageLi m t =57600
.data. Start El enent Dat a. Count Li m t =1000

69



Configuration

ch.ivyteamivy.wor kfl ow i nternal . dat a. St art El ement Dat a. UsageLi m t =57600
ch.ivyteamivy.wor kfl ow. i nt ernal . dat a. St art Event El enent Dat a. Count Li ni t =1000
ch.ivyteamivy.wor kfl ow. i nt ernal . dat a. St art Event El enent Dat a. UsageLi m t =57600
ch.ivyteamivy.wor kfl ow. i nternal . data. St art Si gnal Event El ement Dat a. Count Li m t =1000
ch.ivyteamivy.wor kfl ow. i nt ernal . dat a. St art Si gnal Event El ement Dat a. UsageLi m t =57600
ch.ivyteamivy.wor kfl ow. i nternal . dat a. St art TaskDat aDat a. Count Li m t =1000
ch.ivyteamivy.wor kfl ow. i nt ernal . dat a. St art TaskDat aDat a. UsageLi m t =57600
ch.ivyteamivy.wor kfl ow. i nt er nal . dat a. TaskBoundar ySi gnal Event Recei ver Dat a. Count Li m t =10(
ch.ivyteamivy.wor kfl ow. i nt er nal . dat a. TaskBoundar ySi gnal Event Recei ver Dat a. UsageLi m t =57¢
ch.ivyteamivy.wor kfl ow. i nt er nal . dat a. TaskDat a. Count Li m t =1000

ch.ivyteamivy. wor kfl ow. i nt er nal . dat a. TaskDat a. UsageLi m t =57600

ch.ivyteamivy.wor kfl ow i nt er nal . dat a. TaskDat aDat a. Count Li m t =1000

ch.ivyteamivy.wor kfl ow. i nt er nal . dat a. TaskDat aDat a. UsageLi m t =57600

ch.ivyteamivy.wor kfl ow. i nt er nal . dat a. TaskEl enent Dat a. Count Li mi t =1000

ch. nt er nal . dat a. TaskEl enent Dat a. UsageLi m t =57600
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ch.ivyteamivy.wor kfl ow. i nt er nal . dat a. TaskEndDat a. Count Li m t =1000

ch.ivyteamivy.wor kfl ow i nt er nal . dat a. TaskEndDat a. UsageLi m t =57600
ch.ivyteamivy.wor kfl ow. i nt er nal . dat a. TaskLocat i onDat a. Count Li m t =1000
ch.ivyteamivy.wor kfl ow. i nt ernal . dat a. TaskLocat i onDat a. UsageLi m t =57600
ch.ivyteamivy.wor kfl ow. i nt er nal . dat a. TaskSt art Dat a. Count Li ni t =1000
ch.ivyteamivy.workfl ow. i nt er nal . dat a. TaskSt art Dat a. UsageLi m t =57600
ch.ivyteamivy.wor kfl ow i nt er nal . dat a. TaskSwi t chEvent Dat a. Count Li m t =1000
ch.ivyteamivy.wor kfl ow. i nt ernal . dat a. TaskSwi t chEvent Dat a. UsageLi m t =57600
ch.ivyteamivy.wor kfl ow. i nt er nal . dat a. WebSer vi cePr ocessDat a. Count Li ni t =1000
ch.ivyteamivy.wor kfl ow. i nt er nal . dat a. WebSer vi cePr ocessDat a. UsageLi m t =57600
ch.ivyteamivy.wor kfl ow. i nt er nal . dat a. WebSer vi cePr ocSt art El enent Dat a. Count Li mi t =1000
ch.ivyteamivy.wor kfl ow i nt ernal . dat a. WebSer vi ceProcSt art El enent Dat a. UsageLi m t =57600
ch.ivyteamivy.wor kfl ow. i nt er nal . dat a. Wor kf | owEvent Dat a. Count Li m t =1000
ch.ivyteamivy.wor kfl ow. i nt er nal . dat a. Wor kf | owEvent Dat a. UsageLi m t =57600

log4jconfig.xml
[engineDir]/configuration/log4jconfig.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE | og4j : confi gurati on SYSTEM "| og4j . dtd">
<l--

This is the logging configuration file for Axon.ivy Engine.
It defines which | og nessages are | ogged (category/priority) and where the |logs are wit

Logging in Axon.ivy Engine is based on a 3rd party library called Log4J.
htt p://1 oggi ng. apache. or g/ | 0g4j

-->
<l og4j : configurati on debug="fal se" xm ns:|og4j="http://jakarta. apache.org/l og4j/">

<I-- appender that wites | og nessages to 'logs/ivy.log" -->
<appender nane="Fil eLog" cl ass="org. apache. | og4j.Dail yRol | i ngFi | eAppender " >
<par am nane="Thr eshol d" val ue="1NFQ'/ >
<par am name="Fi |l e" val ue="${user.dir}/logs/ivy.log"/>
<par am nane="Dat ePattern" val ue="'."'yyyy- MM dd"/ >
<l ayout class="ch.ivyteam| og. | ayout.|vylLog4jLayout">
<par am nane="Dat eFormat " val ue="yyyy- Mk dd HH: nm ss. SSS"/ >
</ | ayout >
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</ appender >

<I-- appender that wites | og nessages with priority WARN or higher to the console -->
<appender nane="Consol eAppender" cl ass="org. apache.| og4j. Consol eAppender ">
<par am nane="Thr eshol d" val ue="WARN'"/ >
<l ayout cl ass="ch.ivyteam /| og.|ayout.|vylLog4jLayout">
<par am nanme="Dat eFor mat " val ue="HH: mm ss. SSS"/ >
<par am nane="Cont ext Pri nti ng" val ue="fal se"/>
<par am nane="Fi xedCat egor yLengt h" val ue="40"/>
</ | ayout >
</ appender >

<I-- appender that wites configuration changes to 'logs/config.log -->
<appender nane="Confi gLog" cl ass="org. apache.| o0g4j. Dail yRol | i ngFi | eAppender " >
<par am name="Fi | e" val ue="${user.dir}/| ogs/config.log"/>
<par am nane="Dat ePattern" val ue=""'."'yyyy- MM dd"/>
<l ayout cl ass="ch.ivyteam/| og.|ayout.|vylLog4jLayout">
<par am nane="Dat eFormat " val ue="yyyy- Mk dd HH nm ss. SSS"/ >
<par am nane="Cont ext Pri nti ng" val ue="fal se"/>
</ | ayout >
</ appender >

<I-- appender that wites | og nessages to 'logs/runtine.log -->
<appender nane="Runti meLog"” cl ass="org. apache. | og4j. Dail yRol | i ngFi | eAppender " >
<par am name="Fi | e" val ue="${user.dir}/l ogs/runtine.log"/>
<par am nane="Dat ePattern" val ue=""'."'yyyy- MM dd"/>
<l ayout cl ass="ch.ivyteam/| og.|ayout.|vylLog4jLayout">
<par am nane="Dat eFor mat " val ue="yyyy- Mk dd HH nm ss. SSS"/ >
</ | ayout >
</ appender >

<I-- prevent "CientAbortException: java.io.|OException: Broken pipe" fromfilling the |

<cat egory nane="org. apache. nyfaces. appl i cati on. Resour ceHandl erl mpl " cl ass="ch.ivyteam | c
<priority val ue="FATAL"/>

</ cat egory>

<I-- disable deprecated integer APl warnings -->

<I--

<cat egory nane="ch.ivyteamivy. persistence.restricted. Tabl eKeyConpati bilityConvertor" c
<priority val ue="ERROR'/ >

</ cat egory>

-->
<I--
Enabl es web service client SOAP message | ogging for a certain application and process
Repl ace {application} and {process_nodel} in the | ogger nane below with the nane of tt
-->
<I--

<cat egory nane="runti mel og. {application}.{process_nodel }.web_servi ce" class="ch.ivyteam
<priority val ue="DEBUG'/ >
<appender-ref ref="RuntinmelLog"/>

</ cat egory>

-->

<l--
Enabl es Rest client nmessage |ogging for a certain application and process nodel .

Repl ace {application} and {process_nodel} in the | ogger nane below with the nane of tt
-->
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<I--

<cat egory nane="runti mel og. {application}.{process nodel}.rest _client" class="ch.ivyteam
<priority val ue="DEBUG'/ >
<appender-ref ref="RuntinmelLog"/>

</ cat egory>

-->

<l--
Config Monitoring: Wites an audit log that allows to track configuration changes over
These | ogs are not passed to the root |ogger (additivity="false")
-->
<l ogger name="ch.ivyteamivy.audit.config" additivity="fal se">
<l evel val ue="INFO'/>
<appender -ref ref="ConfiglLog"/>

</ | ogger >
<I-- every log nessage with priority INFO or higher is passed to the file and consol e aj
<r oot >

<l evel value ="INFO" />

<appender-ref ref="FileLog"/>
<appender -ref ref="Consol eAppender"/>
</root >

</ 1 og4j : confi gurati on>

web.xml

[ engineDir] /webapps/ivy/WEB-1NF/web.xml

<?xm version="1.0" encodi ng="1S0O 8859-1"?>
<l--

Pl ease keep the web.xnl file on the designer and engi ne synchronous
to have the sanme settings on designer and engine,
because this file is not deployed fromthe designer to the engine.

See apache tontat docunentation for nore information about this configuration:
http://tontat. apache. or g/t ontat - 8. 5- doc/ confi g/

After a change in the web.xm a restart of Axon.ivy is required
to apply the new confi guration.

-->
<web-app xm ns="http://java. sun.conf xm / ns/j avaee"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="http://java. sun. conf xm / ns/ j avaee
http://java. sun. coml xm / ns/ | avaee/ web-app_3 0. xsd"
ver si on="3. 0"
met adat a- conpl et e="f al se" >

<l--
THEME:
To set the prinefaces theme (default is 'npbdena-ivy', was 'ivy' with 5.1)
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renove the comrent markers from around t he context - param bel ow

See avail able thenes: http://primefaces. org/themes. ht m

-->

<I--

<cont ext - par an»

<par am nanme>pr i nef aces. THEME</ par am nanme>

<par am val ue>#{i vyPri mef acesTheneResol ver . get Theme(' nodena-i vy') } </ param val ue>
</ cont ext - par an®
-->

<I--
#{i vyTheneResol ver. get Themes()} returns a list of all by default avail abl e thenes.
If additional customer specific themes are installed they can be configured as conma sepe
#{i vyTheneResol ver. get Themes()} will then additionally also return the configured custone
-->
<I--
<cont ext - par an»
<par am nanme>pri nef aces. cust oner . t henes</ par am nanme>
<par am val ue></ par am val ue>
</ cont ext - par an®

<l -- ========—=—=====—==—=—=—=—==== [Error pages ================================ -->

Custom error pages can be added with error-page el enents bel |l ow
The referenced error-page nmust be placed in the fol der 'webapps/ivy'.

The pre-configured default error page is:

<error - page>
<l ocation>/ivy-error-page.xhtm </I|ocation>
</ error-page>

By addi ng the <exception-type> tag to the <error-page> configuration
it is also possible to configure a specific error page for status codes
or kind of exceptions:

<error - page>

<excepti on-type>j ava. | ang. Thr owabl e</ excepti on-type>

<l ocat i on>/ cust om excepti on-error-page. xhtm </| ocati on>
</ error-page>

<error-page>

<error-code>404</error-code>

<l ocat i on>/ cust om 404- err or - page. xht m </ | ocat i on>

</ error-page>

I mpl enent ati on:
Use the ' ErrorPageMBean' to retrieve information about the thrown exception and the envi
htt ps://devel oper. axoni vy. coni doc/ | at est/ Publ i cAPI/ ch/i vyt eani i vy/ webser ver/ Err or PageMBe
-->
<I--
<error-page>
<error-code>404</error-code>
<l ocat i on>/ cust om 404- err or - page. xht m </ | ocati on>
</ error-page>
-->
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<l -- ==================== Default Session Cbnfiguration S=E===mommo e
<sessi on- confi g>

<I--

session-ti meout: [default=30]

Defines the anbunt of time in mnutes after which an inactive user session will be cl ose
Cl osi ng sessions neans that server side state (e.g. Hm Dialog instance) is flushed.

-->
<sessi on-ti meout >30</ sessi on-ti meout >

<I--
cooki e-confi g/ secure: [default=false]

Enabl e the secure flag when accessing the Webserver over
When enabl ed the session cookie is only transm tted over
-->
<l--
<cooki e-confi g>

<secur e>t rue</ secur e>
</ cooki e- confi g>
-->

</ sessi on- confi g>

HTTPS (strongly recomended).
HTTPS and not over HTTP.

<l -- =========——m=m==—===== Security ERrpel § =S=m=mmmmmmmmmmmmammm === == oo D
<l-- -->
<I-- Sone commonly reconmended HITP Security Headers are configured here -->
<l-- for the /ivy web application. -->
<I-- These Security Headers are added on the HTTP Responses -->
<l-- to the Client Browser. -->
<I-- But not all Security Headers are supported by all Wb browsers. -->
<I-- See: https://tontat.apache.org/tontat-8.5-doc/config/filter.htm -->
<l-- -->
<! - - | :::::::::::::::::::::::::| :::::::::::::::l -—>
<!-- | HEADER | VALUE | -->
<! - - | :::::::::::::::::::::::::| :::::::::::::::l -—>
<I-- | X-Frane-Options | SAMEORI G N | -->
<I-- | X-XSS-Protection | 1; node=bl ock | -->
<I-- | X-Content-Type-Options | nosniff | -->
<! - - | :::::::::::::::::::::::::| :::::::::::::::l -—>
<l-- -->

<filter-mappi ng>
<filter-name>httpSecurityHeaders</filter-nanme>
<url-pattern>/*</url-pattern>

<di spat cher >REQUEST</ di spat cher >
</filter-mppi ng>

<filter>
<filter-name>httpSecurityHeaders</filter-nanme>

<filter-class>org. apache.catalina.filters. H t pHeader SecurityFilter</filter-class>

<init-paranr

<par am nanme>ant i Cl i ckJacki ngOpt i on</ par am nane>
<par am val ue>SAMEORI G N</ par am val ue>
</init-paranp

<init-paranr

<par am nanme>xssPr ot ect i onEnabl ed</ par am name>
<par am val ue>t r ue</ par am val ue>

</init-paranp
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<init-paranr
<par am nane>bl ockCont ent TypeSni f f i ngEnabl ed</ par am nanme>
<par am val ue>t r ue</ par am val ue>
</init-paranp
</[filter>
</ web- app>

context.xml

[engineDir] /webapps/ivy/META-INF/context.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<l--

Pl ease keep the context.xm file on the designer and engine in sync
to have the sanme settings on designer and engi ne
as this file is not depl oyed fromthe designer to the engine

See apache tontat docunentation for nore information about context configuration:
https://tontat. apache. org/tontat - 8. 5-doc/ confi g/ cont ext . ht m

-->
<Cont ext anti Resour ceLocki ng="fal se" privil eged="true" >

== —==—==c=—c=c——c————————— OGN AINECSE === ————————e
<l--
Limts the access to the ivy application to clients connecting from | ocal host.
-->
<l--

<Val ve cl assNane="or g. apache. cat al i na. val ves. Renot eAddr Val ve"
al  on="127\.\d+\.\d+\.\d+|::1]0:0:0:0:0:0:0:1" />
-->

<l--
Creates an access log entry for each request against the ivy application.
-->
<l--
<Val ve cl assNane="org. apache. cat al i na. val ves. AccessLogVal ve" directory="1I ogs"
prefi x="access | og." suffix=".txt"
pattern="% % % % &quot; % &quot; Y% %" />

<l--
Si ngl eSi gnOnVal ve:

Enabl es single sign on of the user given in a request header field.
The nane of the request header field can be configured in the attribute 'user NaneHeader

Il Only use this Valve if you exclusively access Axon.ivy over the WbApplication Firey
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Il Oherwise this will be a security issue.
This Valve is useful if Axon.ivy is protected by a WebApplication Firewall (WAF) with &

Identity and Access Managenent (1AM . Those systens will authenticate and authorize use
The identified user is then sent fromthe WAF to Axon.ivy using a HITP request header.

WebBrowser ==> WAF ==> Axon. i vy
" |
| |
\% \%

| AM ==> Active Directory

htt ps://devel oper. axoni vy. coni doc/ | at est/ Engi neGui deHt ml /i nt egrati on. ht m #i nt egrati on. \

-->

<I--

<Val ve cl assNanme="ch.ivyteam ivy.webserver.security. Singl eSi gnOnVal ve" user NaneHeader =" us
-->

Qoo =Smmmmm=m=mmmmmmmmmm===== QUISH O Vel VS ====m===mmmmammm=mmm=ms o D

<I--

You can configure any third party valve or even your own inplementation of a val ve.
A full valve sanple inplenmentation can be found on Gt Hub:

https://github. comivy-sanpl es/ivy-extension-denos/tree/ master/ Processi ngVal ve
-->

</ Cont ext >
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Chapter 5. Security

General

This chapter describes how to run an Axon.ivy Engine in a secure way. This is important when providing an ivy engine in
asecure intranet environment and especially when making an engine accessible over the internet. Some parts might be done

by the IT Operation provider.

There are at |east seven important topics:

1

N

> W

Run the Axon.ivy Engine behind a fully patched front-end server (like 11S, nginx) with restricted accessihility (paths,

ports, users, etc.)

Only allow access to the URL s of your application / block access to system URLs

Don't allow direct access to the Axon.ivy Engine

Run the Axon.ivy Engine with a dedicated system user and Database users with limited access rights

Run the latest Axon.ivy Engine major version with all updates marked as security relevant.

Only serve users over HTTPS (configured on the front-end server (11S/nginx)

Document and/or automate the server setup

Ensure that the provider performs daily backups (Database, relevant Engine folders)

Browser

HTTPS —|

User

Front end server & ivy Engine

WAF,
ns,
nginx,
Apache

|ivy Engine

4 AJP/HTTP(S) —p

ivy Projects

[Ij

JDBC

Database Server

PostgreSQL,
SQL Server,
MySQL,

Oracle,

Figure 5.1. Deployment sample (with combined front-end server and ivy engine)

Front-end Server

A front-end server is a server over which a user accesses the Axon.ivy Engine. There are roughly three types of front-end

Servers.

* Web servers (e.g. Microsoft IS, nginx, Apache HTTP Server)
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* Web Application Firewalls (WAF)

« Custom cloud provider reverse proxies (often nginx based)

Port Configuration

Aim: Only alow communication with the Axon.ivy Engine through the front-end server.

Don't allow direct access to the Axon.ivy Engine ports (e.g. 8080, 8443, 8009) from the outside. Requests should always be
perfomed through a front-end server (e.g. I1S). It's best to open up only the portsin the firewall that are really needed (most
of thetimes (HTTP (80) and/or HTTPS (443). It's best to automate these port tests for continuous security.

Test: Check if you can reach the ivy Engine over port 8080 (the port defined in the config).

Expected outcome: The Engine should not be reachable.

O Warning
When using Ubuntu Linux as a server make sure to enable and configure the firewall (ufw) asit's not enabled
by default.

Additional Security Headers

Following additional security headers are recommended.

Header name Description

Strict-Transport-Security Set this header if the Engine should only be accessed over
HTTPS (strongly recommended). For more information, see:
Strict-Transport-Security. Can be adjusted on the embedded
Tomcat with the pre-configured HttpHeaderSecurityFilter in
the “web.xml”

Content-Security-Policy Set this header if you want to reduce the risk of having
an exploitable Cross-site scripting (XSS) vulnerability.
With a Content-Security-Policy you can define from which
locations externa resources can be loaded and if scripts
embedded in HTML can be executed. For more information,
see; Content Security Policy (CSP). A CSP example
with the embedded Tomcat is available here: https:/
answers.axonivy.com/questions/2982

Referrer-Policy Set this header if you want to control how or if the referrer is
disclosed to other sites. For more information, see: Referrer-
Policy

Table5.1. Additional Security Headers

Path Configuration

Aim: Only alow paths from the front-end server to the Axon.ivy Engine that are required by your ivy projects to work
correctly.

Test: Check if you can reach http(s)://<front-end-server>/ivy/error (and all other blocked URLS). Also check if you can
access your process that should be available to end users. Note that the ivy servlet is not necessarily running under /ivy/. It
is best to automate these tests for continuous security.

Expected Outcome: Forbidden paths should not be reachable (HTTP Status: 4xx). The process should be reachable for end
users.

78


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
https://tomcat.apache.org/tomcat-8.5-doc/config/filter.html#HTTP_Header_Security_Filter
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://answers.axonivy.com/questions/2982
https://answers.axonivy.com/questions/2982
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

Security

Examplefor a JSF-based Application: Filter following URL parts:

URL Part Also blocks Used for

fivylerror Displaying and administering Errors

fivy/pro/System System apps (Admin Ul)

livy/pagearchive Page Archive

fivy/rd fivy/rdlib, fivy/rdjnip RIA (ULC)

fivy/ulcload ULC Load Tests

fivylws/System/ Portal Connector Web Services Portal Connector Web Services, used by
Portal (!)

fivylapi/ Workflow API, REST APIs

fivylwf/ Server Workflow Ul

fivylinfo Process overview page

Table5.2. URL Partsto Block
Block URLs in IIS

Unfortunately, I1S does not seem to have support for whitelisting URL s, so we have to use ablack list approach using request
filtering, in which we block URL segments.

o Warning
When using the request filter on 11S the URL parts are generally not allowed. A filter /ivy/error meansthat /
ivy/blalivy/error/test is also not allowed (because it’s a part of the URL).

(I15)-Manager

VY b Sites » Default Web Site » vy »

Anforderungsfilterung

Mit diesem Feature kiinnen Sie Filterregeln konfigurieren,

= Daheinamenerweiherungenl = Regeln | o0 Ausgeblendete Segmente @ URL | 4 HTTP-Verben
URL - |Akﬁon |

fivy ferror Verweigern
fivyfpro/System Verweigern
fivyfrd Verweigern
fivyfpagearchive Verweigern
fivyfuldoad Verweigern

Figure5.2. IISRequest Filter Config

After changing the configuration restart I1S and check that the URL s are not accessible anymore.

Block URLs in nginx

In the nginx server configuration, URLSs can be blocked like this (repeat for the other URLS).

l ocation /ivy/rd {
deny all;
return 403;

}

After changing the configuration restart nginx and check that the URL s are not accessible anymore.
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Block URLs on the ivy Engine / Tomcat

Alternatively, URLs can also be blocked directly on theivy Engine which utilizes and underlying Apache Tomcat for serving
HTTP requests. Open the “web.xml” filein webapps/ivy/WEB-INF/ in atext editor and add the following configuration inside
the <web-app> tag (!) to block partial accessto Rich Dialogs:

<?xm version="1.0" encodi ng="1SO 8859-1"?>
<web- app>
<security-constraint>
<di spl ay- name>Restrict access to Richdi al og URLs</di spl ay- name>
<web- r esour ce-col | ecti on>
<web-r esour ce- name>Restri ct ed Ri chDi al og</ web-resour ce- nane>
<url-pattern>/rd/*</url-pattern>
</ web-resource-col | ecti on>
<aut h-constraint />
</ security-constraint>
</ web- app>

After changing the configuration restart the ivy Engine and check that the URL s are not accessible anymore.

@ Tip
If the URLs are till accessible after blocking them in the web.xml make sure that you didn't include the servlet
path (/ivy) in the URL pattern.

HTTPS

It is strongly recommended to protect the connection to the server with HTTPS, especialy when transferring sensitive data
(like passwords). HTTPS connections should be configured on the front-end server. Only current TLS/SSL settings (e.g. no

SSLv3 or TLSv1.0) and only up-to-date systems (e.g. no OpenSSL with Heartbleed) should be used. Consult the manual of
your front-end server for a secure HTTPS setup.

Remarks

e Current browsers mark login forms with password fields over HTTP as insecure.
« Enable the secure flag on session cookies when using HTTPS (in the “web.xml”).

e Enable HTTP Strict Transport Security (HSTS) (with the httpHeader Security filter in the “web.xml” or in the configuration
of the front-end server).

Axon.ivy Engine

Disable not required features
If certain features of the Engine are not required by the deployed projects, those features should be disabled.
Optional features

The following features can be disabled if they are not used by the deployed projects:
# ivy.webserver.yam with all optional features disabled

REST:
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# I f none of the depl oyed projects provide REST APIs it is al so possible to disable the v
Enabl ed: fal se

# REST resources for the nobile app under ' {application}/api/workflow

Mobi | eVor kf | ow:
# If the Mobile Workfl ow REST APl is not used on your engine (e.g. by the Axon.ivy Mbbil
APl : false

# If the Mobile O fline D alogs are not used on your engine (nost of the tinme) you can dic
O flineD al ogs:
Enabl ed: fal se

Security Features

The following features impact the security and have a good default (depending on what's better for security) and should not
be changed.

These feature flags are set in the “ivy.yaml” and “ivy.webserver.yaml”.
e Errors. ShowDet ai | sToEndUser s should always be set to fal se, so that no exception details are shown to end users.

* WebSer ver. REST. CSRF. Pr ot ect i on should always be set to true, so that the REST APIs require a Cross-Site
Request Forgery (CSRF) token by default.

* WebSer ver. RenewSessi onl dOnLogi n should always be set to true, so that the session id is renewed after Login.

Only grant ivy Permissions where required

Only grant ivy permissions where the users or roles require them. Especially don’'t grant al permissions to everybody. Favor
role-based permissions over user-based ones.

Security issues in the Axon.ivy Engine

If a security issue was found in the Axon.ivy Engine or Designer it is visible in the Release Notes, annotated with an
exclamation mark (!):

« |- Critical: We strongly recommend to install this hotfix because it fixes a critical security issue!
< * - Recommended: We recommend to install this hotfix because it fixes a stability issue.
¢ + - Suggested/Optional: We only recommend to install this hotfix if you are running into the described issue.

Update the engine if your engine version is affected by an issue and it cannot be mitigated by a workaround.
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Chapter 6. Integration

Introduction

We recommend to run Axon.ivy Engine behind a web front-end server (Apache httpd, Microsoft 11S, Reverse Proxy, Web
Application Firewall, etc.).

In those cases the web front-end server receives all requests from the clients and forwards them to the Axon.ivy Enginewhich
handles them. This allows to integrate the processes and applications that you are running on an Axon.ivy Engine into a
company or web portal. Some web front-end server provide Single Sign On (SSO) functionality. The front-end server then
isresponsible to identify the user (either automatically or by login). After that the user is able to operate on all web sites that
are integrated into the web front-end server.

Axon.ivy Engine

&

Web
Application » Web Front-End Server > Web Server X
Browser
Web Server Y

Figure6.1. Web Front-End Server

Theintegration for Apache httpd and Microsoft 11Sistechnically solved by using Tomcat Connectors. More technical details
about those connectors can be found on the Apache Tomcat web site.

Integration Directory

All necessary filesthat you need to integrate an Axon.ivy Engineinto aWeb Server can be found in the following directories
inside the Axon.ivy Engine installation directory:

e Apache HTTP Server for Windows (x64): misc/apache/
e Apache HTTP Server for Linux (x64): misc/apache/
* 1ISfor Windows (x64): misc/iis/

The directory that matches the platform and webserver where you plan to integrate the Axon.ivy Engine will be called
integration directory in this chapter.

Theintegration binariesfor Linux are not delivered with the Axon.ivy Engine asit isbest practice to use the Tomcat Connector
binaries that are provided by the Linux distribution. See “Linux example configuration”
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External base URL

Once Axon.ivy is served to clients via a front-end webserver, you must make the front-end webserver known as shown in
the “ivy.webserver.yaml”. Axon.ivy will use this configuration to create absolute links that are accessible to clients (e.g. for
links in task mails).

# sample ivy.yam that configures an front-end webserver for clients.
# https://acme.com 443/ will be the absolute URL prefix for |inks generated by Axon.ivy
Fr ont end:

Host Nanme: acme. com

Port: 443

Prot ocol : https

Apache Integration

An Apache HTTP Server 2.x can be configured as web frontend of an Axon.ivy Engine. The communication between the
Apache HTTP Server and the Tomcat from Axon.ivy is possible by using the Apache Tomcat Connector.

Windows example configuration

1. If your Apache HTTP Server is not running on the same host as the Axon.ivy Engine then the integration directory
content must be copied to the host where your Apache HTTP Server is running.

» Copy the mod_jk binaries and the sample configuration files from the directory that matches your OSin [[ Axon.ivy
Engineinstall dir]]/misc/apache to the Apache Host under C:\Program Files\ivy

All next steps have to be done on the host where the Apache HTTP Server is running on.

2. Include the copied jk_module configuration in the [[ Apache Install Dir]]/conf/httpd.conf. Add the following lines to
do so:

# Axon.ivy Engine Integration
I ncl ude C./Program Fil es/ivy/nod_jk. conf

3. Replace all <path> stringsin the file C:\Program Files\ivy\Amod_jk.conf so that the file reflects your local paths:

# Load nod_j k nmodul e

LoadModul e jk_module c:/programfiles/ivy/nod_jk-1.2.42-httpd-2.4.so
# Where to find workers. properties

JkWorkersFile c:/programfiles/ivy/workers. properties

# Where to put jk shared nmenory

JKkShnFi | e c:/program files/ivy/mod_jk.shm
# Where to put jk |ogs

JKkLogFi |l e c:/programfiles/ivy/nmod_jk.Iog
# Set the jk log |l evel [debug/error/info]
JkLogLevel info

# Select the timestanp | og format
JkLogSt anmpFormat "[%a Y% % % 9Vt %5 %]

# Mount the uri "/ivy/*" to the worker AxonlvyEngine.
JkMount  /ivy/* Axonl vyEngi ne

4. If you have configured virtual hosts in your apache configuration you have to map the URI /i vy/ * in all virtual host
you want to integrate Axon.ivy Engine into. This can be done by copying the following line from the mod_jk.conf file
to the appropriate virtual host definitions:

JkMount /ivy/* Axonl vyEngi ne

Copy thisto the appropriate virtual host definitions, e.g.:
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6.

7.

<Virtual Host *:80>
Server Adm n webnast er @ vy. sor eco. wan
Docunent Root "C:/Program Fil es (x86)/Apache Software Foundati on/ Apache2.2/docs/ivy. soreco.wan"
Server Nane i vy. soreco. wan
Server Ali as www. i vy. soreco. wan
ErrorLog "l ogs/ivy.soreco.wan-error.|og"
Custonlog "l ogs/ivy. soreco. wan-access. | 0og" common
JkMount /ivy/* Axonl vyEngi ne
</ Vi rt ual Host >

Define the hostname and port, where the Axon.ivy Engine is running. Adjust the content of the file C:\Program Files
\ivyAworker .properties to do so.

wor ker . | i st =Axonl vyEngi ne

wor ker . Axonl vyEngi ne. t ype=aj p13

wor ker . Axonl vyEngi ne. port =8009

wor ker . Axonl vyEngi ne. host =i vyser ver

Update the external base URL as shown in the “ivy.webserver.yaml”

Restart the Apache HT TP Server and the Axon.ivy overview page should be accessible under http://apacheHostName/ivy

Linux example configuration

Within this example an Apache HTTP Server is configured so that it can connect to the Tomcat of an Axon.ivy Engine. The
configuration step descriptions are generic and can be used under any Linux distribution. But the concrete examples assume
that an Ubuntu distribution isinstalled as Operating System.

1

Install the latest Tomcat Connector (mod_JK) by console.
sudo apt install apache2 |ibapache2-nmod-jk
Enable the new module

sudo a2ennod j k

Update the worker .properties file according to the examples in the [[ Axon.ivy Engine install path]]/misc/apache/. The
following exampl e content would connect to an Axon.ivy Engine onthe host "ivyserver" under the default AJP port 8009.

[etc/libapache2-mod-jk/worker .properties.

wor ker . | i st =Axonl vyEngi ne

wor ker . Axonl vyEngi ne. t ype=aj p13

wor ker . Axonl vyEngi ne. port =8009

wor ker . Axonl vyEngi ne. host =i vyser ver

Mount the Axon.ivy Engine in the virtual host definition of the Apache HTTP Server. The context URI must match the
context of the Axon.ivy Engine.

[etc/apache?/sites-available/default:

<Virtual Host *: 80>

#MWounts the URI /ivy/* to the worker AxonlvyEngi ne
JkMount /ivy/* Axonl vyEngi ne
</ Vi r t ual Host >

@ Tip
If the Apache HTTP Server is used as Load Balancer for a clustered Axon.ivy Engine instalation, the
JK Status Manager can be used to display debugging informations. The Manager is accessible when it is
mounted in the virtual host definition configuration.
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<Virtual Host *: 80>

#MWounts the URI /jkmanager/* to the JK Status Manager interface.
JkMount /j kmanager/* jkstatus
</ Vi rt ual Host >

5. Update the external base URL as shown in the “ivy.webserver.yaml”

6. Restartthe Apache HTTP Server and the Axon.ivy overview page should be accessible under http://apacheHostName/ivy

Change context URI /ivy/

Y ou might like to make the Axon.ivy engine accessible under a custom context URI other than /ivy.
1. Change the context name of Axon.ivy as shown in the “ivy.webserver.yaml”

# sanple ivy.yam that configures a different context:
# so Axon.ivy will be accessible trough http://I|ocal host/workfl ow
WebSer ver . | vyCont ext Nanme: wor kf | ow

2. Change the context name of the Apache HTTP Server by changing the last line of the mod_jk.conf configuration file:

#JkMount /ivy/* AxonlvyEngi ne
JkMount /wor kfl ow/ * Axonl vyEngi ne

3. If you have avirtual host configuration, the JkM ount command with the new context URI must also be applied to the
virtual host definition:

<Virtual Host *:80>

JkMount /wor kfl ow * Axonl vyEngi ne
</ Vi rt ual Host >

Microsoft IIS Integration

2 | mportant

To successfully integrate Axon.ivy Engine into Microsoft Internet Information Server (11S) it isimportant that
you exactly execute all the integration steps described below. If the integration does not work verify each
integration step again.

IS 8 (Windows Server 2012)

E I Note
There is a batch script autoconfig.bat in the folder misc\iis of your engine installation, which installs and
configuresthe 11S automatically on a Windows 2012 Server.

If you are setting up anew |1S Server you can use this script instead of following the instructions bel ow.

1. If your Microsoft Internet Information Server is not running on the same host as the Axon.ivy Engine then copy the
integration directory to the host whereyour [1Sisrunning. All next stepshaveto be done on the host the I1Sisrunning on.

2. Allow the user groups Aut hent i cat ed Users and| USRto have Ful | contr ol permission on theintegration
directory.
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3.

., iis Properties E
| Generall Sharing  Security | Previous Yersions I Eustomizel
Object name:  C:\temphiis

Group or user names:

-;’-, Zug Test Usger [zugtstusi@izoreco. wan]

To change permissions, click Edit. Edit... |

Permizzions for Authenticated
Uszers Allow Deny

Full contral

Modify

Read & execute
Lizt folder contents
Read

"write LI
For special permissions or advanced settings, Advanced |
click Advanced. —

Leam about access control and permissions

QK I Cancel | Lpply |

A

Install Features

@ Note

Instead of installing the features manually you can run the following command which ensures that all
necessary 11S Features are installed:

PKGMGR.EXE /iu:11 S-WebServer Role; | 1 S-WebServer ;| | S-CommonHttpFeatures; | | S-
StaticContent; || S-DefaultDocument; |1 S-DirectoryBrowsing;| | S-HttpErrors; 1S
ApplicationDevelopment;11S-CGI;11S-1SAPIExtensions; |1 S| SAPI Filter;11S
HealthAndDiagnostics; |1 S-HttpL ogging; || S-RequestMonitor ;11 S-Security; 1S
WindowsAuthentication; || S-RequestFiltering;11S-Performance;l | S-HttpCompressionStatic; |1 S
WebServer ManagementT ools; |1 S-M anagement ScriptingT ools; | | S-M anagement Ser vice

Open the Server Manager (Start > Server Manager). Select the Web Server (11S). Validate that under the Rol e
Servi ces theservicesCd , | SAPI Ext ensi ons andl SAPI Fi |l t ers areinstalled. If thisis not the case select
themenu Add Rol e Servi ces toinstal the missing services.
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Ft Server Manager !E[ E
File  Action Yiew Help
e=| 2ml
i Server Manager (ZUGTSTSR B RT i 55)
=] _:‘j Roles /"
'f Active Direckory Dor | 2 *
=2 File Services Provides a reliable, manageable, and scalable Web application infrastructure,
5,3 ‘Web Server (I15) ¥
ﬁ;_'] Features
& Diagnostics ~/ Summary ;I
fﬁ’j Configuration
25 storage ¥ Events: None in the last 24 hours [ Go to Event Yiewer
¥ i3 Running, 1 Stopped ‘4. o to Services
~| Role Services: 21 installed St Add Role Services
B R Role Servi
Role Service | Status ;I (55 ey Rl Sapides
E Common HTTP Features Installed
&. Static Conkent: Installed
&. Default Document Installed
&. Directory Browsing Installed
&. HTTF Errars Installed
HTTF Redirection Mot installed
&. Application Development Installed
ASP.MET Mot installed
\MET Extensibility Mot installed
ASP Mot installed
& Cal Installed
&. ISAPI Extensions Installed
& 1SAPI Filters Installed
Server Side Includes Mot installed LI
4 | | _>| %:; Last Refresh: 27.09,2010 16:41:16  Configure refresh

4. Featuredelegation
Note
The following command automatically sets the feature del egation:

power shell -ExecutionPoalicy unrestricted -ImportSystemM odules Set-WebConfiguration //
System.webServer/handlers -metadata overrideM ode -value Allow -PSPath | S;/

Open the Internet Information Services (11S) Manager (Start > Internet Information Services (11S) Manager). In the
Connect i ons pane select the node that represent your machine. In the Feat ure Vi ew open the Feat ur e
Del egat i on entry.
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'!Elnternet Information Services (IIS) Manager M= E3
@ < [ €3 b ZUGTSTSRYIWOEES b ] B o @
File  Wew Help
@90 ZUGTSTSRV1W0864 Home
[# Open Feature
Group by Area - [E5] - Manage Server
- - - = Restart
. ISAPI and CGI - ISAPI Filkers Logging MIME Types ;I
(=[] Sites Restrictions P Start
5 i o B stop
@g’?ﬂ i‘wﬁ £ 6?{2" Wiew Application Pools
Modules Qutput Server Worker Wiew Sites
Caching Certificates Processes =
@ Help
Management Online Help
-
& &
I15 Manager  IIS Manager  Management
Permissions Users Service
= [ |
4 | | » E Features View (; \E_ Conkent Yiew
Ready aj_:g

Ensure that the Del egat i on of the Handl er Mappi ngs are set to Read/ Wi t e. Use the menu Read/ Wit e
onthe Act i ons paneto change the Del egat i on to Read/Write.

'!Elnternet Information Services (IIS) Manager M= E3
@ 3 [ €3 b ZUGTSTSRYIWOEES b | & i@ -
File  Wew Help
Q- L @) Feature Delegation
il (= | l&, ks Set Feature Delegation
-5 Start Page Readiwrit
E| &-::‘ ZUUGTSTSRVIWORE ( Use this feature to configure the default delegation state For Features = Ll
| o at lower levels in IIS Manager. Read Only
Application Pools | g
= .a_L Sites Group by: Mo Grouping - Not Detegor
E@ D?famt Wb 9 T I T I " Reset to Inherited
Authentication - Anonymous  Read Only Reset All Delegation
Campressian Readrite Custom Sike Delegation. .
Default Docurment Read/write -
Directory Browsing Read/write .@. Help
Error Pages Read Only Online Help
Feature Delegation Read/write
Handler Mappings
HTTP Response Headers
Logging Mot Delegated
MIME Types Read/write
Modules Read Only b
Qutput Caching Read/write LI
4 | | » E Features View (; \E_ Conkent Yiew
Configuration: 'localhost’ applicationHost, config aj_:g

5. Virtual ivy directory

Note

The following commands automatically creates the virtual directory ivy:

set path=% path% ;% windir % \system32\inetsrv

appcmd.exe add vdir /app.name:” Default Web Site/" /path:/ivy /physical Path:<replace thiswith
the path to the integration directory>
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In the Connect i ons pane navigate to the Web Site you want integrate the Axon.ivy Engine into. Use the context
menuAdd Virtual Directory of the Web Site to add anew Virtual Directory. A dialog opens. Configure

the Al i as of the Virtual Directory with i vy and the Physi cal pat h of the Virtual Directory with the path of the
integration directory. Click OK to close the dialog and create the Virtual Directory:

Add ¥irtual Directory

Site name:  Default Web Site
Path: Tiney

Alias:

Iivy

Example: images
Physical path:

IC:'l,Program Files\%pertLingl. Ivywebservertisixed] ... |
Pass-through authentication

Conneck as... Teskt Settings... |

[ o 1]

Cancel

6. Handler Mapping Permissions

K

Note

The following command automatically sets the feature permission for the ivy virtual directory:

appcmd.exe set config " Default Web Sitefivy" /section:system.webServer/handlers/
accessPolicy: Read,Write,Execute

Select the new created Virtual Directory i vy inthe Connect i ons pane and open the Handl er

Mappi ngs entry
inthe Feat ure Vi ew

q’EInternet Information Services (IIS) Manager

=] e
@ @ [ W v ZUGTSTSRYIWOS64 » Sites » DefaultWeb Ste b iwy » ] 1) |@ -
File  Wew Help
_- ivy Home _
€ - |J_ |§' Yl y Open Feature
Start Page —
: - - () Explore
ZUGTSTSRYLWOEG4 (SORECT | | ooURbY! Area 2 ? .
(5} Application Poals 1S = Edit Permissions. ..
L 'i;’— Sites = D Basic Settings. ..
£ Default Web Site _,\1\ \%‘a| h =5
| App_Data i) - 'ﬁ' 7= Manage ¥irtual Directory Lo
| aspnet_client Authentication Compression Default Directory 3 t
B Dacument Browsing . Browse ¥irtual Directory
. _ Browse *:30 (http)
— . = g5 MN)| —
’ L Edit Yirtual Directory
Error Pages Handler HTTP Logaing Advanced Settings. ..
[Mappings Respo... —
oo o @ reio
- o o :
i i = &) Al Online Help
oM o 8
MIME Types Modules Qutput 55L Settings
Caching L
=
4 | » EFeatures Wiew | ;Content Wigw
Ready ai:i

Inthe Acti ons paneselecttheEdit Feature Perm ssions

menu:
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7.

'!Elnternet Information Services (IIS) Manager M= E3

@,,, [_ b ZUGTSTSRY1WOS64 b Sites » Defaul webSite b ivy »

FEEICE

File  Wew Help

Q- i |2 |8 Handler Mappings
o QE Stark Page
E| €2 ZUUGTSTSRYIWOBE4 { Use this feature to specify the resources, such as DLLs and managed
> arlication Pool code, that handle responses for specific request types.
- # Application Pools
El-[&] Sites Group byt Mo Grouping -
Eg D.e.,Fault Web 3 Name = [ Path
L] AppData | e verbHandler *
StaticFile *
OPTIONSYerbHandler *
ISAPI-dIl s |
CGl-exe *.exe
N i
4 | | » E Features View (; i Conkent Yiew

Configuration: 'Default Web Sitefivy' web, config

Add Managed Handler, ..
Add Script Map...

Add Wildcard Script Map. ..
Add Module Mapping. ..

Edit Feature Permissions. ..
Revert To Inherited
View Ordered List. ..

(7] Help

Online Help

OntheEdit Feature Perm ssi on dialog select al three permission and click OK:

Edit Feature Permissions ﬂ E
Permissions:
v Read
v Scripk

v Execute

Ok I Cancel

Configure Error Page

K

Note

appcmd.exe set config " Default Web Sitefivy" /section:system.webServer/httpErrors/

errorMode:Detailed

Tip

The following command automatically configures that the detailed error page of the Engine is shown:

See the “web.xml” for more information about this configuration.

Select the new created Virtual Directory i vy in the Connect i ons pane and open the Er r or
Feature View

(o> 20GTSTIS » Stos » DefoukWebSte by > | 1@~

] vy Home
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8.

Right click and select Edi t
hand side)

Feature Settings... or select the same from the Act i ons pane (in the right

Defauk Web e b iy >

Error Pages

5| (e oo

Confaratons Dafak e tafy b coni o

SelecttheDet ai | ed err or s radio button and click on OK

an -

Path s

| |

Dot Fage ‘

s

Install ISAPI filter

K

Note
The following command automatically adds the ISAPI Filter:

appcmd.exe set config /section:isapiFilter s/+[@start,name="Tomcat',path="<replace thiswith the
path to theintegration directory>\isapi_redirect-1.2.42.dII']

Select the Web Sitein the Connect i ons paneand openthel SAPI Fi |l t er s entry intheFeat ure Vi ew

'!Elnternet Information Services (IIS) Manager M= E3
@ 3 [@ b ZUGTSTSRYIWOS64 » Stes » Default Web Site » ] o e
File  Wew Help
eI Default web Site Home =
il (= | | l&, Cpen Feature —
Start Page —
: - - | Explore
ZUGTSTSRYLWOEG4 (SORECT | | ooURbY! Area 2 dp
- ok Edit Permissions. ..
é:" A.ppllcatlon Pools s -
"]—2;95 —-| Edit Site
=¥ Default Web Site 3&. \ia - =0 indi
| App_Data i .ﬂ- =yt Bindings...
| asprist_cliert Authentication Compressian Default Direckory [E] Basic settings...
g - Document Browsing
1 ey View Applications
I View Yirtual Directaries
2 o ovmloeses
Error Pages Handler 1SAPT Filters Manage Web Site 2
Mappings = PRestart
= = Ir} e P Start
g = J=r e |
L Jj <|':‘-'?E| ih B stop
Logain MIME Tymes Moddles ot || e
s s Caclﬂng Browse Web Site
~ LI EBrowse *:80 {htkp)
- Advanced Settings. ..
4 | » EFeatures View |[-JSONEENCVIEVNE—— e
E -
Ready aj_:g

Inthe Act i ons pane select the Add

menu:
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qEInternet Information Services (IIS) Manager

=] e
@ & [ € » ZUGTSTSRVIWOEE4 b Sites b Default WebSte » &« @ -
File  Wew Help
_- ISAPI Filters _
€¢- |7 |8 @ Add...
Start Page 2
ZUGTSTSRY 140864 (SORECE Use this feature to configure ISAPI filkers that process requests made Revert T Inherited
- ok to the Web server. View Ordered List...
é:* Application Pools :
18] sites Group by: Mo Grouping - ® Help
E|® DPTFaL"t Web Site Mame = | Executable Online Help
| App_Data
| aspret_client
Blfar ] vy
«| | i
4 | » EFeatures Wiew | ;Content Wigw
Configuration: 'Default Web Site' web, config aj_:g

Onthe Add | SAPI

Fi | t er dialog configuretheFi | t er name with Axon. i vy Engi ne andthe Execut abl e
with the path of the isapi_redirect-1.2.42.dIl located in the integration directory. Click OK to add the ISAPI Filter:

Add ISAPI Filter

Filter name:

IXpert.ivy Server|

Executable:

|1 Files\%pertLingl ¥, Iv¥iwebserverliis\xeisapi_redirect-1.2.30.dl ., |

Ok I Cancel

9. ChangelSAPI filter restriction

@ Note

The following command automatically adds the ISAPI Restriction:

appcmd.exe set config /section:isapiCgiRestriction /+[ @start,description='Tomcat' ,path="<replace
thiswith the path to theintegration directory>\isapi_redirect-1.2.42.dI',allowed="true']

In the Connecti ons pane select the node that represent your machine and open the | SAPI

and C4
Restricti ons entryinthe Feat ures Vi ew.
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"!Elnternet Information Services (IIS) Manager M= E3

@*ﬂ“_." [Gj b ZUGTSTSRYIWOSES * ]in A e -

Open Feature

File  Wew Help

le ZUGTSTSRY1W0864 Home

93 Start Page

NE : S ER Manage Server
-85 ZuGTsTsRYIWoES (| | 0P by: #rea ; g
115 - w Restart
- P Start
X @ 9 o ||=m
Authentication Cial Compression Default Wiew Application Pools
Document View Sites
Pl @ Help
a4 =l = :
Online Help
Directory Error Pages Handler HTTP
Browsing Mappings Respo...
® O 08
Dt 154P] Filkers Logging MIME Tvpes
R 5
mm [ Fa ™ LI
4 | | » EFeatures Wiew | ;_Content Wigw
Ready ej_:g
Inthe Act i ons paneselectthe Add ... menu:

"!Elnternet Information Services (IIS) Manager M= E3

@ = [ej b ZUGTSTSRW1WOSE4 b ] o @ -
File  Wiew Help
Q- L @) ISAPI and CGI Restrictions
- i | |64 ke add...
o 93 Stark Page = :
Eaj ZUGTSTSRY1W0G64 ( Use this feature ko specify the ISAPT and CGI extensions thak can run Edit Feature Settings. ..
on the Web server, -
Q Application Pools .@. Help
a;L Sites Group by: N Grouping T online Help
E--@ DPTFaL"t Web 3 Description | Restriction « | Path
| App_Data
aspnet_cli
iy
J | 2
4 | | » EFeatures View (i ;_Content Wiew
Configuration: 'localhost’ applicationHost, config ej_:g

OntheAdd |1 SAPI or CGE Restriction diaog configurethel SAPI or CA pat h with the path of the
isapi_redirect-1.2.42.dll located in the integration directory. AsDescri pti on use Axon. i vy Engi ne. Select the
Al l ow extension path to execut e check box. Click OK to add the ISAPI or CGI Restriction:

Add ISAPI or CGI Restriction EHE

ISAPI or CGI path:
I:'l,XpertLine'l,X.IW'l,webserver'l,iis'l,x64'|,isapi_redirect-1 2aodl L |

Description:

IXpert.ivy Server

v Allow extension path to execute

Ok I Cancel
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10. If your Microsoft Internet Information Server is not running on the same host as the Axon.ivy Engine or if you have

changed the AJP port of the Axon.ivy Engine then open the file worker.properties inside the integration directory in a
text editor. Change the following lineif you have changed the AJP port to another value than 8009:

wor ker . Axonl vyEngi ne. port =8009

Changethevaluel ocal host inthefollowing lineto the host where your Axon.ivy Engineisrunning if your Microsoft
Internet Information Server is not running on the same host as the Axon.ivy Engine:

wor ker . Axonl vyEngi ne. host =l ocal host

11. Update the external base URL as shown in the “ivy.webserver.yaml”

12. Check if the integration is working by opening aweb browser onthe addressht t p: / / <your host >/ i vy/

Change context URI /ivy/

Y ou might like to make the Axon.ivy engine accessible under a custom context URI other than /ivy.

1

Change the context name of Axon.ivy as shown in the “ivy.webserver.yaml”

# sanple ivy.yaml that configures a different context:

# so Axon.ivy will be accessible trough http://I|ocal host/workfl ow
WebSer ver . | vyCont ext Nanme: wor kf | ow

Changethe context name of the Microsoft 11S by changing thelast line of the uriworkermap.properties configurationfile:

#/ivyl* Axonl vyEngi ne
[ wor kf | ow *=Axonl vyEngi ne

Access multiple Axon.ivy Engines through one IS

Multiple Axon.ivy Engineinstances can be accessed through asingle 11S server. Thisisespecialy useful if multiple Axon.ivy
versions must be accessible during a migration phase. The following explanation shows a solution for the scenario, where a
legacy Xpert.ivy 3.9 Server and an Axon.ivy 5.x Engine must be accessible through a single 11S host.

1

Make the newer Axon.ivy Engine accessible through the IS asif only one engine would be behind the I1S. For detailed
instructions follow “Microsoft 1S Integration”.

In our scenario the integration directory from the Axon.ivy 5.x Engine was used to make the engine instance accessible
under htt p: //1 ocal host/i vy.

The contexts of the Axon.ivy Engines must be unique. By default the context issetto/ i vy/ . If different versions of
ivy engines are accessed from the same |1S hogt, it's useful to change the contexts so that it matchesthe ivy version. For
detailed explanation see “ Change context URI /ivy/”

In our scenario the context URI of the Axon.ivy 5.x Engine was changed to/ i vy5/ and the Xpert.ivy 3.9 Server kept
his default context / i vy/ .

All Axon.ivy Engines, which are accessed from the same I1S, must listen on a different port for AJP communication.
Therefore the AJP port must be changed. This can be configured as shown in the “ivy.webserver.yaml”.

In our scenario the AJP port of the Axon.ivy 7.x Engine was changed to 8010 and the Xpert.ivy 3.9 Server kept his
default AJP port 8009.

# ivy.yaml with AJP enabl ed on 8010

AJP:
Enabl ed: true
Port: 8010
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4. TheAxon.ivy Engines must be declared in the worker .propertiesfile of the integration directory. It'simportant that each
worker has a unique name and that they are listed in thewor ker . | i st property.

In our scenario the worker.properties looks as follows:

wor ker . Xpert | vyServer 3x.type=aj p13

wor ker . Xpert | vyServer 3x. port =8009

wor ker . Xpert | vyServer 3x. host =i vyhost nanme39
wor ker . Axonl vyEngi ne5x. t ype=aj p13

wor ker . Axonl vyEngi ne5x. port =8010

wor ker . Axonl vyEngi ne5x. host =i vyhost nane50
wor ker . | i st =Xpert|vyServer 3x, Axonl vyEngi ne5x

5. Thecontexts of the Axon.ivy Engines must be registered in the uriworkermap.propertiesfile of theintegration directory.

In our scenario we make Axon.ivy 5.x available under http:// 1 ocal host/ivy5/ and Xpertivy 3.9 under
http://1 ocal host/i vy. So the uriworkermap.properties file looks as follows:

[ivyl*=XpertlvyServer 3x
/i vy5/*=Axonl vyEngi ne5x

Single Sign On

Axon.ivy Engine supports single sign on in Windows environments. The following preconditions must be fulfilled for single
sign on:

» The application on the Axon.ivy Engine must use Active Directory Security System

* The Axon.ivy Engine must be integrated into a Microsoft Internet Information Server (11S)

[IS 8 (Windows Server 2012)

@ Note

There is a batch script autoconfigSSO.bat in the folder miscliis of your engine installation. This script
automatically sets up SSO on a Windows 2012 Server.

If you are setting up anew |1S Server you can use this script instead of following the instructions bel ow.

1. Install Windows Authentication
@ Note
The following command automatically installs the Windows Authentication:

PKGMGR.EXE fiu:ll SWindowsAuthentication

Open the Server Manager (Start > Server Manager). Select the Web Server (11S). Validate that under the Rol e
Ser vi ces the service W ndow Aut henti cati on isinstaled. If thisis not the case select the menu Add Rol e
Ser vi ces toinstall the missing service.
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2.

F,: Server Manager !E[ E
File  Action Miew Help
e=| 2ml
_Eéa Server Manager (ZUGTSTSRY W0 R S0 (11}
El 5 Roles |
'f Active Directory Domain Se | 2 ‘;a
=2 File Services Provides a reliable, manageable, and scalable Web application infrastructure,
= ﬁlj Web Server (115} ¥
'Jh Internet Information S ;I
@j Features ~| Role Services: 22 installed St Add Role Services
_"’ Diagnostics Sky ;
St Configuration Rale Service [ status T | ILS e ReaERTes
&5 Storage Cw Web Server Installed
o Common HTTP Features Installed
o Static Conkent: Installed
o Default Document Installed
o Directory Browsing Installed
o HTTF Errars Installed
HTTF Redirection Mot installed
o Application Development Installed
ASP.MET Mot installed
\MET Extensibility Mot installed
asp Mot installed b
o Cal Installed
o ISAPI Extensions Installed
o ISAFT Filkers Installed
Server Side Includes Mot installed
o Health and Diagnostics Installed
o HTTP Logging Installed
Logging Tools Mot installed
o Request Maoritor Installed
Tracing Mot installed
Custom Logging Mot installed
CQDBEC Logging Mot installed
o Security Installed
Basic Authentication Mot installed
a Windows Authentication Installed
Digest Authentication Mot installed
Client Certificate Mapping Authentication Mot installed
11 liart Carkificaba Mannina dobhanbicabion blak inckallad LI
o~
4 | | _>| 5. Last Refresh: 23.09.2010 11:38:29  Configure refresh

Deactivate Anonymous Authentication

@ Note

The following command automatically deactivates the Anonymous Authentication:

set path=% path% ;% windir % \system32\inetsrv

appcmd.exe set config " Default Web Sitefivy" -section: system.webSer ver/security/authentication/
anonymousAuthentication /enabled:" False" /commit:apphost

Open the Internet Information Services (I1S) Manager (Start > Internet Information Services (11S) Manager). In the
Connect i ons pane select the i vy Virtual Directory node. In the Feat ur e Vi ew open the Aut henti cati on
entry. Select theW ndows Aut henti cat i on and usethe menu Enabl e inthe Act i ons paneto enable Windows
Authentication.

Make sure that all other authentication modes such as Anonynous Aut hentication or Digest
Aut hent i cat i on are disabled, otherwise 1S will use those authentication modes and Single Sign On will not work.
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@k. 3 [.._; b ZUGTSTIVYDOCSRY b Sites * DefaultwebSike ¥ vy # ]&D v @ -

File  Wiew Help

_- ~|  Authentication _
<- l ol l& & [9} Help
: H\ﬂ Start Page . Online Help
=95 ZUGTSTIVYDOCSRY (SORECOIZ Group by: N Grouping -
i '::" Application Pools .Name - | Skatus |
B[] Sites iAnonymous Authentication Disabled
EQ Default Web Site Windows Authentication Enabled
| iy
J] | i
Pl | | » [ = Features view |/ ;Content Wigw

Configuration: 'localhost’ applicationHost. config , <location path="Default Web Sitefivy" = Gj_:g

3.  Activate Windows Authentication

@ Note
The following command automatically activates the Windows Authentication:

appcmd.exe set config " Default Web Sitefivy" -section: system.webSer ver/security/authentication/
windowsAuthentication /enabled:" True" /-" providers.[value="'Negotiate']" /commit:apphost

Remove al providers expect NTLMfrom Windows Authentication, otherwise Single Sign On may not work with the
RIA clients.

Troubleshooting

https://answers.axonivy.com/tags/ajp/

Basic Authentication

In the following situations Basic Authentication is required:
 to usethe Axon.ivy Mobile App

 to provide REST services which require authentication

lIS 8 (Windows Server 2012)

@ Note
There is a batch script autoconfigBasicAuth.bat in the folder miscliis of your engine installation. This script
automatically sets up Basic Authentication on a Windows 2012 Server.

If you are setting up anew I1S Server you can use this script instead of following the instructions below.

1. Install Basic Authentication

S Note
The following command automatically installs Basic Authentication:
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PKGMGR.EXE /iu:l1S-BasicAuthentication

Open the Server Manager (Start > Server Manager). Select the Web Server (11S). Validate that under the Rol e
Ser vi ces the service Basi ¢ Aut henti cati on isinstaled. If thisis not the case select the menu Add Rol e
Ser vi ces toingtal the missing service.

E: Server Manager M=l E
Fle  Action  Wiew Help
o= 2= |
Ty Server Manager (ZUGTSTIVYDOCS KT NI iy )
= 3 Roles _.—
=1 5 Wit Server (115) l‘.
_ M} Intsmet Information Se ul Provides a reliable, manageable, and scalable Web application infrastructure.
+ & Featres =
+ & Diagnostics |
# g} Corfiguration ~! Role Services: 29 nstaled b Add Rale Services
H £S5 Storage & Remove Role Services
Role Service I Skabus I =
Ca Web Server Inistaled
a Common HTTP Festures Instaled
e Stabic Cankent Instaled
=] Defauit Docurment Instalied
=1 Directory Browsing Instaled
= HTTP Ervors Instaked
= HTTP Rediraction Instabed
‘WebDay Publishing Nat irstalled
o Application Developmert Instaled
ATP.NET Not irstaled
MET Extersibiity Mok instaled
AP Mot irstaled
a il Instaled
e ISAPI Extensions Instaled
& 15APT Fiters Instaled
Server Side Includes Hok irstaled
= Health and Diagrostics Instabed
HTTP Logging Instaled
Logging Tools Mok irstalled
o Request Monitor Instaled
Tracing Mok instaled
Custam Logging Mok instaled
ODEC Logaing Nok instaled
Ll Securit; Instaled
& Basic Autherkication Instated
=1 Windows Bufhenbicabion I
Digest Authentication Mok installed
. Clienk Certificste Macona Authentication  Nok instaled =
4 d %4 Last Refresh: Today & 1406 Corfigure refrash

2. Activate Basic Authentication

@ Note

The following command automatically activates the Basic Authentication:

set path=% path% ;% windir % \system32\inetsrv

appcmd.exe set config " Default Web Sitefivy" -section: system.webSer ver/security/authentication/
basicAuthentication /enabled:true /commit:apphost

Open the Internet Information Services (11S) Manager (Start > Internet Information Services (I11S) Manager). In the
Connect i ons pane select thei vy Virtual Directory node. In the Feat ure Vi ew open the Aut henti cati on
entry. Select the Basi ¢ Aut henti cati on and use the menu Enabl e in the Acti ons pane to enable Basic
Authentication.
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qEInternet Information Services (IIS) Manager M= E3
@ &y [ €3 » ZUGTSTIVYDOCIRY | 2 M@ -
File  Wiew Help
[Comerioes ] @ Authentication _
€ - l l& J ® Help
= Q‘ﬂ Start Page Cnline Help
-85 ZUGTSTIVYDOCSRY (50 Group by: Status T
[ 2} Application Poals Iame | status
(@] Sites Enabled
Basic Authentication Enabled
Windows Authentication Enabled
Anonymous Authentication Disabled
< | ©
| | o [rememsven ] comoneven
Configuration: 'localhost’ applicationHost . config Gj_:g

Error Handling

If the engine is running behind an 11S web server and an error occurs on the Engine 1S shows its own error page and hides
the error page coming from the Engine. Thisisthe default I1S behavior.

The Axon.ivy II1Sintegration script configuresthe |1Sto show the detailed error page of the Engine (see'Errors in “ivy.yaml™).
I1S can be reset to its default behavior (e.g. because of security reasons) with the following steps:

1. OpenthellS manager
2. Select thevirtua directory i vy and onits Feat ur es Vi ew, doubleclick onErr or Pages

3. Rightclick and selecttheEdit Feature Settings... orseectthesamefromthe Acti ons pane (on theright
hand side)

4. Select the“Detailed errors for local requests...” radio button and click OK.

Axon.ivy Cluster Integration

Axon.ivy Engine Enterprise Edition (Cluster) works with sticky sessions. This means that the load balancer must forward all
reguests from a session to the same cluster node. Of courseif acluster nodeisno longer available then the request can be sent
to another cluster node. Note, that thiswill cause that the user gets a new session and he loses his current work.

Load Balancing with Tomcat connector (IS, Apache)

The Tomcat connector can be configured to act as aload balancer for multiple Axon.ivy Engine Enterprise Edition nodes. The
load balancer and the cluster nodes can be configured in the workers.propertiesfile that islocated in the integration directory.
An example load balancer configuration can be found in the file cluster_loadbancer_workers.properties. In this file one
worker is configured called Axonl vyEngi ne that is aload balance worker (type=Ib). The property bal ance_wor ker s
of the AxonlvyEngine worker defines the workers between which the load balance worker will balance the load. Here
one worker per each Axon.ivy Engine Node should be configured. In the example file three workers are configured
Axonl vyEngi neNodel, Axonl vyEngi neNode2 and Axonl vyEngi neNode3.

The node workers are similar to anormal standalone worker. Y ou can use the attributes host nane and por t asexplained
above. Additionally they have two extra attributes called | bf act or and r out e. With the | bf act or attribute you can
influence how the load balancer distributes the load to the workers. The higher the | bf act or of aworker relative to the
other workersis the more load the worker gets.
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The r out e attribute is necessary for realizing sticky sessions. An Axon.ivy Engine Enterprise Edition will only work
correctly, if the load balancer sends all request of the same http session to the same node (sticky sessions). To support this
regquirement, each Axon.ivy Engine Enterprise Edition node will add a special identifier called jvm route to the http session
identifier. The jvm route identifier is calculated from the host name and the Local Cluster Node Identifier. The r out e
attribute configured on a node worker must be equal with the jvm route of the node;

wor ker . Axonl vyEngi neNodel. route=<JVM route identifier of Node 1>
wor ker . Axonl vyEngi neNode2. rout e=<JVM route identifier of Node 2>

The JVM route identifier of a cluster node can be found on the cluster node detail page for an Axon.ivy Cluster Node. This
information can be retrieved as follows:

1. Usingaweb browser, navigatetothemainpage(ht t p: / / <host >: <port >/ i vy) of an Axon.ivy Engineinstallation.
2. Select the Cluster link in the page header.
3. Intheappearing list of cluster nodes press the name of a cluster node to see it's details.

rinie [0

Cluster Nodes

e i e S
” o ososaan
o oee
\ Cluster Node Detail single node
ek Name ingle node
" locaost
» 700

Figure 6.2. Axon.ivy Cluster Node Details page

More technical details about load balancing and sticky sessions can be found on the Apache Tomcat web site.

Example

Let's assume that we have an Axon.ivy Engine Enterprise Edition with two Cluster Nodes. Node 1 is installed on host
i vynodel and the AJP port is configured to 8009. Node 2 isinstalled on host i vynode2 and the AJP port is configured to
8010.i vynodel isanew machinewithalot of power.i vynode?2 isanold machineandwewantthati vynodel isworking
twiceashard asi vynode2. Thejvm route of the nodesarei vynodel. soreco. ch andi vynode2. sor eco. ch.

The workers.properties file must then look like this:

wor ker . | i st =Xl vy

# Load Bal anced O uster Worker
wor ker . Axonl vyEngi ne. type=l b
wor ker . Axonl vyEngi ne. bal ance_wor ker s=Axonl vyEngi neNodel, Axonl vyEngi neNode2

# 1st Axon.ivy Engine Cl uster Node

wor ker . Axonl vyEngi neNodel. t ype=aj p13

wor ker . Axonl vyEngi neNodel. port =8009

wor ker . Axonl vyEngi neNodel. host =i vynodel

wor ker . Axonl vyEngi neNodel. r out e=i vynodel. sor eco. ch
wor ker . Axonl vyEngi neNodel. | bf act or =2
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# 2nd Axon.ivy Engi ne Cl uster
wor ker .
. Axonl vyEngi neNode2. port =8010
wor ker .
wor ker .
. Axonl vyEngi neNode2. | bf act or =1

wor ker

wor ker

Node

Axonl vyEngi neNode2. t ype=aj p13

Axonl vyEngi neNode2. host =i vynode2
Axonl vyEngi neNode2. r out e=i vynode2. sor eco. ch

Load Balancing with other Load Balancer Products

Asdescribed above the load balancer must ensure that all requests from the same user session isforwarded to the same cluster
node. This can be done by configuring the load balancer so that all requests sent by one client |P addressis always forwarded
to the same cluster node (1P based stickiness). Another possible configuration is to use the Axon.ivy Session Id to provide
session stickiness. The session id is provided by Axon.ivy Engine Enterprise Edition with two different methods. Either as
HTTP session cookie with the name JSESSIONID or at the end of request URLs as ; j sessi oni d= parameter. The load

balancer must be able to read the session id with both methods otherwise RIA clients will not work correctly.

X

A web application firewall (WAF) or web shield isafirewall which protects web applications against attacks over the HTTP
protocol. Combined with an Identity and Access Management (IAM) System it a so protects against unauthorized access and

Warning

Some load balancer provide session stickiness using their own HTTP session cookie. If you use this method

then RIA clientswill fail to start.

Web Application Firewall

supports single sign on (SSO).

Single Sign On

Most WAF or IAM systems allow to configure a way how the user name of the identified user is transmitted to the web

applications. With Axon.ivy Engine atypical system landscape will look like this:

Web
Application

WAF_SESSION=...

Browser N,

2
(57

Figure 6.3. Single Sign On Infrastructure using a Web Application Firewall, Identity and Access
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The only available access point must be the WAF. Any traffic has to be routed over it. The WAF tries to protect the web
application behind it (e.g. Axon.ivy Engine) from attacks. The WAF uses the IAM to identify users and to protect certain
resources from unauthorized access. The |AM itself may use adirectory server like Microsoft Active Directory to know users.
The WAF can be configured to provide the name of the identified user either as HTTP header or HTTP cookie to the web
application (Axon.ivy Engine).

On the other side Axon.ivy Engine provides aValve that reads the user name from aHTTP header. If Axon.ivy Engine knows
the user it automatically authenticates the user to the current Axon.ivy Engine session. This works best if Axon.ivy Engine
also uses a directory server like Microsoft Active Directory to synchronize users. The Valve that reads the user name from
aHTTP header is disabled by default. To enable it, open the file “ context.xml” in the [ engineDir] /webapps/ivy/META-INF
directory and uncomment the following line:

<Val ve cl assNanme="ch.ivyteam ivy.webserver.security. SingleSi gnOnVal ve" user NaneHeader =" use

The attribute user NameHeader can be used to configure the HTTP header that should be read.

O Warning
If you activate this Valve you must ensure that the Axon.ivy Engine cannot be accessed directly. All traffic
must be routed over the WAF. Otherwise, an attacker could simple send avalid user name as header inaHTTP
regquest and immediately has access bypassing the authentication!

Instead of sending the plain user name in a HTTP header there are multiple other ways and technologies (SAML token,
Kerberos, etc.) how the WAF can transmit the current user identity to the web applications. Y ou can support this cases by
registering your own Valveinthe“context.xml” file. Y our value readsthe current user identity from the request and putsauser
principal object with the user name to it. Axon.ivy Engine will check if auser principal is set on arequest and automatically
searches the user and authenticates it. The code of your valve can look like this:

i mport java.io.| OExcepti on;
i nport java.security.Principal;

i mport j avax.servlet. Servl et Excepti on;

i nport org.apache. cat al i na. connect or. Request ;
i nport org. apache. catal i na. connect or . Response,;
i nport org. apache. catal i na. val ves. Val veBase;

i nport org.apache. commons. | ang3. StringUtils;

public class AuthVal ve extends Val veBase
{
@verride
public void i nvoke( Request request, Response response) throws | OException, ServletExcept
{
String userName = get User NameFr omRequest (r equest) ;
if (StringUtils.isNotBlank(userNane))

{
Princi pal userPrincipal = createUserPrincipal Wt h(user Nane) ;
request . set User Pri nci pal (user Pri nci pal ) ;
}
get Next () . i nvoke(request, response);
}
/**

* Finds out which user was authenticated by an external instance
* @aram r equest
* @eturn user name
*/
private String getUser NameFr omRequest (Request request)
{
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/1 Exanpl e inpl enent ati on:

Il Gets the user nanme fromthe HITP Header field User.

/1l Has to be changed dependi ng on the protocol or product that you are using
String userName = request.get Header (" User");

return user Name;

}
private Principal createUserPrincipal Wth(String user Nane)
{
return new User Princi pal (user Name) ;
}

private static class UserPrincipal inplenments Principal

{

private String userName;

private UserPrincipal (String user Nane)

{

thi s. user Nane = user Nane;

}

@verride
public String getName()

{

return user Name;

}
}
}

The method getUserNameFromRequest depends on the technol ogy the WAF sends the user identity.
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Deployment

Bring your processes to life by deploying them on an Axon.ivy engine. Deployment ssmply means to install an Axon.ivy
project on an Axon.ivy engine. Our file based deployment mechanism makes the deployment very easy, just by dropping
the file at the right place. This mechanism is perfectly suitable for a CI/CD pipeline and forms the basis for the deployment
feature of our maven plugin.

1. Getaprepared ivy project from your developer.
2. Deploy the project by simply dropping the file in the deployment directory.

3. Check the result of the deployment on the server info page.

Prepare

Before deployment, the Axon.ivy project must be available asivy-archive (IAR) or packed as a zip-archive (ZIP). It isaso
possibleto pack multiple Axon.ivy projectsin onesingle zip-archive. All project dependencies must beresolved, either already
installed in the application or part of the deployment.

We recommend to build a zip-archive, which contains al projects of an application.

v [ application-7.2.0-SNAPSHOT zip
#| app.yaml

¢| base-7.2.0-SNAPSHOT.iar

§| customer-7.2.0-SNAPSHOT.iar

| solution-7.2.0-SNAPSHOT.iar

Figure7.1. Samplefull application zip-archive

You are able to configure the application within a full application zip-archive. Also, proper versioning is important during
deployment.

Deploying

Drop the file in the deployment directory, the deployment will be started immediately if the Axon.ivy Engine is running.
Otherwise, the deployment is executed when the engine is starting.

There are subdirectories in the deployment directory for each application. The project can be copied to the corresponding
subdirectory. It isalso possible to create a subdirectory manually. In this case anew application will be created. Alternatively,
the project can also be placed in the deployment directory itself. It is then deployed into the application with the same name
asthe filename.

If you want to influence the deployment behavior, you can do this with deployment options.

Check the results

Go to the server info page, which isby default http://localhost:8080/ivy. Y ou should see now your new processes available. If
you think there is missing something you better check the deployment logs, which can be found in the same directory where
you have dropped the deployment file.
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File suffix Description

.deployed Last deployed file to the engine in case of a successful deployment
.notDeployed Last not deployed file to the engine in case of error while deployment
.deploymentLog Contains the log output which is written during the deployment
.deploymentError Containsthe error cause and is only written when the deployment fails

Table 7.1. Deployment marker files

Advanced Deployment

To fully automate your CI/CD pipeline, you may want to further configure your target application of your deployment and
a so influence the deployment behavior.

Configure Application

If you are deploying afull application zip-archive you can optionally add an “app.yaml” in the root of your zip-archive, which
contains the configuration of the application.

# sanpl e app. yam which can be part of the full application zip-archive
SecuritySystem ActiveDirectoryO MyConpany
EMai | Noti fi cati on:
Dai | ySummar yOn: nonday, tuesday, wednesday, thursday, friday
OnNewTasks: true
St andar dPr ocess:
Def aul t Pages: ch.ivyteamivy. project.portal: portal Tenpl ate
Mai | Notification: ch.ivyteamivy. project.portal:portal Tenpl at es

Versioning

It is highly recommended that you increase the version of your project each time you want to deploy a new version of your
project on the engine. This ensures that you will not break currently running cases, and you have the possibility to go back
to the previous version if the new version does not work as expected.

Even though overwriting an already deployed process model version with running casesispossible. It isat your own risk and
should only be done if you are aware of the possible consequences and ready to accept them.

Deployment Options
With deployment options you can influence the deployment behavior:

# Exanpl e of a depl oynent options file using YAM. format.

# See http://axonivy. github.io/project-build-plugin/rel ease/ depl oy-t o-engi ne-noj o. html for
# nmore information about depl oynment options paraneters.

# Al paraneters are set to their default values and listed in [brackets].

# Flag indicating if project test users should be deployed to the engine.
depl oyTest Users: fal se # [fal se], true

# Defines how project depl oynent shoul d af fect engi ne configuration.
configuration:

overwite: false # [fal se], true

cl eanup: DI SABLED # [ DI SABLED], REMOVE_UNUSED, REMOVE_ ALL

# Depl oynent target settings.
target:
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versi on: AUTO # [ AUTO, RELEASED, (version values, e.g. 2.5 or (2.0, 3.(
state: ACTI VE_AND RELEASED # [ ACTI VE_AND_RELEASED], ACTI VE, | NACTI VE
fil eFormat: AUTO # [ AUTQ, PACKED, EXPANDED

See the Axon.ivy Project Build Plugin deploy documentation for more information about the deployment properties.
There are three distinct locations where you can put your options file:

1. Deployment specific optionsfile - If you want to provide options for a single deployment simply create afile that has
the same prefix as the file you want to deploy with a suffix of .options.yaml. E.g. if the file you want to deploy is
myProject.iar then create an options file that is called myProject.iar.options.yaml. Note, that after the deployment the
myProject.iar.options.yaml file will be removed automatically.

2. Global optionsfile - Create afile called deploy.options.yaml in the deployment directory of an application. This global
optionsfile control all deployments inside the application.

3. Inside the file that you are deploying - Put a deploy.options.yaml file inside your project directory, *.iar or *.zip that
you want to deploy.

If there are multiple options files available, then only the options file with the highest location priority is considered, other
options files will be ignored.

Maven Plugin

The Maven project-build-plugin makes automated continuous deployment to an Axon.ivy Engine possible. The Maven plugin
itself uses the file based deployment capability of the Axon.ivy Engine. This means that the deployment folder must be
available on the same machine on which the build is executed. Y ou may use Windows-Shares or SMB-Configurations.

An Axon.ivy project can be deployed by invoking Maven with the depl oy- t 0- engi ne goa of the project-build-plugin.
To customize the deployment parameters, consult the goal documentation.

Command line deployment

The depl oy-t 0-engi ne goa can be execute on the command line. The following example deploys the project
myProject.iar to the application 'Portal’ of the Engine location under c:/axonivy/engine;

m/n com axoni vy. i vy. ci: project-buil d-plugin:7.1. 0- SNAPSHOT: depl oy-t o- engi ne -Di vy. depl oy. f

Build goal execution

To deploy an ivy-archive (IAR) during it's Maven build lifecycle configured an execution which binds the depl oy-t o-
engi ne goa to aphase in the projects pom.xml.

The following POM snippet deploys the current project to the application 'Portal’ of the Axon.ivy Engine under c:/axonivy/
engine.

<pl ugi n>
<gr oupl d>com axoni vy. i vy. ci </ gr oupl d>
<artifactld>project-build-plugin</artifactld>
<ext ensi ons>t r ue</ ext ensi ons>
<executi ons>
<execut i on>
<i d>depl oy. t 0. engi ne</i d>
<goal s><goal >depl oy-t 0- engi ne</ goal ></ goal s>
<phase>depl oy</ phase>
<confi gurati on>
<depl oyToEngi neAppl i cati on>Port al </ depl oyToEngi neAppl i cati on>
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<depl oyEngi neDi r ect or y>c: / axoni vy/ engi ne</ depl oyEngi neDi r ect or y>
</ configuration>

</ executi on>
</ executi ons>

</ pl ugi n>

Further examples are documented on GitHub in the project-build-examples repository.

Standard Processes

With standard processes you can change the default workflow behaviour by simply providing a custom implementation in
your ivy project.

For example: Once a user has completed atask, he will be redirected to his personal task list. The default task list isworkflow
driven and maybe to technical for your end user. With a standard process you could easily provide a branded and use case
driven task list that fits perfectly into your domain.

We distinguish between two types of standard processes:

« “Default Pages’ are simple pages like the login page or the task list page.

« “Email Notifications’ are mail content creation processes which inform user about new task assignments or daily task

summaries.

Implementation

To customize a standard process you need to do the following:

1

Implement a process with a predefined process start signaturein an ivy project. See the following sub chapters for more
information.

Deploy the ivy project with the customized standard processes in the application.
Finally, the project with the standard processes must be activated in * app.yaml”:

# app.yam located in <application-directory>/app.yam which actives the portal defaul:
# To enabl e these custom processes, the library id of the ivy project nust be specifie
# The library id is <group-id>: <project-id> fromthe ivy project deploynent defintion.
St andar dPr ocess:

Def aul t Pages: ch.ivyteamivy.project.portal: portal Tenpl ate

Mai | Noti fication: ch.ivyteamivy.project.portal:portal Tenpl ate

Default Pages

To customize default pages, you must implement processes with a predefined process start signature. Checkout the process
Processes/Wor kflow/Home in the JsfWorkflowUI which also overrides all types of default pages. The JsfWorkflowUI can be
found in [engineDir]/projects/IsfWorkflowUi.iar.

The following default pages can be customized:

Default Page Process Start Signature

Application Home Page as the|DefaultApplicationHomePage()
entry page to the application.

Task List with all tasks the current | DefaultTaskListPage()
user can work on.
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Default Page

Process Start Signature

Process Start List with all
processes which the current user can
Start.

DefaultProcessStartListPage()

End Page which will be displayed
to the user after atask or processis
compl eted.

DefaultEndPage(Number endedTaskld)

Login Page which comes up
whenever authentication is needed.

DefaultL oginPage(String original Url)

Error Page which visualizes error
on the front end

no signature: globally defined in “ web.xml”

Table 7.2. Default Pages
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Axon.ivy Workflow

< C @ (0 localhost:8080/ivy/faces/instance

AXON

digitalize your Dy

[£] Task List := Process List = Business Cases ™ Task History

=) Task List

List of current Tasks

Search:
v O£ Nameg
= © Approve Peter Parker's bill of expenses
= © Accident report of Adam Bien
= © Approve John Smiths bill of expenses
AXon.ivy AXON IVY AG

Figure7.2. Task List provided by JsfWorkflowUl

Email Notifications

To customize the content of the email natification, you must implement processes with a predefined process start
signature. Checkout the processes Processes/NewTaskMail Content and Processes/DailyTaskSummaryMailContent in the
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JsfWorkflowUI which also provides standard processes for email notification. The JsfWorkflowUl can be found in
[engineDir]/projects/IsfWorkflowUi.iar.

Mail natifications require a configured mail server and enabled notification settings as described in “Email”.

The following email notifications can be customized:

Email Notification Process Start Signature

New Task page with the new|MailNotification NewTask(Number notificationUserld, Number notificationTaskld)
assigned task. This is done
everytime a new task is created, an
existing task expires or the creator
of an existing tasks changes. These
eventsaffect theuser directly, viahis
role or his substitution.

Daily Task Summary page with|MailNotification_DailyTaskSummary(Number notificationUser|d)
all open tasks for the user. This
notification is executed once a day
for each user.

Table 7.3. Email Notification
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GF Mail - alexandersuter@a

< = C @ oF" office.com
AXON ACTIVE Office 365 Outlook

Search Mail and People ,D 'ffﬁ' MNew | v ﬁ Delete B Archive  Junl
© Folders Posteingang

v Favourites Mext: Review Weisshorn Sprint 16: Configurak  Tomor

o - i_: - 0

Alexander Sute noreply@axonivy.com
v Groups Mew Task assigned

he following task has been assigned to — - 12 - Nilala
2 T 10 ] 1as a5 een assigned to ol Name App

Figure 7.3. New Task Mail provided by JsfWor kflowUI
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Implementation hints
e Subject : The<tit | e>html tag isre-used as email subject

¢ Images: can be referred in the html either from CM S or the file system. These resources will be embedded as mime parts.
External images will not be embedded and the links will not be modified at all.

¢ Skip : you can avoid the standard mail sending procedure by custom conditions (e.g. do not send mailsto technical users).
To do so implement an alternative process flow without displaying any User Dialog or Html Page activity.

¢ API: some API hints to implement email notification processes:
» gettheuser youcanusei vy. sessi on. get SecurityContext (). findUser(notificationUserld)
e getthetask youcanusei vy. wf. fi ndTask(notifi cati onTaskl d)

* get the current open task for auseri vy. wf . fi ndWor kTasks(...)

Miscellaneous
GC Optimization

The GC (Garbage Collection) of Java cleans up the unused memory of the JRE. Normally the GC completes in a few
milliseconds. If it takes longer (and leads to serious issues for running applications) the optimization below can help to
optimize the GC time.

Default GC configuration

By default, the GC strategy is optimized for RIA Applications and an explicit full concurrent GC runs every 10 minutes.

@ Note
Why aperiodical GC isrequired for RIA Applications?

Normally a GC istriggered in the background when a considerable amount (e.g. 80%) of the available memory
is used. Then the GC cleans up all unused memory so that the application can always address new memory as
required.

Now comes RIA into play. A RIA application creates each Ul widget on server- and client-side to share the
Ul-state on both sides. To clean this up on both sides the widget must be cleaned first on server-side before it
can be cleaned on the client-side. But with the default GC configuration the memory on server-side will not
be cleaned until a considerable amount of the available memory is used. But the available memory on server-
side is usually considerably higher than on client-side, so this can lead to low memory problems on client side
(OutOf MemoryException).

To prevent this situation Axon.ivy Engine triggers a full concurrent GC every 10 minutes. This cleans up the
memory on server-side and alows the client-side to clean up its memory too.

Optimization for JSF

In JSF applications you only need a Browser on client side. Therefore, no periodical full concurrent GC is required and you
can optimize the GC on low latency.

To changethe GC accordingly comment out the following linein the corresponding il c-file or AxonlvyEngine.conf for Linux:

# * GC optimzed for JSF
i vy. gar bage. col | ect or. opti ons=- XX: +UseConcMar kSweepGC - XX: +UsePar NewGC - XX: +CMSPar al | el Rermar kEnabl ec
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System Database Encryption

User passwords are stored encrypted in the system database. Passwords of Axon.ivy users are hashed by using the berypt
agorithm. Passwords of technical users that are used to communicate with external systems are encrypted using the AES
agorithm. The secret key for the AES algorithm is by default created automatically by using a secure random generator.
However, it is possible to provide an own secret key as follows:

1. Create your own AES secret key and store it in akey store file by using the Java keytool:
keyt ool -genseckey -alias aes -keyal g AES -keysize 128 -storepass changeit -storetype .

2. Configure the following Java system properties in the launcher configuration:

Java System Property Description

ch.ivyteam.ivy.persistence keystore.file The path to the key storethat holdsthe AES secret key. E.g.
keystore.jceks.

ch.ivyteam.ivy.persistence keystore.password The password needed to read the key store file. Default
valuechangei t .

ch.ivyteam.ivy.persistence.keystore.dias The name of the key to read from the key storefile. Default
value aes.

ch.ivyteam.ivy.persistence keystore.type The type of the key store. Default value J CEKS.

Table7.4. AES Secret Key System Properties

O Warning
If you configure to use an own AES secret key after you have already stored technical passwords for external

system then those passwords can no longer be decrypted and are useless. Y ou have to reconfigure all those
passwords again!

Replacing Java Runtime with newer version

If you want to use profiling tools such as Visua VM it may be required to replace the bundled Java Runtime (JRE) with a
newer one. To do so, just perform the following steps:

1. Download the full Java Development Kit (JDK) that suits best for your OS and Ivy-Installation (a 32 bit Ivy Engine
cannot be run with a 64 bit runtime). It isimportant that you download the JDK and not the JRE. Y ou will find the JIDK
at the Sun/Oracle Java website

2. Install the downloaded JDK on the server (or on any computer with the same OS)

3. Move the whole content of the directory jrein the installation folder of your Axon.ivy Engine to some other folder (to
have a backup).

4. Copy thewhole content of the folder jre in the installation directory of the JDK to the jre folder in the installation folder
of your Axon.ivy Engine (the one you moved in the step above)

O Warning
Changing the Java Runtime that is packaged with Axon.ivy Engine is not recommended and should only be
done when requested by Axon.ivy support or when required for testing purposes.
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Logging

Axon.ivy usesalibrary called Log4j from Apache Foundation to log certain events. The logging configuration fileis located
in the { Axon.ivy Install Directory}/configuration directory and is called “logdjconfig.xml”. By default log events are written
to the console and to log files. The log files are written to the { Axon.ivy Install Directory}/logs directory.

Logging type Log level
Consolelog WARN
Filelog INFO
Windows Event Log FATAL

Table 8.1. Default settings for logging
Thelog levels are used as follows:
FATAL Thislevel isused to report problems that may cause the engine not to work correctly.

ERROR Thislevd isused to report problems that something has not worked as expected and may cause that the user gets
an error message on the Ul.

WARN  Thislevel isused to report problems that have to be solved because it can lead to errors later.
I NFO Thislevel isused to report that something was done. (E.g. for example a database call)

DEBUG Thislevel isused toreport internal events. Most of these eventsare only interessting for devel opers. However, some
of them may also be interessting for troubleshooting.

Feel free to change the logging configuration to your needs.

Log Message Format

A log message looks like the following:

10: 19: 14. 173 INFO [ch.ivyteam i vy.richdi al og. exec. i nternal . panel . R chDi al ogPanel | npl] [http-8082-4]
[application=0, client=127.0.0.1, task=4, pnmv=SystenBAdmi nistration$l, session=4, request=Uc over HITP PCST
115D746C75FAF428/ start 1. i vp, executi onCont ext =SYSTEM

Can not restore U state. No user is |logged in.

The first entry of a log message is the exact time it was written (10:19: 14.173).
Followed by the log leve of the message (I NFO). Next is the log  category
([ch.ivyteamivy.richdi al og. exec.internal . panel.Ri chD al ogPanel | npl ]). Then the name of the
thread in whichs context thelog message waswritten follows ([ ht t p- 8082- 4] ). The next section conainsalot of Axon.ivy
context information. For example the user session or the process model version that were active when the log message was
written. The content of the context information can change depending on the context the log message was written. The
following context information exists:

application The identifier of the current application.
client The IP address and maybe the host name of the current web client.
executionContext The security execution context that is used to check permissions. This can be the current session

or SYSTEM if security is disabled.

request Information about the current request is written to the log.
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requestid Theidentifier of the current request. Can be used to filter all messagesthat are written in the context
of the same request.

pmv Theidentification string of the current process model version.

processElement The process element that is currently executed.

rd The fully qualified name of the current Rich Dialog.

session The current Axon.ivy session. Theidentifier of the session and the user name (if auser isloggedin).

task The identifier of the current task.

Onthe next linethe message that was|ogged follows. In case of errorsajavaexception stack trace may follow on the next lines.

Runtime Log

Onthe Axon.ivy Designer certain events of processes arelogged to the runtimelog view. The process designer itself can write
to the runtime log using the ivy.log object. On the Axon.ivy Engine all information written to the runtime log is handled by
Logd4j. It iswritten to the console, to log files and to the Windows Event Log.

The runtime log entries are written to special log categories which names start with runtimelog followed by
the application name, the process model name, and the runtime log category. For example: the category name
runtimelog.app.hrm.user _code represents the runtime log of the application called app, with the process model called hrm
and the runtime log category user _code.

Example

The following xml snip can be added to the Log4j configuration file so that the runtime log of the process model hrm of the
application app iswritten to its own log file called runtimel og.app.hrm.log:

<I-- Defines a log file called runtinel og. app. hrmlog -->
<appender nane="Runti meLog" cl ass="org. apache. | og4j. Dail yRol | i ngFi | eAppender " >
<par am name="Fi | e" val ue="${user.dir}/| ogs/runtinel og. app. hrm| og"/>
<par am nane="Dat ePattern" val ue=""'."'yyyy- MM dd"/>
<l ayout cl ass="org.apache.| og4j.1vyLog4jLayout">
<par am nane="Dat eFor mat " val ue="HH: nm ss"/ >
</ | ayout >
</ appender >

<I-- Configures that the | og category runtinel og.app. hrmhas priority DEBUG and is
witten to the RuntinmeLog file -->
<cat egory nane="runti nmel og. app. hrnt' cl ass="ch. i vyteam | og. Logger ">
<appender-ref ref="RuntimelLog"/>
<priority val ue="DEBUG'/ >
</ cat egory>

Request/Performance Logging

If you want to know the time when arequest was received from the Axon.ivy Engine and at what time the regquest processing
of the engine was done, then you use the following log category:

ch.ivyteamivy.webserver.internal.PerformncelLogVal ve
Configuration Example (configuration/“log4jconfig.xml”):

<I-- Configures that the | og category
ch.ivyteamivy.webserver.internal . PerfornmncelLogVal ve has priority DEBUG -->
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<cat egory nane="ch.ivyteamivy.webserver.internal.PerformncelLogVal ve"
cl ass="ch.ivyteam | og. Logger" >
<priority val ue="DEBUG'/ >
</ cat egory>

The log category logs the entry of arequest right after the internal web server has received it. The exit is logged after the
reguest was processed by the web server. In the exit log message you find the duration of the request in microseconds.

Thelog level of the these messages is DEBUG. Change the threshold of the appenders to DEBUG so that |og messages with
this priority are written to the appender's destination.

Configuration Example (configuration/*log4jconfig.xml™):

<appender name="Fil eLog" cl ass="org. apache. | og4j. Dail yRol | i ngFi | eAppender ">
<par am name="Thr eshol d" val ue="DEBUG'/ >
<par am name="Fi |l e" val ue="${user.dir}/logs/ivy.log"/>
<par am nane="Dat ePattern" val ue="'."'yyyy- MM dd"/>
<l ayout cl ass="org.apache. | og4j.|vylLog4jLayout">
<par am nane="Dat eFor mat " val ue="HH: nm ss. SSS"/ >
</ | ayout >
</ appender >

If you want to know what the Axon.ivy Engine has done between the entry and exit of the request you can use the context
information r equest | d which you can find on every log message. A unique regquest identifier is assigned to every request.
By filtering the log for messages with the samer equest | d you find out what kind of operations Axon.ivy Engine has done
during the request.

Example:

10: 49: 40. 904 DEBUG [...rformanceLogVal ve] [http-8081-1] [request| d=43]
Entry url=http://1ocal host: 8081/i vy/ pro/ desi gner/ OpenEdi t or/ 13224891E742EE17/ start 4. i vp
client=0:0:0:0:0:0:0:1 session=null httpsessi on=C900A5BC35251533DEB5B36E4316EE98
10:49:41.020 INFO [...nEditor.user_code] [http-8081-1] [applicati on=2147483647,
client=0:0:0:0:0:0:0:1, requestld=43, task=1, pnmv=desi gner $QOpenEditor$1l, processEl enent =13224891E742EE17-f 26-
t, session=1, request=HTTP GET test.nod/start4.ivp(1l.1.0.0), executionContext=1]
This is ny | og nessage
10:49: 41.050 INFO [...ner.OpenEditor.db] [Process Extension Thread 1] [applicati on=2147483647,
client=0:0:0:0:0:0:0:1, requestld=43, task=1, pnmv=desi gner $QOpenEditor$1, processEl enent =13224891E742EE17-f 29-
bean, session=1, request=HTTP GET test.nod/start4.ivp(1l.1.0.0), executionContext=SYSTEM
Execut e dat abase statenent SELECT * FROM | WA_ACCESSCONTROL
10:49: 41.050 INFO [...ner.OpenEditor.db] [Process Extension Thread 1] [applicati on=2147483647,
client=0:0:0:0:0:0:0:1, requestld=43, task=1, pnv=desi gner$QOpenEditor$1l, processEl enent =13224891E742EE17-f 29-
bean, session=1, request=HTTP GET test.nod/start4.ivp(1l.1.0.0), executionContext=SYSTEM
Execut ed dat abase statenent successfully in O mlli seconds
10: 49: 41. 100 DEBUG [...rformanceLogVal ve] [http-8081-1] [request| d=43]
Exit url=http://]ocal host:8081/ivy/ pro/ desi gner/ OpenEdi t or/ 13224891E742EE17/ start4.ivp
client=0:0:0:0:0:0:0:1 session=1 httpsessi on=C900A5BC35251533DEB5B36E4316EE98 dur ati on=194181 us

In the example above you see the |og messages when the request with the id 43 has entered and exited the web server. There
was also one user runtime log message written in the same request and one database call that has lasted O milliseconds. The
whole request needed 19.418 ms to be processed.

Process Element Performance Statistic and
Analysis

Configure Process Element Performance Statistic on
Axon.ivy Engine

On an Axon.ivy Engineit is possible to dump out performance statistic informations, periodically into a CSV formatted file.
This allows to analyse the performance of the engine and to detect long running and performance intensive process elements
and processes. The file contains detailed informations of each executed process element since the last dump.
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After activation

the

informations are collected and written to

the

| og-directory of

the Axon.ivy

Engine instalation. The file contains the following name: performance statistic jjjj-mm-tt_hh-mm-tt.csv (e.g.
performance_statistic 2011-03-15_09-21-05.csv)

Process element performance statistics are not collected by default. They can be enabled in the ProcessEngine section of the

“ivy.yaml” file.

Analyse the Performance Statistic

All time values are in milliseconds. The execution of some process elements are separated in two categories internal and

external.

Internal Category

External Category

Theinternal category isused for the execution timein the processengineitself without the external

exection.

Theexternal category isused for executiontimein external systems. Inthetable below the process

elements are listed which use the external category.

Process Element Internal Category

External Category

Database Step Parameter-mapping,

execution.

caching,

output-mapping and ivyScript

The execution of the SQL
statement on the database
server.

Web Service Call Step Parameter-mapping,

execution.

caching,

output-mapping and ivyScript

The execution of the Web
Service on the web server.

E-Mail Step Parameter-mapping

The interaction with the Mail-
Server.

Program Interface

The execution of the defined
Java-Class.

Table 8.2. Process elements with usage of external category

For each executed process element one entry in the view is created. See the table below which information is available.

Name Description

Entry ID Entry 1D, useful to order the entries by its first exection.
Application Application of the process element.

Process M odel Process Model of the process element.

PM Version Process Model Version of the process element.

Process Path The path to the process.

Element ID Theidentifier of the process element.

Element Name

Thefirst line of the process element name (display name).

Element Type The type of the process element.

Total Time Total time [ms] of internal and external execution.
Int. Executions Total interna executions of the process element.
Total Int. Time Total internal time [ms] of process engine executions.

Min. Int. Time

Minimum internal process engine execution time [mg].

Avg. Int. Time

Avarage internal process engine execution time [ms].

Max. Int. Time

Maximum internal process engine execution time [ms].

Ext. Executions

Total external execution count.
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Name Description

Total Ext. Time |Total external execution time[ms].

Min. Ext. Time Minimum external execution time [ms].

Avg. Ext. Time Average external execution time [mg].

Max. Ext. Time Maximum external execution time [mg].

Table 8.3. Column Description

@ Tip
To find a process element by its Element ID, use the search dialog Find process or element in the Axon.ivy
Designer. Use menu Axon.ivy > Debug > Find process or element.

Java Management Extensions (JMX)

JavaManagement Extensions (JM X) isatechnology to read and write runtime information from ajava processes. Thisalows
monitoring toolsto monitor the state the Axon.ivy Engine, e.g. with VisualVM, JavaMission Control or Nagios. A monitoring
tool that runs on the same machine and with the same user as the Axon.ivy Engine can connect to Axon.ivy Engine without
any additional configuration.

Activate Remote Access

If the Axon.ivy Engine is running under another user or on aremote host than the monitoring tool, then IMX remote access
has to be activated. Remote access is protected by a user name and password of an Axon.ivy Engine Administrator, so all
Axon.ivy Engine Administrator have access.

On Windows: activate remote access by uncommenting the following line in an ivy launch control file *.ilc (See “Windows
Program Launcher Configuration”):

i vy. managenent . port =9003
On Linux: activate remote access by uncommenting the following line in the “ AxonlvyEngine.conf”:

#JAVA OPTS="$JAVA OPTS - Dcom sun. managenent . j nxr enot e. port =9003 - Dcom sun. managenent . j mxr

Auto Discovery (JDP)

Some monitoring tools can auto discover running JIMX servers in the network. So that the user does not have to know the
JMX ip and port.

On Windows. Auto discovery is enabled by default if IMX is activated. However, you can disable this feature by
uncommenting the following line in the *.ilc file (See “Windows Program Launcher Configuration™):

i vy. managenent . aut odi scover y=f al se

On Linux: Auto discovery is enabled in the pre-configured (but uncommented) JAVA_OPT of the “ AxonlvyEngine.conf”.
But you can disableit at any time by changing itsvaluetof al se:

- Dcom sun. managenent . j nxr enot e. aut odi scover y=f al se

Provided MBeans

The Axon.ivy Engine provides performance and management information by a set of MBeans. These alows to monitor
internals of the Axon.ivy Engine. Most monitoring tools provide a user interface to browse the available MBeans. MBeans
are mostly shown in atree which is built with the information provided in the names of MBeans.
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r

|&°) VisualVM 13.7 .

File Applications View Tools Window Help

=S BERAE O

& | start Page @ O Axon.ivy Designer (pid 13300) $| EB @
@ = —
5 | 5@ overview | 44 Monitor | (=] Threads | o3 Sampler | e Proﬁler| 8 MBeans | O Axon.ivy | =] visual GC | Tracer|
]
o
L - - - .
& © Axon.ivy Designer (pid 13300)
@] MBeans Browser
MBeans Attributes | Operations | Motifications | Metadata
@B IMImplementation Attribute values L
+-- |, com.orade.jdbc Name Value
| | COm.sun.management - -
[l vy activityOperationState ACTIVE
H ] - . activityState ACTIVE
[l | ivy Engine = - - -
- description ProcessModelVersion for a Designer project
[ | Application k f
j id 1
- Daily Job inheritedActivityState ACTIVE
- [B Database Persistency Service e clivity
lastChangeBy system
- [8 Job Manager
& | Periodical Job lastChangeDate [Thu Aug 07 15:27:16 CEST 2014
. : z + b Ie =y
& | Process Model library javax . nt.op eDataSupport
E| designer name PMV for Designer Project Expenses
@ Expenses projectMame Expenses L
@ Invoice projectUri file: /D: fXpert.ivy/Test/Designer %205, 1.0, 46526 /workspace Expen...| |
) releaseState RELEASED
=+ |, Process Model Version
: ) releaseTimestamp
= | designer =
versionMame Expensessl
. Expenses -
versionMumber 1
. Invoice
- [8 Rich Dialog Execution Manager
- [8 Security Manager L\\,
-~ [8 Server
[+ | Service
- [81 Workflow Manager R
[H- 1) java.lang
|- | java.nio
[#- |, java.util.logging il

Figure 8.1. MBeans Tree of Axon.ivy shown in MBeans Plugin of VisualVM

The names of MBeans provided by Axon.ivy are structured so that the name containsthe Application, Process Model, Process
Model Version or Environment where this is reasonable.

@ Note

Examples of typical Axon.ivy MBean names:

i vy Engi ne:type=External Wb Service, applicati on=M/Appl i cati on, envi r onnent =Def aul
i vy Engi ne: type=Job Manager
i vy Engi ne:type=Process Start Event Bean, applicati on=MyAppl i cati on, pm=MyProcessM

The name and description of a MBean can be found in its meta information (see the Metadata tab in the MBeans tab of
VisualVM). MBeans provide information through attributes and operations. The description of the attributes and operations
can also be found in its meta information (see too the tool tips in the Attributes and Operations tab of the MBeans tab of
VisuaVM).

O Warning

Manipulating attribute values or calling operations on MBeans will immediately change the configuration of
your system and can therefore harm your running applications.

If not mentioned otherwise, amanipulation only affectsthe currently running engine. The manipulation will not
survive a engine restart.

Manipulations that survive a engine restart contain the following text in the description of the attribute or
operation: ( Per si stent).
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In addition to the MBeans provided by Axon.ivy some third party librariesincluded in Axon.ivy provide their own MBeans.
One of them is Apache Tomcat that is used as internal web server. Its MBeans provide information about the handling of
HTTPrequestslikerequest count, errors, execution time, sessions, etc. Moreover, the Javavirtual machine also provides some
MBeans that provide information about the used memory (Java heap), CPU usage, uptime, etc.

Below anot complete list of provided information:

L]

External Database (connections, transactions, errors, execution time, etc.)

i vy Engi ne: t ype=Ext er nal Dat abase, appli cati on=*, envi r onnent =*, nanme=*

Web Service (calls, errors, execution time, etc.)

i vy Engi ne: type=External Web Service, appl i cati on=*, envi ronment =*, nane=*

REST Web Service (calls, errors, execution time, slow calls, etc.)

i vy Engi ne: t ype=External REST Wb Servi ce, appli cati on=*, envi r onnent =*, nane=*
System Database (connections, transactions, errors, execution time, etc.)

i vy Engi ne: t ype=Dat abase Persi stency Service

HTTP Requests (count, errors, execution time, etc.)

*: type=d obal Request Processor, nane=*

Number of Sessions (HTTP sessions, Axon.ivy sessions, licence relevant sessions, Rich Dialog client sessions, etc.)
i vy Engi ne:type=Security Manager

i vy Engi ne:type=Ri ch D al og Executi on Manager

*: type=Manager, cont ext =*, host =*

Background jobs (name, next execution time, etc.)

i vy Engi ne:type=Job Manager

i vy Engi ne:type=Daily Job, nane=*

i vy Engi ne: type=Peri odi cal Job, name=*

Process Start Event Beans (polls, executions, errors, execution time, etc.)

i vy Engi ne:type=Process Start Event Bean,, application=*, pm=*, pmv=*, nane=*
Process Intermediate Event Beans (polls, firings, errors, execution time, etc.)

i vy Engi ne: type=Process |Internedi ate Event Bean, applicati on=*, pn¥*, pnv=*, nane=*

Application, ProcessModel and ProcessModel Version, Library information (activity state, rel ease state, name, description,
etc.)

i vy Engi ne: type=Appli cati on, nane=*

i vy Engi ne: type=Process Model, appli cati on=*, nane=*

i vy Engi ne: t ype=Pr ocess Mdel Version, application=*, pm=*, nane=*

Cluster, Cluster Nodes and Cluster Communication information (received and sent message, errors, execution time, etc.)

i vy Engi ne: type=Cl ust er Manager
i vy Engi ne: type=C ust er Channel

Thread Pool information (core, maximum and current pool size, active threads, queue size)

i vy Engi ne:type=Thread Pool, nanme=Background Operati on Execut or
i vy Engi ne:type=Thread Pool, nane=l medi ate Job Execut or
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i vy Engi ne: type=Thread Pool, nane=Schedul ed Job Execut or

» System Database and CM S Cache

i vy Engi ne type=CacheC assPer si st encyServi ce, nane=* [cl ear Cache()]

i vy Engi ne type=CacheC assPer si st encyServi ce, name=*, strat egy=CacheAl | [ nmaxBytesToCache,

i vy Engi ne type=CacheC assPersi st encyServi ce, name=*, strat egy=CacheAl | RenoveUnused [ naxBy
i vy Engi ne type=CacheC assPer si st encyServi ce, nane=*, cache=LongBi naries [readH ts, readM

i vy Engi ne type=CacheC assPer si st encyServi ce, nane=*, cache=LongCharacters [readHits, read
i vy Engi ne type=CacheC assPer si st encyServi ce, nane=*, cache=Cbj ect sAndAssoci ati ons [ obj ect

« Memory (Java Heap, Perm Gen)
j ava. |l ang: t ype=Menory
e CPU Usage, Uptime

java. |l ang: t ype=Runti ne
j ava. |l ang. t ype=Oper at i ngSyst em

VisualVM

We recommend to use VisualVM to monitor Axon.ivy Engine processes. VisualVM allows you to monitor the memory and

CPU usage of the Axon.ivy Engine process. It can be used to analyze problemsin your Axon.ivy projects like memory leaks
or thread dead locks.

7] VisualvM 13.7 . SEICE X
File Applications View Tools Window Help
53 (%3]
& | start Page @ o Axon.ivy Designer (pid 13300) $| EAR A B @
5 | 5 overview | b Moritor Threads | 53, Sampler | (%) Profiler | S MBeans | ) Axon.ivy | =] visual GC | Tracer|
]
5 © Axon.ivy Designer (pid 13300)
B | Monitor CPU Memory Classes Threads
Uptime: 1 hrs 11 min 36 sec L\\) [ Perform GC ] [ Heap Dump ]
CPU ¥ || Heap | PermGen X
100 %
—
p—
T ME T T
1 16:36:45 16:37:00 16:37:15 16: 16:36:45 16:37:00 16:37:15
[ CPUusage [ GC activity [ Heap size [ Used heap
Classes ® | | Threads ®
40
10
16:36:30 1636145 16:37:00 163715 "16:36:30 1636145 16:37:00 163715
[0 Total loaded dasses [ Shared loaded dasses @ Live threads [ Daemon threads

VisualVM can connect to all Java processes running on the same host and with the same user. In addition you can use IMX
(See section Java Management Extension for more information) to connect VisualVM to processes that run with another user
(e.g. as Windows Service) or on remote machines.

VisuaVM is available from https://visualvm.github.io/ or as j vi sual vmin the bin directory of a Oracle JDK (Java
Developer Kit).
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Axon.ivy Plugin for VisualVM

In the delivery of Axon.ivy we provide a dedicated plugin for VisualVM that alows you to monitor some of the technical
aspects of an Axon.ivy Engine or Designer. For example you can observe the current transactions on the System Database,
whether you violate the licence or how many requests are running at an Axon.ivy Engine at any given time. And in the same
tool you can still observe the heap or CPU usage or create thread dumps.

@ Note
VisuaVM is a tool to observe the current state of the monitored engine. It is not intended for long-time
observation, recording or even alarming. If you want to do that, make use of the IMX extensions of Axon.ivy.
in combination with tools like Nagios or IBM Tivoli.

The plugin itself should be mostly self explanatory. It consists of multiple tabs for the different aspects. Most of the tabs
contain a number of charts that always have a similar structure:

& VisualVM 137 ' [E=NEER

File Applications View Tools Window Help
BEEBE O
Applications & || StertPage  s[(@) Axon.ivy Engine (pid 17524) | EREE)
E'@ Local [58 overview | 44 Monitor | (=] Threads | £ sampler | () Profiler | o] MBeans| O axon.ivy | =] visual GC | Traoer|
b %) VisualvM
& Edipse (pid 16880) C Axon.ivy Engine (pid 17524)
Local Applicati id 12608
g | © Information | B License | = User Requests| 3 System Database | 3 External Datat | & web Servioes|
g3 Java Web Start (pid 16960) P — Umit: 50
... & chrriis, common, NetworklURLClas @ Max open: 4
428 Remote f wadty o Max used: 4
-4 Logfiles I/ .E
=) Snapshots i
é i Additional information about
I maximal values, averages, ...
' 164450 16:45:00 16:45:10 16:45:20 16:45:30 16:45:40
[ Open [ Used
Mouse over to
read the chart - Max transactions: 26
L G| Max errors: 1
description @
5" )
R Use the tool tips to learn
% about the displayed data
=
164450 16:45:00 16:45:10 16:45:20 16:45:30 Tea5:40
| \ @ Transactions M Errors
@ . Max of max: 152 ms
;40 Total avg: 2ms
v j
g - 1L D — Move the mouse into the chart
2 : to see the data at that point in time
A
& 104
g
o
164450 16:45:00 16:45:10 16:45:20 16:45:30 16:45:40
S [¥] @Max [¥] M Avg [¥] B Min
4 I 2

1. Make sure that you have an installation of VisualVM. If you use a standalone version of VisuaVM, please make sure
that you use at least version 1.3.7.

2. RunVisuadVM (in JDK go to the bin folder and start jvisualvm)
3. Goto the Tools/Plugins menu

4. Changeto Downloaded tab and click on the Add Plugins... button
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In the file chooser that appears, navigate to the subfolder misc/visualvmin your engine installation directory and choose
the visual vm-plugin.nbm.

Follow the instructions in the installation wizard.

Choose the option to restart VisualVM at the end of the installation wizard.
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AxonlvyEngine

Axon.ivy Engine program. This program starts an instance of the Axon.ivy Engine.

@ Tip
An Axon.ivy Engine can also be started as service. More information can be found in the section Engine Service

chapter.
Options
The following options are available for the Axon.ivy Engine program:
Option Description Mandatory
-Start Starts the engine. Same behaviour as if [no

no options are given. Allows to stop the
engine by pressing a key in the console
if aconsoleisavailable.

-startdaemon Starts the engine. Does not alow to|{no
stop the engine by pressing a key in the
console.

-stop Stops the engine. Only initiate the stop|no
but will not wait until the engine has
really stopped.

-stopdaemon Stops the engine. Will wait until the[no

engine has really stopped.

-status Prints the current status of theengine. |no

Table 9.1. AxonlvyEngineConfig Options

Launchers
The following program launchers are available for the Axon.ivy Engine program:
Platform Console support Launcher
Windows no bin/AxonlvyEngine.exe
Windows yes bin/AxonlvyEngineC.exe
Linux yes bin/AxonlvyEngine

Table 9.2. AxonlvyEngine Launchers

EngineConfigCli

The console program is used to configure the Axon.ivy Engine. E.g. configure, create or convert the database.
Options

Option Description

help Shows which commands and options are possible.
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Option ‘Deﬁ:ription
<command> help ‘Get help to a specific command e.g. Engi neConfi gl i config-db help

Table 9.3. EngineConfigCli Options

Engine Service

In productive environmentsit is recommended to run the Axon.ivy Engine as a service.

Windows Service

Axon.ivy Engine Windows Service. This program is the implementation of the Axon.ivy Engine Windows Service. But it can
also be used to register, unregister, start and stop Axon.ivy Engine as Windows Service.

@ Note
Y ou can also register, unregister, start and stop the Axon.ivy Engine Windows Service with the Control Center.

Launchers

The following program launcher is available for the Axon.ivy Engine Service program:

Platform ‘ Launcher

Windows ‘ bin/AxonlvyEngineService.exe
Table 9.4. AxonlvyEngineService Launchers

Options
The following options are available for Axon.ivy Engine Service program:

AxonlvyEngineService [-start|-stop|-r egister [username passwor d]|-unregister]

Options |Parameters |Description Mandatory
-Start Starts the Axon.ivy Engine Windows Service no
-stop Stops the Axon.ivy Engine Windows Service no
-register Registers the Axon.ivy Engine Windows Service within Windows no

username The user name of the user in which context the windows service should run |no

password The password of the user in which context the windows service should run | yes, if usernameis
specified

-unregister Unregisters the Axon.ivy Engine Windows Service from Windows no

Table 9.5. AxonlvyEngineService Options

Linux Service (systemd)

Theinstall service program helpsto install the Axon.ivy Engine as a systemd Linux daemon. To install the service:

1. Change current directory to to the bin/ directory of your Engine: cd bi n/
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2. Runfollowing command asroot: . / | nst al | Servi ce. sh
3. Accept the directory of your engine installation.

4. Set the user and group under which the Engine service should run. Must not be r oot . Typically, a special user with
limited access right should be used.

5. Start the Engine servicewithsyst enct| start Axonl vyEngi ne. servi ce to check if it works.
6. Check the current status of the servicewith syst enct| st at us Axonl vyEngi ne. servi ce

7. If you want to start the Engine service on the system start, execute following command: systenct| enabl e
Axonl vyEngi ne. servi ce

@ Tip
For more information about systemd services consult man syst end and nan systenctl! .

Launchers
Platform ‘Consolesupport ‘Launcher
Linux ‘ yes ‘ bin/Install Service.sh

Table 9.6. InstallService Launchers

Launch Configuration

Windows Program Launcher Configuration

All windows program launchers can be reconfigured with an additional ivy launch control file (*.ilc). The ivy launch control
file must have the same name like the launcher itself but instead of the extension *.exe it must use an extension *.ilc.

@ Tip
If you want to reconfigure the AxonlvyEngine.exe launcher, then copy the Example.ilc file and rename it to
AxonlvyEngine.ilc.

Theivy launch control fileis atext-based property file. The file has the following format:
# comment |ine
property=val ue

property=val ue

Open the file with a text editor to reconfigure it. Most properties found in the ivy launch control file are used to modify java
virtual machine options. The following list shows all available options and explains them:

Property JVM | Description
Option
ivy.heap.max.ratio yes The maximum heap size (-XmXx) in percentage of the physical memory of the
machine.
ivy.heap.max.size yes The maximum heap size (-Xmx) in megabytes.
ivy.heap.start.size yes Start heap size (-Xms) in mega bytes.
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Property JVM  |Description
Option

ivy.heap.freemax.ratio yes The maximum free heap memory (-XX:MaxHeapFreeRatio) in percentage of the
current heap size.

ivy.heap.free.min.ratio yes The minimum free heap memory (-XX:MinHeapFreeRatio) in percentage of the
current heap size.

ivy.heap.young.max.size yes The maximum young heap size (-XX:MaxNewSize) in megabytes.

ivy.heap.young.min.size yes The minimum young heap size (-XX:NewSize) in megabytes.

ivy.heap.eden.survivor.ratio |yes The survivor heap size as ratio between the eden and the survivor heap size (-
XX:SurvivorRatio)

ivy.heap.tenured.young.ratio |yes The young heap size as ratio between the tenured and the young heap size (-
XX:NewRatio).

ivy.jvm.type yes The Javavirtual machine type to use (ClientHotspotJVM, ServerHotspotJVM).

ivy.dir.aux no The directory where the ivyTeam jars are located.

ivy.dir.jre no The directory where the java runtime environment is located.

ivy.javamain.class no An own Javaclass to launch instead of ivy engine's main starter class.

ivy.javamain.method no Another Java static method to launch on theivy.java.main.classinstead of the default
main method. The called method should take the same arguments as a Java main
method.

ivy.vm.additional .options yes Additional Java virtual machine arguments

ivy.garbage.collector.options |yes Additional garbage collector arguments. See too GC Optimization.

ivy.windows.service.name |no The name of the Windows service (only for Windows service launcher).

ivy.application.name no The name of the application (only for application launcher).

ivy.application.singleton no Isthe application a singleton (true, false; only for application launcher).

Table9.7. Ivy Launch Control Properties

The properties that are bold are the most used properties.

Linux Launcher Configuration

The Java virtual machine (JVM) options for the Engine are configured in the AxonlvyEngine.conf file. For all other helper
programs the JVM options are configured in the control.conf file.

Tip

@

If you want to configure the memory (-Xmx, -Xms, €tc.) or optimize any other VM options of the Engine then

edit the AxonlvyEngine.conf file.

AxonlvyEngine.conf

#

# i vyTeam Launch Configuration for the Engine

# Specify lvy options to pass to the Java VM
# Don't nodify them unl ess you know what you do.

#

if [ ! "x$JAVA OPTS'

= "y"

t hen

l;
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echo "JAVA OPTS already set in environnent; will override default settings”
fi

JAVA OPTS="-Xverify: none - XX +UseConcMar kSweepGC - XX: +UsePar NewGC - XX: +CMSPar al | el Remar KEr

z Gar bage col |l ector optim zation argunments (for nore information see: Engi neCui de -> Confi
# Note: Uncomment only one setting of the followi ng two GC optim zati ons

z * GC optimzed for JSF

ﬁJAVA_(PTS:" $JAVA OPTS - XX: +Di sabl eExplicit GC'

/

# * GC settings optimzed for RIAwith explicit full concurrent gc every 10 m nutes (defal
#
JAVA OPTS="$JAVA COPTS - XX: +Expl i ci t GCl nvokesConcurrent -Dsun.rm . dgc. server.gclnterval =60(

#

# Max heap size (-Xnx)

#

JAVA OPTS="$JAVA COPTS - Xmx2048mn

#

# Start heap size (-Xns)

#

JAVA _OPTS="$JAVA OPTS - Xns128nt

#

# Headl ess npde that does not require an X11 environnent
#

JAVA OPTS="$JAVA OPTS -D ava. awt . headl ess=t rue"

To enabl e access to the java mangenent extension (JMX) server fromrenote hosts, or fror
You may want to configure another tcp/ip port.

Access to the managenment server is protected by default by the java authentication and
The file configuration/jaas.config is used as configuration file for JAAS. It nust cont
By default the java discovery protocol (JDP) is enabl ed.

-
C
-
C

H HHHHHH

#JAVA _OPTS="$JAVA COPTS - Dcom sun. managenent . j nxr enot e. port =9003 - Dcom sun. managemnment . j Nxr ¢

#

# Define the | ocal network I P address or hostnane of this conputer on which the JMX port =
#

#JAVA OPTS="$JAVA OPTS -Djava.rm .server. host name=<I P of the machi ne>"

Engine Configuration Ul

The Engine Configuration Ul is a simple user interface that lets operators apply the basic configuration that is necessary to
have a productive engine running. Thisincludes especialy the installation of alicense and the creation of a system database.

Advanced users might prefer to use configurations files (“ivy.yaml”) and the “EngineConfigCli” to roll out and Axon.ivy
Engine into production. Configuration files make the installation process faster re-reproducible in various environments such
as dev, test and prod.

Usage: Apply configurations in the Tabs. Click Save to store the modified data on all tabs. Hit Discard Changes to reload
the configuration from the filesystem and database.
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O L egacy Storage Format

The Engine Configuration Ul stores the defined configurationsin legacy storages such as the System Database
(connector-properties, admins).

Since 7.2 users can stick to afile based configuration approach by using the “ivy.yaml”

3 Note
The changes that you make with the Engine Configuration do not become active unless you restart the engine.

Launchers

The following program launchers are available for the Axon.ivy Engine Configuration:

Platform |Console support Launcher

Windows | no bin/AxonlvyEngineConfig.exe
Windows | yes bin/AxonlvyEngineConfigC.exe
Linux yes bin/AxonlvyEngineConfig

Table 9.8. AxonlvyEngineConfig Launchers

Via Control Center

After starting the Control Center, select a server entry from the server list on the left side and press the Server button in the
configuration area to start the configuration program.

Windows: Start the Control Center.exe program in the bin directory of the Axon.ivy Engine installation directory.

Linux: Start the ControlCenter program in the bin directory of the Axon.ivy Engine installation directory to start the
Control Center program.

Options

The following options are available for the Axon.ivy Engine Configuration program:

Option ‘chription ‘Mandatory
-headless | Activates the headless mode. Useful if no graphical user interface is installed on the server|no
machine.

Table 9.9. AxonlvyEngineConfig Options

Licence

On the Licence tab you have to upload avalid licence:
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AXON VY Engine Configuration

digitalize your business

@ Help

v @ Licence

Mo licence installed. Please upload a valid licence.

Upload Licence © Next

> £ System Database
> & Administrators

> EEWeb Server

> & Cluster Nodes

> Summary

Save O Discard Changes

Figure 9.1. Axon.ivy Engine Configuration Licence Tab

Use the Upload Licence button to open the file browser and select the licence which should be used.

Note

&

It is possible to configure the engine without avalid licence, but the engine will always start in the demo mode
if you do not have avalid licence and therefore does not use your configuration.

System Database

On the System Database tab the Axon.ivy Engine system database can be configured, created and converted:
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AXON VY Engine Configuration

digitalize your business

@ Help

em Database

% Connection state unknown v Check Connection
Please check the connection to the Database.

Database MySQL v
Driver mySQL v

Host dbServer

Port 3306 #] Default

Database Name myDatabase

Username user

Password ITITITY]

© Additional Properties

2 Create Database 2 Convert Database © Next
> & Administrators

> EEWeb Server

> & Cluster Nodes

> Summary

Save O Discard Changes

Figure 9.2. Axon.ivy Engine Configuration System Database Tab

First choose the database system and the JDBC driver you want to use. At the moment the Axon.ivy Engine supports the
following database systems:

« MySQL
* MariaDB

¢ Oracle

Microsoft SQL Server
* Postgre SQL

The choice of the second step depends on the database system and JDBC driver you have chosen in the first section. Click
on the database system links above to find information about how to configure the connection settings. The applied db user
needs the following privileges:

* CREATE DATABASE (to create the system database out of the Engine Configuration)
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* CREATE, ALTER, DROP Tables, Views, Indexes, Triggers (to update the Axon.ivy Engine)

* INSERT, SELECT, UPDATE, DELETE data

In athird step you can configure additional connection properties. When clicking on the Additional Propertiesbutton adialog
will show, where you can add, edit or delete the properties. See database system specific chapter (links above) to find
information which additional connection properties are available for the database system that you have chosen.

At thetop of the page the state of the connectionisvisible. Use the button on the right to try to connect to the system database.

Create new System Database

If the system database does not exist, use the create button at the bottom to create anew system database. During the creation of
anew database the configured connection parameters are used. For some database system additional information is necessary.
It must be provided in a pop-up dialog before the new database can be created. See database system specific chapter (links
above) to find what additional information is necessary for the chosen database system.

N

Note

Y ou can previously create an empty database/schema. In this case the server configuration tool will only create
the necessary tables into the given database/schema. If the database/schema doesn't exist already, the server
configuration tool createsit with abest practice configuration. Inthiscasethe applied db user needsthefollowing
privileges:

* CREATE, ALTER, DROP Tables, Views, Indexes, Triggers (to update the Axon.ivy Engine)

« INSERT, SELECT, UPDATE, DELETE data

The best practice configurations are documented in chapter System Database.

Convert an old System Database

X

Warning

We strongly recommend to backup your database before you convert it to anewer version. Be sure that you have
enough disk/table space on your database server. Most conversions add new fields to existing database tables
which will enlarge the used database space.

If the system database has an older version, use the convert button at the bottom to convert it to the latest version.

X

Warning

Depending on the conversion steps and your database system it may be necessary to cut all connections to
the system database to avoid problems. If you have problems with the conversion, please disconnect all other
database management tools, clients or other tools that has a connection to the system database and try again.

System Administrators

On the Administrators tab you can configure users that have the right to administrate the Axon.ivy Engine:
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AXON VY Engine Configuration

digitalize your business

@ Help

> @Licence

> £ System Database

~ i Administrators

Name & Fullname £ Email &
admin AXONIVY support@axonivy.com ]
© Add Administrator © Next

> EEWeb Server

> & Cluster Nodes

> Summary

Save O Discard Changes

Figure 9.3. Axon.ivy Engine Configuration Administrator Tab

Defining an email address for the administrators is recommended. Notifications of critical events like licence limits
reached are sent to these email addresses.

O Warning
Thistab is only enabled if you have configured a connection to avalid system database.

Web Server Ports

On the Web Server tab you can configure which protocols the internal web server of Axon.ivy Engine should support and
on which IP ports the web server islistening:

133



Tool Reference

AXON VY Engine Configuration

digitalize your business

@ Help

> £ System Database

> & Administrators

Ve

HTTP Connector HTTPS Connector

Enabled: Z Enabled: Z Enabled: Z
Port: bOED Port: 8443 Port: 8009
& Advanced © Next

> & Cluster Nodes

> Summary

Save ‘D Discard Changes

Figure 9.4. Axon.ivy Engine Configuration WebServer Tab

The following protocols are supported:

Protocol Description

HTTP HTTP protocol .

HTTPS HTTP protocol over secure socket layer (SSL).

AJP Apache Jakarta Protocol. This protocol is used for the
communication of the embedded Servlet Engine with external
WebServerslike IS or Apache.

Table 9.10. Web Server Protocols

O Warning
Thistab isonly enabled if you have configured a connection to avalid system database.

S Note
In case you disable HTTP port, then the specified port will still opened by the engine for internal purposes. Even
though the engine will refuse connections from remote hosts.

Cluster

S Note
Thistabisonly visibleif you haveinstalled an Axon.ivy Enterprise Edition licence.

On the Cluster tab you have to configure some information according the local cluster node:
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AXON Engine Configuration

digitalize your business

@ Help

> @Licence

> £ System Database

> & Administrators
> EEWeb Server

v & Cluster Nodes

Host & Local Idemifier & IP Port £ IP Address &
ZUGPCDHU2017 soreco.wsz 0 6800 10.0.751 ®
© Add local Node @ Next

> Summary

Save ‘D Discard Changes

Figure 9.5. Axon.ivy Engine Configuration Cluster Tab

Usethe Add local node button to add thisinstallation as anew Engine cluster nodeto thelist of cluster nodesinyour Axon.ivy
Engine Enterprise Edition. Y ou haveto configure an P Addressand an | P Port that will be used by the cluster to communicate
with this node.

S Note
An Engine cluster nodeis uniquely identify by the host it isrunning on and alocal identifier. Thelocal identifier
is a unique number that identifies nodes running on the same host (machine). Both values are provided by the
installed licence. Therefore, every Engine cluster node needs its own licencefile.

Admin Ul

The Admin Ul is the application to manage and deploy applications. Manage its environments and global properties of the
Axon.ivy engine.

o L egacy Rich Dialog Application
The Admin Ul featureset ishistoric and partly broken:

« System Properties, Application Properties, Security Systems, Active Environments : can still be viewed, but
are overwritten by the values defined in config files such asthe “ivy.yaml”

» Some features are till only accessible trough the Admin Ul: like changing the activity state of Apps, PMs
and PMVs.

Since 7.2 users can deploy applications by dropping the project artifacts in the deploy directory. And its
application settings can be managed with the “app.yaml” file.

Opening the administration tool

After you have successfully started the Axon.ivy Engine, you can start the engine administration tool. This tool alows you
to create and manage all your applications on the engine and in addition to set some further configuration properties.

135



Tool Reference

To do so, launch your preferred web browser and point it at the following the address: http://Ser ver Narre:Por t /ivy.

Y ou should be directed to the Axon.ivy Engineinfo page:

Applications

Figure 9.6. Axon.ivy Engineinfo page

This page displays al your applications and their process models with all contained process starts. When you haven't set up
any applications yet, this page will be empty, just like in the screenshot above.

Click the Admin link to open the administration tool. Depending on your computer's settings, you may be asked if you'd like
to open or save a JNLP file. Choose to open the file directly and wait for the Java Web Start application to load.

@ Note
Loading of the administration tool may take a few minutes the first time, because some application data needs
to be deployed first internally. Please be patient.

# Xpertivy Server Administrator -
‘Welcome admin | Logout
Applications %
B Aol @ | | & IvyAddons
=@ 1.:-.__-3.:.—‘; R @ Re |
=) G Ivyaddons = 3 Process Model 'lvyAddons' e
& 1-Ivyaddonsl

Envranment Information

& Defauit Name IvyAddons

Description | The Xpert.ivy Addons project

Activity

State: ' ACTIVE
Configured state: ' ACTIVE

Deactivate | | Lock
Versions

8 A& . [Mame / version [ Activity state | Release state
IvyAddons$§1 ACTIVE RELEASED

i@ server @ |

| # About |

i) Runtime Information |

| if% System Properties |

Figure9.7. Admin Tool

Applications

Applications are environments for process models (projects). Applications are strictly separated from each other and do not
share anything. Every application has its own process models (and -versions), roles, users, externa databases and so on.
Projects may only use libraries that are deployed within the same application.
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Create new application

@ Create by file
Since 7.2 new applications can be created simply by dropping its files into a the deploy directory. There is no
need to pre-configure and create an application with the Admin Ul. See “Deployment”

To create a new application, press the new application icon (@) in the Applications section. A dialog will prompt you to

enter the following information:

Create New Application

Create process models: || ¥pert.ivy Addons

Name ECRM| ]

Description [

File Directory |p:\applicationserm I|.LJ

Owner |Business services |
5 [ . N |

Security System :ﬁ Xpert.ivy B

|| ¥pert.ivy Workflow UI (RIA Version)

|| ¥pert.ivy Workflow UL (HTML Version)

| Create | | Cancel

Name
Description

File Directory

Owner

Security System

Create process models

The name of the application to create.
An optional description of the application.

Thedirectory on thefile system where all the files of this application and its process models
will be stored. Y ou can specify an absolute directory (e.g. C:/Data/lvyApps/Appl or /var/
ivy/apps/appl) or adirectory relative to the engine'sinstallation directory (e.g. apps/Appl).
The directory may aready exist, but it must be empty.

@ Tip
We recommend to configure an absolute directory outside of the installation
directory of the engine because the data in the directory has a much longer
life time than the current version of the engine. E.g. if you upgrade your
engineyou have to choose anew installation directory and may want to delete
the installation directory of the old version, which is not possible if the file
directory islocated inside the install ation directory.

O Warning
When using an Axon.ivy Engine Enterprise Edition, thefile directory must be
located on a shared file system which is accessable by all nodes of the cluster
with the same file path. This path must be configured here.

The owner of the application. Thisfield is used for documentation purposes only.

The security system from which the users are imported. By default thisis Axon.ivy which
means that all users and roles are completely managed by the Axon.ivy Engine. You can
change this to Microsoft Active Directory or Novell eDirectory in which case the users
come from the selected directory service. See section Configuring an External Security
System for more details about the integration of external security systems.

Check the process models, that should automatically be created and deployed into the new
application.
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Axon.ivy Addons: Contains some Rich Dialog functionality such as some common dialogs
simple questions or messages, document factories to create Office documents and many
more. All these features can be used freely. Please read more about the Axon.ivy Addons
in the documentation of the Axon.ivy Designer.

Axon.ivy Workflow Ul (RIA and HTML Version): Both process models contains a
default Workflow Ul, which provide process and task lists. Furthermore it is possible to
browse through history of already finished tasks. Even more, the RIA version provides
functionality for administrating all cases and tasks of the application. Moreinformation can
be found in the Workflow Ul guide.

Click Create to create the application. If you have chosen a security system other that Axon.ivy, a dialog will appear to
configure it (see next section).

O Warning

There is a default Portal application which should only be used for demo purpose. Create always a new
application for the production environment, because the shipped Portal application has a special lifecycle and
no real migration path.

Configuring an External Security System

O Configured by files

Since 7.2 the external security system might be configured via “ivy.yaml” and activated in the “app.yaml”. In
this case the security system can till be viewed inthe Admin Ul, but changes have no effect on the actual config.

When you choose an external security system (e.g. Microsoft Active Directory) for a new application, you have to configure
the connection to the directory server, to specify which users should be synchronized and how the attributes of these users
should be mapped.

Users are synchronized as follows:

» Users that exists in the external security system but not in the Axon.ivy Engine are imported to the Axon.ivy Engine if
they match the filter criteria.

» Usersthat existsin the Axon.ivy Engine but not in the external security system or do not match thefilter criteriaare deleted
from the Axon.ivy Engine.

« Axon.ivy user attributes that are mapped to exernal security system attributes are updated with the latest values from the
external security system.

The user synchronisation is executed:
* Once aday (see synchronization time).
« If one click the Synchronize button on the Security System section of the application configuration screen.

 If auser triesto login himself. This means that a user can login even if heis not yet imported to the Axon.ivy Engine.
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Microsoft Active Directory

Security System LDAP Attributes

Server

Port

Authentication Kind | simple

|aff Default

User Name

Password

ser Import

Import Context

Import User Of Group

Synchronization Time |0

User Filter &lobjectClass=user)!iobjectClass=computer)))

[L] Use 55L [off Use LDAP Connection Poal

Microsoft Active Directory

LDAP A

ystem LDAP Attributes

L_| Do net impart

ute Mapping
User Name AMACE thNam
Full User Name displayName
E-Mail Address mail
E-Mail
Groups of memberOf
roups of a Group memberOf
Me o oup |member
User Properties Hame

: LDAP Attribute Name Add

__| Do not import
of Do not impart

| Do not use

Edit

Remove

ok | | Can...

Figure 9.8. External security system configuration dialog

Host / Port

Authentication kind

Username / Password

Use SSL

The hostname (or 1P address) and port of the directory server

The authentication method. Use none if your server does not require authentication to
connect or simpleif authentication by username and password is required

The username and corresponding password to use for connecting to the server. The
format of the username can be one of the following (examples):

e connectionuser @ul ly. qualified. domai n. name

e cn=Connection User, ou=Service Accounts, dc=fully,
dc=qual i fi ed, domai n, dc=nane

Activates Secure Sockets Layer (SSL) connection to the Active Directory server.

The SSL connection to the Active Directory Server will only work if the JRE of the
Axon.ivy Engine hasthe certificate of the Active Directory Server initstrust store. The
certificate import into the JRES system trust store can be done with agraphical keytool
like the KeyStore Explorer or the JRE keytool:

bi n/ keyt ool . exe -inportcert
-file yourCertificateFile
-keystore |ib/security/cacerts
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- st orepass changeit
-alias nyCertificateAlias

Ensure that the System trust store is activated within the “ System Properties’ table.
The System Property 'SSL.Client.UseSystemTrustStore' must be set to 'true'.

Use LDAP connection pool If selected, the server will try to reuse connections and not open anew connection each
time.
Import context The import context is a global filter. Thisfilter is applied to every query made to the

external security system. Every user and user group located below this context can bee
seen. Everything outside the context cannot be seen and will be ignored. In most cases
the import context is set to aroot object (e.g. for the domain soreco.ch to dc=soreco,
dc=ch).

In some cases you may want to set the import context to a organization unit so that only
the users located below the organization unit are synchronized.

Use the Browse button to select the import context from the server specified above (if
the connection fails, check the connection data).

Import users of group Limit the synchronization of usersto a specific user group. Only users that are located
bel ow theimport context and are members of the specified user group are synchronized.

Use the Browse button to select the user group from the server specified above (if the
connection fails, check the connection data).

User Filter LDAP filter expression to make sure only user objects are synchronized.

Synchronization time Enter the time of day when synchronization should take place. Format isHH:MM (24h
format).

LDAP attribute mapping Default attribute mappings can be adjusted.

Further LDAP attributes can be mapped to additional user properties. Enter the LDAP
attribute name in the first column and the name of the additional user attribute in
Axon.ivy into the second column.

The external security system configuration can be changed by using the Edit button on Security System section of the
application configuration screen.

O Warning

If you change the security system configuration then some users that where imported before may now no longer
match theimport filter criteria. This meansthat those users are del eted from the system and all their taskswill be
changed to state UNASSIGNED. All tasksin state UNASSIGNED haveto bereassigned manually to other users.

Application Default Settings

O Configured by files

Since 7.2 the application settings might be configured via “app.yaml”. In this case they still can be viewed in
the Admin Ul, but changes have no effect on the actual config.

The button configur e default settings on the application configuration screen leads to the Application Default Settings.
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Figure9.9. Application Default Settings

Email Notification Settings
This section contains the default settings for notification emails. The settings are used when anew user is created.

Email Notification Settings

It ispossibleto be notified if anew task is created that is related to you (either by direct assignment or by assignment to arole
you own). Furthermore, adaily digest mail with a summary of all open tasks can be sent to you by Axon.ivy.

Which language should be used for  Choose in which language you would like to receive the emails. If your preferred
the emails language is not contained, please contact your Axon.ivy administrator.

Never (disable email notification) You can switch off the sending of all notification mails by ticking this checkbox. If
you do so, you cannot set the other options.

When anew task for me or one of If thisis set, you will receive a notification email whenever a new task is created that

my rolesis created isassigned either directly to you or to one of the roles you own.
Daily Summary on Choose the days on which you want to receive an email with a summary of all your
open tasks.

@ Tip
If you want that temporary no mails are sent (e.g. for holidays), then just tick the Never checkbox. The email
sending is now switched off, but the previous settings are still stored. As soon as you untick the Never check
box, your standard configuration is back again.

Email Content Creation Processes
Inthisarea of the Application Default User Settings dialog, you can select adeployed process model that contains notification

processes for Daily Summary or for New Task notification respectively. Before you see any available processes in the combo
box you haveto deploy at least one PMV library including an Email Notification Process.

@ Tip
Choose < System Default> to use the built-in notification mails of the Axon.ivy Engine.

Default Executed Processes

This section alows you to override the default pages (Application Home, Task List, Process Start List, Login and End) of
an Axon.ivy web application.

Y ou can create your own process model to display these pages or you can use the Axon.ivy Workflow Ul (HTML Version).
See section create new application to learn how to use the "Axon.ivy Workflow Ul (Html Version)".

141



Tool Reference

Default Pages Implementor < System Default> will show the default Axon.ivy pages.

HtmIWFUi will show up, if you have deployed the "Axon.ivy Workflow Ul (Html
Version)".

Any process model deployed, which contains a request start with a signature for at
least one page will be shown in the dropdown. Instead of showing the default pages,
the corresponding process of the selected process model is started. If the process start
signature of the default page is not available in the selected project, the default page
from Axon.ivy will be used.

Process Models and Process Model Versions

An application can have multiple process models. Each process model can have different versions. A process model
correspondsto the concept of aproject onthe Axon.ivy Designer. A processmodel version correspondsto aversioned snapshot
of that project at some point of time.

The Concept of Versions

A process model can exist in multiple versions called process model versions. These versions allow you to make changes in
aproject and deploy it again without having to worry about the compatibility of currently running cases. If the new version
is not working as expected, you can always go back to a previous working version.

Creating Process Models and Process Model Versions

To create anew process model, you have to select the application in which you would like to create it. Pressthe new process
model button in the toolbar (‘:-3 ). You will be asked for a name (typically you chose the name to be the same as the name of
the project you intend to deploy within this process model) and an optional description.

Once you have created the process model, you can continue with adding a first process model version. To do so, select the

process model from the tree on the left hand side and press the new process model ver sion button (='5§). Y ou will be prompted
to enter a name and an optional description again.

@ Tip
It is recommended to use the description field of the new process model version to document the major changes
from the previous version.

Manage Activation and Release State

Applications, process models and process model versions all have an activation state. The process model version additionally
has arelease state.

Ackiviby
Skate: ! ACTIVE

Configured state: ! ACTIVE Deactivate Lock

Figure 9.10. Managing the activation state

To bring a process model version into the Active state, the process model version itself, the parent process model and the
parent application have to be in the state Active. Furthermore, the release state of the process model version has to be in
RELEASED or DEPRECATED. The sameis necessary for al required libraries of that process model version.

When looking at the details of an application, process model or process model version you will always see a Configured
state and a State. The Configured stateisthe one you can freely change and the State is the actual state that depends on the
states of the parent process model and application and of the release state.
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Release State

g;:é RELEASED

Figure9.11. Managing therelease state

Release States

Name Description

PREPARED The process model version has been created and a project may
already be deployed. However, the process model version is
not used yet.

RELEASED The process model version is the currently released version.

This means that all new cases will be started within this
version. Only one version in a process model may be in this
State.

DEPRECATED The process model version has previously been in state
RELEASED. But another process model version was
released and activated recently. All cases that were started
in this process model version will finish in this version. As
soon as there are no more running cases in this version and
all process model versions that are using it are not in state
RELEASED nor DEPRECATED, the state will change to
ARCHIVED automatically.

ARCHIVED The process model version has previously been in state
RELEASED or DEPRECATED. There are now no more
cases that are running in this version, it is safe to delete
it. Process model versions in this state are not started and
therefore only use minimal resources. You may set it back
again to RELEASED.

DELETED The process model version has been deleted. All data that
belong to this version are deleted too.

Table9.11. Release states

Activation states

Name Description

INACTIVE No new process in this process model version can be started
and al running cases and tasks have been suspended.

ACTIVE New processes in this version can be started and all tasks are
active.

LOCKED No new process can be started, but the currently running tasks
can continue to their next savepoint.

DEACTIVATING The state is changing to INACTIVE.

ACTIVATING The state is changing to ACTIVE.

LOCKING The state is changing to L OCKED.

Table 9.12. Activation states

Project dependencies

Projects can depend on each other. The dependencies are configured in the deployement descriptor of the project. This
dependencies are evaluated and resolved during the deployment of a project. On the process model version detail page you
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can press Dependencies... to see the resolved dependencies of the project deployed to the process model version. Y ou seethe
process model versions that the current process model version requires. And also vice versa which process model versions
require the current process model version.

To change aresolved dependency select the dependency and press Edit Selection. Y ou can then select another version that

fullfils the dependency requirements.

| G osfuifLl | & & | & 8 | & 51 | @ a1
o= |@ Refresh
5 - 2
Process Model Version 'A
Information
Version [ ]
Name [a ]
Description ‘ ‘
Library [a version: 2) uDependencies...
- |
Library Details x
Libraries depending on this orocess model version
Mo dependent libraries foul Update Required Library =< 1
Resolved Library [Version: 4, PMV: B$5 (ACTIVE, RELEASED) =]
| Update | ° Cancel
Libraries required by this pi
| Edit Selection
Resolved Id |Version Resolved Library [ PMV
@ Resolved B [3..5] Version: 4, PMV: BS5 (ACTL...

| ° Close

Figure 9.12. Project Dependencies

Deployment wizard

@ Create by file

Since 7.2 new applications can be deployed simply by dropping its filesinto athe deploy directory. Thereisno
need to use the time consuming deployment wizard anymore. See “ Deployment”.

The deployment wizard can be started on the toolbar.
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‘ Xpertivy Server Administrator

5 Applications @

P 3(3)

Figure 9.13. Command to Start the Deploment Wizard on the Toolbar

On the first page of the wizard select the projects that you want deploy. The projects can either be located on the server or
on the client. If you select afolder then the wizard searches all packed (ivy archive) or unpacked projects located below that
folders. If you select a*.zip file then the wizard searches all projects located inside the *.zip file. The found projects will be

displayed. Select the projects you want to deployed and press Next.

@ Tip
Read the chapter Deployment in the Axon.ivy Designer Guide to find out how to create a zip file that contains

all files of a project.

@ Tip
Read the chapter Projects in the Axon.ivy Designer Guide to find information about ivy archives and how to

export them.

Deployment Wizard - Source

Project selection

Select project location: () Server (2) Local

|c:\devitrunkiivyProjects | | | Browse...

|| Select All

M HtmiDialogDemos (C:\devitrunk'jvyProjects\HimiDialogDemos)

M HimIWFUT (C:\dew trunk v yProjectsHimlw i) |

|| IvyAddOns (C:\devitrunkVivyProjects\IvyAddOns)

|L_| IvyDemos (C:\dev\trunkljvyProjects\vyDemos)

M JsfnfUi (C:\devitrunkivyProjects\ISFWFUL)

|| WorkflowUI (C:\dev\trunkljvyProjects\WorkflowUI)

o |° Next |°Cancel

Figure 9.14. Deployment Wizard - Sour ce

On the second page of the wizard select the applications to which you want to deploy your projects and press Next.
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Deployment Wizard - Target

Applications as target

| Details | | Refresh

|| Select All

M Customer2

|| Deployment

|| Activate all || Release all

|n Previous ] |° Next ] |° Cancel

Figure 9.15. Deployment Wizard - Tar get

On the third page of the wizard you see a preview of the actions the wizard will perform. Note, that the wizard automatically
choose the process model and process model version where it deploys a project to. If everything is as you expect press Next.
If you do not like the automatically default behaviour press Previous and then on the previous page Detail s to choose another
configuration. More information about process model and process model version can be found in the previous chapter.
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Deployment Wizard - Preview x

The following deployment actions are to be performed now:

Project | Application PM [Prv | Activity [ Rel Env Required Libr...
HtmiDiglogDemos ~ Customer1 HtmiDiglogDemos ~ #1 (PMV §1) ACTIVE RELEASED Add

HtmlwWFUI Customer1 HtmlwWFUI #43 (PMV $43) ACTIVE RELEASED Add

Jsfwili Customer1 Jsfwili #5 (PMV $5) ACTIVE RELEASED Add

HtmiDialogDemos | Customer2 HtmiDialogDemos | #1 (PMV $1) ACTIVE RELEASED Add

HtmlWFUI Customer2 HtmlWFUI #43 (PMV $43) ACTIVE RELEASED Add

Jsfwili Customer2 Jsfwili #5 (PMV §5) ACTIVE RELEASED Add

|n Previous ‘ |° Next Q Finish

Figure 9.16. Deployment Wizard - Preview

On the fourth page of the wizard the projects are validated. If no errors are found you can press Next. If you get warnings
please read them carefully and then decide if you want to proceed or not.
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Deployment Wizard - Validate x
Validation finished
[ ]
Problem | severity Application | Project
o
R
|QJ |n Previous ‘ |° Next ‘ |° Cancel ‘ Q Finish

Figure 9.17. Deployment Wizard - Validate

On the last page of the wizard the projects are deployed. During the deployment alog is written which contains information
about the tasks that are executed. Press Finish to close the wizard.
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Deployment Wizard - Deploy x

Deployment finished

[INFQ] - Cleaning target directory ... .
[INFO] - Copying new project files to target directory ...
[INFO] Successful synchronized.

[INFO] Deploying environments ...

[INFO] - Environment ‘Designer’ is up to date.
[INFQ] - Environment ‘Develop’ is up to date.
[INFO] - Environment ‘Prod' is up to date.
[INFO] Successful deployed 3 environments.

[INFO] Deploying global variables ...
[INFO] Mo global variables to deploy.

[INFO] Deploying web service configurations ...
[INFO] Mo web service configurations to deploy.

[INFO] Deploying library configuration. ..
[INFO] - Creating library 'Jsfinfli §5',
[INFO] Successful deployed library configuration.

[INFO] Deploying roles ...
[INFO] Mo roles to deploy.

[INFO] Deploying external database configurations ...
[INFO] Mo external database configuration to deploy. =

[INFO] Successful deployed project'3_56_5' to process model version 'JsfWflis5s' in application 'Customer2', 5

alll | s
| Copy ] |n Write to file ] o o ° | Finish

Figure 9.18. Deployment Wizard - Deploy

Business Calendar

A business calendar defines the following three things:

« Dayswhich are free of work. E.g. 25. December.

« Period in a Day which isworking time. E.g. 08:00-17:00

e First Day of the Week. E.g. Monday

Business calendars are used to calculate time periods in working time. For example a period of 3 working days starting on
Friday would end on Tuesday if Saturday and Sunday are defined asfree days. For moreinformation consult the documentation

of ch.ivyteam.ivy.application.calendar.l BusinessCalendar in the Public API.

Every application has at least one business calendar. The business calendars can be configured using the Configure Calendar
Settings Button on the Application Configuration screen.

Every environment can have its own default business calendar (see chapter Environment Business Calendar ).
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Business Calendar Settings

E. Start of Week
. )
Monday [Bdl|
= 77 Default
(19 Ziirich Working times
(9 Zug
Morning 08:00:00 - 12:00:00
Afternoon 13:00:00 - 17:00:00

Free Days of Week

Weekend Saturday
Weekend Sunday

Free Days of Year

dn ¥

New Year 1.1
Christmas 25.12

Free Easter Relative Days

dn ¥

Easter sunday 1]

Free non-recurring Dates

o %

Chefs 60th Birthday 17.12.1931

| 0Ok

Business Calendar Definition

Business calendars are defined in ahierarchy. The children inherit all definitions of al its parents. All business calendars must
directly or indirectly inherit from the Default business calendar.

Start of Week

The Start of Week definesthefirst day of aweek. In Switzerland and its neighbour countriesthisisMonday. In other countries
like Great Britain the week starts on Sunday.

Working Time
The Working Time defines which time of a day is working time. E.g. 08:00-12:00, 13:00-17:00

The working time applies to all days which are not defined as free days. It is not possible to define different Working Times
for different days.

Free Days of Week

The Free Days of Week define at which days of the week no work is done. E.g. Saturday, Sunday

Free Days of Year

The Free Days of Year define at which days of the year no work is done. These free days of the year will be free every year
at the same day. E.g. 1.1. (New Years Day), 25.12 (Christmas).

Free Easter Relative Days

The Free Easter Relative Days define days of the year no work is done. These free easter relative dayswill be free every year
at another day depending on the easter day. E.g. O (Easter Day), 1 (Easter Monday), -2 (Good Friday).
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Free non-recurring Dates

The Free non-recurring Dates define non-recurring days when no work is done. These free non-recurring days will only be
free once. E.g. 7.12.1931.

Environments

O Configured by files

Since 7.2 environments can be configured via“ivy.yaml” or app.yaml. In this case the environment configs can
till be viewed in the Admin Ul, but changes have no effect on the actual config.

This section briefly discusses the usage of environmentsin your projects .Developers should have the possibility to configure
multiple environments (pointing to an infrastructure) and decide at runtime which environment should be used for the
application. For instance you can have a development environment, a test environment and a productive environment. Here
are some examples where environments can be used

» Companies provide different environments for their software products, like Development, Test and Productive. Each
environment has its own infrastructure including databases, web services and other connections used by the project.

* Multi Client Capability. When the user logged into the system he can choose the mandant (e.g. Company 1, Company 2,
etc.) and works with the data of the selected company. In the background the right databases connections, web services and
other services for the selected environment will be used.

If your projects use environments, you have to configure the respective environment configurations on the engine. The first
time you deploy an application that uses environments, the environments of the project will automatically be added on the
engine as well. Each application manages his own environments. If you aready define your different environmentsin your
project on the designer, you don't need to reconfigure these environments on the engine again. This has the advantage that
you can already test different environments at design time, before you deploy your projects on the engine. Each application
containsaDefault environment where all default values of the global variables and default database configurationsare defined.
In addition to the default environment, each application has one ore more user defined environments.

In order to change the environment for an application at runtime you must go to the details of an application and change the
active environment for that application and press Set

(" |@ Refresh |a Close
Application 'designer’ ) )
Infarmation
Mame |designer |
Description |The application Far the ¥pert.ivy Designer é‘l
File Directory |1\ Developmentiworkspares) SorecolXpert, vy TrunkiworkspacelDesigner |
Owner 'system |
fcﬁve Environment 'Producﬁon IJ| | set ]

Figure 9.19. Set active environment for an application
Environments acts as a container for

e Global Variables

« External Database Configurations

* Web Service Configurations

¢ REST Client Configurations
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» Business Calendar Configurations

Configuration of environments

Environment configurations can be changed by double-click on the environment entry in the list. You will see that the
environment acts as a container for global variables and external database configurations. The description of the environment
can be used to provide important infrastructure information about the server, databases and other stuff, which can be relevant
to other users.

o Xpertivy Server Administrator -1 X

welcome admin Logout
£ Applications @

= @ Invoidng
4

= Default

£ Refresh

%+ Environment Default
-

Variables | Databases | WebServices | BusnessCalendar |
Default Value | Value
olet.. fieManagerAdmin

@ Server

®

# About

%0 Runtime Information

1% System Properties

Figure 9.20. Environment details

Global Variables

Global Variables actsas global constants which can be used in your application. Global Variables are simple Key/Vaue pairs
which can be specified by the devel oper. Some examples for global variables are:

Company data (name, address, contacts)

Simple Rule Values (e.g. credit account)

Path values for saving files

Path values for 3rd party systems and some other variables

Global variables must be defined at design time. It isnot possibleto create new variables on the engine. Each variable has
adefault value, configured at design time or in the default environment. In order to override the values of global variablesfor
aenvironment just double-click the variable entry and override the values in the detail dialog. The default value of a global
variable must be set in the Default environment.
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ReportPath x

@) Global Variable

Name

Description |

Default Value |¢:\DevelopmentiMyReparts |

Value Y\ Server|\Reparts |

| & Resetto Defaull:] | & Save] |a Cancel]

Figure 9.21. Details of a global variable

If the global variable is a default one, the system asks you to override the value for the environment. If you press "yes' the
value of the global variable is overridden for the environment. Y ou can always reset the global variable, by pressing Reset
to Default.

RootFrame3

2 This is the default global variable, Would vou like to
\i- 1 override the default variable for the environment
\es] | mo |

Figure 9.22. Question to override the default value of the global variable

External Databases

If your projects use external databases, you have to configure the respective database connections on the engine. The first
time you deploy a project that uses external databases, the database configurations of the project will automatically be added
on the engine as well. Also available environment configurations which already done at design time, will be added. Since
you probably use a test database during development and you want to use your production database on the engine, you can
use the different environments to set a different configurations. Overridden Database configurations for an environment will
be displayed with the icon [@. Default database configurations or database configurations which are not overridden for the
environment will be displayed with theicon .

To change the connection settings, select on the entry for a database in the list. Y ou will see the connection URL used to
connect to the database in the selected environment, the maximum number of connections, all currently open connections
and the last executed statements.

If the selected environment is not the default environment, and you sel ect a database configuration, which has no environment
connection settings, you only can configure it. If you press Configure, the system asks you to override the database
configuration for the selected environment. Press Y es to override the database configuration for the environment. You can
aways reset the database configuration to the default one, by pressing the button Restor e to Default in the detail dialog, or
right click on the database in the list and use the Menu item Restor e to Default.
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Variables | Databases |

3 Finance *| Database '"HRM'
Database
Name [HRra
Driver [org.gjt.mm.mysqI.Driver

Connection Ul [jdbc:mysql:/fprodserver: 3306/ testivy

Max. Connections [5

| Reset to Default] |Conﬁgure] | Save

Connections

1d [Tnuse [Last Used

Executed Statements

Time Exec. Time |Result Time[5QL Process Element

Figure 9.23. Databases

Y ou can directly edit the maximum number of connections that may be simultaneously used.

To change the connection settings, press the Configur e button next to the driver and connection URL fields. Thiswill bring

up adialog in which you can configure the database product, driver, hostname, database, username, password and additional
connection properties.

External database connection: XCRM »
Database
Database | 3 Microsoft SQL Server -
Driver |q?\.. DS ¥
Connection
Hast |lnzalhost
Part [ Default

Database Mame |[XCRMDTADL

User Mame [sa

ok
Passward [

Additional Properties

Connection State

ﬁ Connection established successfully =y

Figure 9.24. Configuring the connection of an external database
Web Services

If your projects use web services, you have to configure the respective Web Service on the engine. The first time you deploy
a project that uses Web Services, the Web Service configurations of the project will automatically be added on the engine
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as well. Also available environment configurations which already done at design time, will be added. Since you probably
use atest environment during development and you want to use your production environment on the engine, you can use the
different environments to set a different configurations. Overridden Web Service configurations for an environment will be

displayed with theicon: ¥, Default Web Service configurations or Web Service configurations which are not overridden for

the environment will be displayed with the icon @

| Variables | Databases | Web Services |

@b Airport Service MName
Description

Username

Password

| Use Authentication

Security Settings

'Airport Service |

|Das ist ein Test Service um Flughafen Informationen abzurufen L=l

Use Session Handling (s Element |L||

Authentication Type  HTTP_BASIC |L||

[rnarkus |

|ttt |

Endpoint Addresses for Port Types

| Add | Edit | Remove

= wenull i

a

—--airportSoap

Call Order Position Endpoint Address
venull it

http:/fwww. webservicex. net/airport.asmx

-1 [pirportSoap12
I

i)

http:/fwww. webservicex. net/airport.asmx

| Save | | Cancel

In order to edit a Web Service configuration just select the Web Service from the list and the details of the selected Web
Service will be displayed in the detail panel.

Name

Description

Use Authentication

Session Handling Mode

Authentication Type

The name of the Web Service. This attribute can not be modified on the engine.

An optional description of the Web Service. This attribute can note be modified on
the engine

The directory on the file system where all the files of this application and its process
models will be stored. You can specify an absolute directory (e.g. C./Data/lvyApps/
Appl or /varlivy/apps/appl) or adirectory relative to the engine's installation directory
(e.g. apps/Appl). The directory may aready exist, but it must be empty.

You can chose session handling mode for current configuration. There are 3 modes
available now:

* NO therewill be no session handling when you use this configuration

« WSELEMENT invoking the same service from the same "WS step" process entry
existing sessions will be reused

e APPLICATION Within ivy applications whenever you invoke the same service
existing session will be reused

You can chose a authentication Mode for current configuration. There are 3 types
available now:

e HTTP BASIC Usethe HTTP basic authentication for the Web Service call

e HTTPS Use HTTPS transport
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* DIGEST Use DIGEST authentication

Username When authentication is used, this username will be applied to get access to this web
service. You can use lvyScriptsin thisfield.

@ Tip
When you specify authentication in "WS step" process element, these
settings (Username and Password) will be overridden. Use Scripts like
"in.user" carefully, since you might use this WS entry in multiple
processes with different data types.

Password When authentication is used, the username above and this password will be applied to
get access to web service. IvyScript is also interpreted in this field.

Endpoint Addresses for Port Types  The name of the Web Service. This attribute can not be modified on the engine.

REST Clients

If your projectsuse REST Clients, you have to configure the respective REST Clients on the engine. Thefirst timeyou deploy
a project that uses REST Clients, the REST Client configurations of the project will automatically be added on the engine
as well. Also available environment configurations which already done at design time, will be added. Since you probably
use atest environment during development and you want to use your production environment on the engine, you can use the
different environments to set a different configurations. Overridden REST Client configurations for an environment will be
displayed with the icon: &. Default REST Client configurations or REST Client configurations which are not overridden for

the environment will be displayed with the icon

| Variables | Databases | ‘WebServices | RestClients | Business Calendar |
| |
: Rest Client Details
approvalService
batchservice uuIo |085a1b8c-f787-4540-9495-F1f2ecc3a bl |
personService Name [ twitter |
@ twitter Description | ==
URI |https: //api. twitter,com/1.2 |
Authentication

Type |_| HTTP Basic  |_| HTTP Digest

Username

Password

Feature

[] 350N
Class
| Add

com.axonivy.connectivity.rest.dient.handler GsonMessageBodyHandler —J
com.axonivy.connectivity.rest. dient. filter, TwitterOAuthFilter | Remove
Properties
Name Value | Add
consumerSecet e
consumerkey 3B 1HDgeXsBh 2o JdrFd&ji2fR | Add Password

|___ Remove

| Set to default | |Save | Cancel |

In order to edit a REST Client configuration just select the REST Client from the list and the details of the selected REST
Client will be displayed in the detail panel.

UuID Universal unique identifier of the REST Client. The REST Client can be referenced by this uuid.
Cannot be modified.

Name The name of the REST Client. The REST Client can be referenced by this name. Can be modified.
Note that references using the name will break if you changeit.
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Description Description of the REST Client.
URI The base URI under which the remote service publishesitsresources (e.g. https://api.twitter.com/1.1).

The URI can contain template placeholders which are resolved later by the client user (e.g. https:/
api.twitter.com/{ version}).

ivy.rest.client("twitter").resol veTenpl ate("version”, "1.1").get()

@ Tip
To consume a REST service running in the same Axon.ivy Engine / Application
as the client a set of Axon.ivy placeholders can be used. These placeholders are
automatically resolved: {ivy.engine.host}, {ivy.engine.http.port}, {ivy.engine.context},
{ivy.request.application} .

E.g. http://{ivy.engine.host}:}{ivy.engine. http.port}/
{ivy.engine.context}/api/{ivy.request.application}/ny/
service

Authentication HTTP Basic Adds support for HTTP Basic authentication.

HTTP Digest Adds support for HTTP Digest authentication.

Username The name of the user used to authenticate the client.
Password The password of the user used to authenticate the client.
Features JSON Adds afeature so that responses in JSON are mapped to Java Objects and Java

Objectsin reguests are mapped to JSON.

Features List Shows the configured "features' classes. The classes configured here are
registered in the WebTarget using the method r egi st er (Cl ass) . The
classes needsto implement aJAX-RS contract interface and must have adefault

constructor.
Add Adds anew feature class.
Remove Removes the selected feature.
Properties Properties Table Properties can customize the settings of the REST Client or one of

its features. Well known properties of the client are documented here:
org.glassfish.jersey.client.ClientProperties.

The properties configured here are registered in the WebTarget using the
method property(Stri ng, Qbject).

Add Adds a new property.

Add Password Adds a new password property. The value of a password property is not
visiblein the table and is stored decrypted in the configuration file.

Remove Removes the selected property.

Business Calendar

Each environment can define its own default business calendar which is going to be used to cal cul ate time periodsin working
time if the environment is active. By default the global default business calendar is set.



https://jersey.github.io/apidocs/latest/jersey/org/glassfish/jersey/client/ClientProperties.html
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| Variables | Databases | WebServices | Business Calendar |

Default Business Calendar |[Default ILI'

| Save | | Cancel

Export/Import Environment(s)

One or multiple environments can be exported into or be imported from a XML file. All configurations that belong to the
selected environments will be exported or imported (see previous sub chapters). This can be used to transfer environment
configurations from one Axon.ivy Engine installation to another. It is even possible to modify the exported XML before it
is re-imported on the same or another engine.

‘ Export Environment(s) -8 X ‘ Import Environment(s) -8 X
Export file [C:\templexport production.xml | i | Local... || Server... Import file [C: \temp'production. xml !| Local.. ||Server...
Export log file | | | Local... | Server.. Import log file | | | Local.. | | Server...

L\, | Export | | Cancel L\\) | Import | | Cancel

Thefiles can be chosen from the local computer that the user isworking on or from the server.

Note, that the export/import log file does not have to be set. In any case, you will see an graphical log of the results during
the export or import.

@ Note

The imported environment data has always precedence over the data in any existing environments. Exactly
speaking, the following rules apply:

« If a configuration exists both in the import file and in the target environment, then the data for this
configuration will be taken from the import file.

« If aconfiguration existsintheimport file but in the target environment, then the configuration from theimport
filewill be created in the target environment.

« If aconfiguration does not exist in the import file but existsin the target environment, then the configuration
in the target environment will be deleted.

 If aconfiguration is defined in the import file but does not have a corresponding default configuration in the
target application then nothing happens.

« If the import file contains an environment that does not exist in the target application, this environment is
not imported.
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Users and Roles

Rolesand usersare always configured per application. On the application detail s panel, you will find agroup Security System.
There the number of all existing users and roles are shown.

If you are using an external security system such as Microsoft Active Directory you can force a synchronization with the
directory using the Synchr onize button. To change the connection and import configuration, press the Edit... button.

Security System

Mame 'Xpert.ivy |

Users [2 | | Show ...
Roles [1 || show .

Figure 9.25. Overview of rolesand users

User list

When clicking the Show... button next to number of users, you will be presented with a list of all existing users. You can
create, edit and delete users. Y ou can also set roles and permissions of any usersindividually.

@ Note

When using Microsoft Active Directory or Novell eDirectory as security system, you will not be able to create,
edit or delete users. All these tasks need to be performed on the Active Directory or eDirectory directly and will
then be synchronized with Axon.ivy.

Users x

Name [Full Name [E-Mail Address

- | Create ...
a testuserl Test User 1 testuser L@ivyteam. com -

& testuser? Test User 2 testuserZ@ivyteam. com

| Delete ...

| Roles ...

| Properties ...

| Permissions ...

| System Permissions ...

| ok

Figure 9.26. List of all users

Creating a New User

To create anew user pressthe Create... button. Enter the information for the new user (the username must be unique within
the application). All other fields are optional .
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Create new user x

User Information

MName lidoe
Full Name | 30hn Doe

|
|
E-Mail Address  [john. doe @tictactoe.com |
Password [ |

|

Confirm Password |[sssssss=

Email Notification Settings
Which language should be used for the emails?
IEnglish ﬂl
Which settings should be used? L‘\’
|_J) Application default (2} User spedfic
When should task notification emails be sent?

|| Mever (disables email notification)

| When a new task for me or one of my roles is created

| wed || Thu [|Fri |_|Sat |_|Sun

| Ok ||Cancel

Figure 9.27. Creating a new user

For the email notification settings you can decide whether the user usesthe defaults defined by the application (they are shown
inlight gray if you choose so) or whether you want to define specific settings for the user. Note that each user can manipulate
these settings in the Wor kflow Ul.

Email Notification Settings

Itispossibleto benotified if anew task is created that isrelated to you (either by direct assignment or by assignment to arole
you own). Furthermore, adaily digest mail with asummary of all open tasks can be sent to you by Axon.ivy.

Which language should be used for  Choose in which language you would like to receive the emails. If your preferred
the emails language is not contained, please contact your Axon.ivy administrator.

Never (disable email notification) You can switch off the sending of all notification mails by ticking this checkbox. If
you do so, you cannot set the other options.

When a new task for me or one of If thisis set, you will receive a notification email whenever a new task is created that

my rolesis created isassigned either directly to you or to one of the roles you own.
Daily Summary on Choose the days on which you want to receive an email with a summary of all your
open tasks.

@ Tip
If you want that temporary no mails are sent (e.g. for holidays), then just tick the Never checkbox. The email

sending is now switched off, but the previous settings are still stored. As soon as you untick the Never check
box, your standard configuration is back again.

Editing an Existing User

Y ou can change the details of an existing user by pressing the Edit... button. Y ou can change all fields except the username.

If the password field is left blank, it will not be changed. Otherwise the password of the user will be overwritten with the

new value of the password field.

Deleting a User

To delete a user, press the Delete... button and confirm the deletion.

160



Tool Reference

O Warning
Deleting auser will change the state of all tasks, for which the user is currently responsible, to UNASSIGNED!

All those tasks must be reassigned to another user or role by a workflow administrator or they will never be
finished.

Edit roles

Click the Roles... button to change the roles of a user.

You can add arole to a user by selecting the role from the list and then pressing Add. To remove arole, select it and press
Remove.

Some roles may not be editable. This can have multiple reasons:

« Therole may beinherited (indicated by agrey checkbox and the text Inherited). A roleisinherited if it is not explicitly set,
but the user owns a sub role (see example: Role 1 isinherited because user owns Role 1.1 and Role 1.3).

* You are using an external security system (e.g. ADS). In this case, you can not edit roles that are linked to a group on the
directory server. To add such arole, add the user to the corresponding group on the directory server.

Roles of user fullusername1 »

Rale owins
- @ Evervbody | ves
82 TstRole O Mo
&3 TstRols2 O Mo

-3 Role 1 & Inherited

@ rolet1.1 @ ves
& roelz O Mo
@ role1.3 @ ves
+ 3 Role 2 O Mo
82 Role 3 & ves

ok Cancel

Figure 9.28. Manage roles of a user

Properties

In this dialog it is possible to manipulate the properties of al users. Properties are key/value pairs that can be accessed at
runtime trough IvyScript. If using the internal security system of Axon.ivy (see Configuring an External Security System for
more information), then creation, editing and deletion are supported for al properties. If the users are synchronized with an
external data source such as an M S Active Directory and a mapping between attributes from the corresponding user in the
external system to the properties of the Axon.ivy user is configured, then editing and deletion of such propertiesis usually
prohibited by the external security system and therefore not possible within Axon.ivy. Just use the interface to the external
security system to manipulate the attributes directly there.
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Properties of user Test User x
name [value | Add
[TestProperrty TestValue b
anotherTestProperty [notherValue ] | e
|  Delete
| Ok | Cancel

Figure 9.29. User properties

Just use the Add button to create new properties, the Edit button to manipulate the property value and the Delete button to
remove the property again. Note, that editing of the value can be done directly in the table.

Edit Permissions / System Permissions
Y ou can edit the permissions of auser by selecting the user and clicking Per missions... or System Permissions... respectively.
See section Permissions for more information.

Roles

Press the Show... button next to the number of roles on the Security System section of an application to see a list of all
existing roles.

Theroles are defined in the projects that you deploy in your application. You can not add or delete roles on the engine!

The list shows the roles with their name plus, if available, the external security name in square brackets.

Roles -
= &8 Everybody [] lLJ
8 test[] :
83 Administrator [] |_wj
Marketing []
&3 Development [] | System Permissions ...
x|

Figure 9.30. List of all roles
Users of a Role

To add or remove users of arole, click the Users... button. Y ou should now see alist of users not owning the role on the left
and alist of user that do own the role on theright. Y ou can move users with the buttons in the middle from one list to another.
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@ Note
When auser only inherits arole by owning asub role thereof, the user will appear in thelist of users not owning
therole.

When aroleislinked to agroup in an external security system, you will not be able to edit the users of arole.

Users that own role TstRole »
Users nok owning role Users owning role
3 Syskem user [SYSTEM] ] 3 Test User 1 [kestuserl]
& Test User 3 [testusers) ‘>‘ & Test User 2 [testuserz]
3 Test User 4 [kestuserd] 3 Administrator [admin]
3 Test User 5 [kestusers] »
ok Cancel

Figure9.31. Usersof arole

Edit Permissions / System permissions
Y ou can edit the permissions of arole by selecting arole and clicking Permissions... or System Per missions... respectively.

See section Permissions for more information.

External Security Name

If you are using an external security system (e.g. Microsoft Active Directory) then you can link an Axon.ivy roleto agroup or
another structural node (e.g. Organisation Unit) on the directory server. If agroup is selected then all usersthat are members
of this group will automatically receive the associated Axon.ivy role. If a structural node is selected then all users located
below the structural node will automatically receive the associated Axon.ivy role.

Press External security name to edit or browse the name of the group or structural node whose users should receive the
selected Axon.ivy role.

Permissions

Permission Kinds
There are two kinds of permissions:
System Permissions System permissions are valid system wide, e.g. on the whole engine.

Permissions Regular permissions are valid only within the application for which they are defined.

Assignment of Permissions
Y ou can assign different permissions and system permissions to each user or role.

A permission can either be granted, denied or unspecified (not granted). The actual permissions of an user depend on the
permissions set on the user itself and the permissions set on all roles that the user owns.

Grant permissions take precedence over Deny permissions, if set on the same level. On a user, inherited permissions can be
overridden with an explicit Grant or Deny.

O Warning
Inherited Deny permissions have no effect if the user has an explicit Grant permission or another role on which
the permission is Granted. Explicit permissions aways take precedence over inherited permissions.
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Permissions of Test User 1 x
Petriission Inherited Frarm Granted  Denied Grant
= m_nppIicationSpeciFicPermissions ] Some Some
+ % PersonalPermissions @ Al nMone Ungrant
= iﬁ ManagementPermissions Same Same
+ P SecuricyManagementPer,.. @ Al nMone Deny
+ % workflowManagementP. .. Some Mone
- B spplicationConfiguration. .. Some Some Undeny
+ W ApplicationPermissions Mone @ Al
+ P ProcessModelPermiss... Some Mane
+ P§ ProcessModelversion. .. Mane @ Al
+ f§ LibraryPermissions @ Al none
+ P ExternaDatabaseCo... @ Al nMone
0k

Figure 9.32. Editing the permissions of a user
System Properties

O Configured by files

Since 7.2 the primary source of system properties are configurations set in files such as the “ivy.yaml”. If
properties are defined in files, changesin the Admin Ul have no effect. But the actual values can still be viewed
here.

System properties are engine wide settingsand are therefore valid for all applications. Be careful when changing those settings,
since some particular combinations of settings may stop the engine from working properly.

The system properties can be accessed through the button System Propertiesin the Engine section of theleft navigation bar.

o Xpertivy Server Administrator - x
Welcome admin | Logout

2 Applications @
® I System Properties

3 = ' 2
& Refresh
% System Properties B

| value | Default Description | et
ache.Invabdationlob. Interval | 60000 0000 N
mmary. TriggerTme | 00:00 0 |
EMail, Server Host < host> <empty_host> Host name of the SMT...
nareply Bhvyserver.local nreply Givyserver local Emai ess thatwil ...

Password to authente.

quest guest User name to authenti,,
false Faise If true error details ar

false false If activated, a
300 300 Interval in seconds th..
work Drectory where the s..
30000

360000

10000

380000

30000

360000

30000

350000

30000

360000

1000

57500

[N

@ server @&

L o About

| | Runtime Information |

E i System Properties |]

.ch.iv

Figure 9.33. Overview of system properties

To changeany properties, select the corresponding row in thetable and pressthe Edit button or simply double-click ontherow.
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System Property Editor x

&% System.WorkDirectory

Description: | Directary where the server writes working Files ko,
(Server restart required for changes to take effect)

Default: work,
Yalue: [fork.

0K Cancel Use default

Figure 9.34. Editing a system property

@ Note
Some settings may not take effect until you restart the engine.
Engine infos

Runtime information

Pressing the button I nfor mation in the Engine section of the left navigation bar will provide you with runtime information
about the engine. This includes memory usage and stack-traces for all running threads.

| Runtime Information |

< @ Refresh | 3¢ Close
3 Runtime Information

Memary

JavaMax Heap  |1099.9 ME

Java Current Heap [77.4 MB

Threads

Reference Handler A Class Method Line File
http-5090-Processars java.lang. 0., wait -2 Object.java
Tirner-0 org.apache.... run 559 ThreadPoal. ...
TP-Processors java.lang.T... run 595 Thread.java

Process Extension Thread 1
thp-B020-Maonikor |
Signal Dispatcher
http-8090-Processorl
http-8090-Processord
http-8090-Processors
http-8090-Processord
Server stopper server receiver thread
TP-Processors
RMI RenewClean-[192, 168,53, 49: 3688]
Process Extension Thread 5
Process Extension Thread 3
http-8443-Processors
http-8090-Processors
RMI Reaper
RMI TCP Accepb-9999
RMI LeaseChecker
http-5443-Processorl
TP-Monitor
ContainerBackgroundProcessor StandardEnginefivy]]
http-S443-Processorz
http-S443-Monitor
pool-1-thread-1
http-5443-Processord
JavazD Disposer
RMI TCP Accept-0 v

Figure 9.35. Runtime information

About

Pressing the button About in the Engine section of the left navigation bar will provide you with information about the version
of Axon.ivy Engine and your operating system.
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C);E\xon.'nwr Engine AdminUI -8 X
Welcome admin | Logout
a Applications @ O about |
+ ) Finance | & Refresh
About
Axon.ivy
Product [Axon.ivy Engine 1
version [5.1.0.46739 ]
Build [2014-08-27 00:00:00 ]
Copyright [@ 2001-2014 ivyTeam AG ]
License
License Type [standard Edition 1
Users Limit [0 ]
Total Users In Use (6 ]
Process Elements Limit [0 ]
Concurrent Sessions Limit [0 ]
.| ~Database
System DB URL [jdbc:jhds:sqlserver:ffzugtshdbsmss..'Tmp_zugtsﬁvy_Tst_XpertIvySyshemDatabase_Server_Deponment |
DB Product [Microsoft SQL Server 1
DB Version [10.50.4000 ]
Java
Product [1ava HotSpot{TM) 64-Bit Server VM 1
QQ & Version [1.7.0_60 |
Vendor [oradle Corporation |
a n System Properties Name | Value
fooine @ awt. toolkit sun.awt.windows. WToolkit .
catalina.base D:'Wpert.ivy\AxonIvyEngineTst a
[_ O About j catalina.home D:'Wpert.ivy\AxonIvyEngineTst
= catalina.useMaming true
| g Runtime Information ‘ file.encoding Cpi2s2
= file.encoding. pkg sun.io
| i System Properties ‘ file.separator Y
java.awt.aranhirseny sun.awt. Win32GranhirsFnvironment T
<| it v

Figure 9.36. About

Control Center

The Control Center integrates all tools to configure the engine, the (Windows) service and to start/stop the installed Axon.ivy
Engine.

To open the Control Center application, go to your Axon.ivy Engine installation directory and launch the Control Center.exe
or the ControlCenter program located in the bin folder.

Launchers

The following program launchers are available for the Control Center program:

Platform |Console support |Launcher

Windows | no bin/Control Center.exe
Windows | yes bin/Control CenterC.exe
Linux yes bin/Control Center

Table 9.13. ControlCenter Launchers

Start / Stop

To start the Axon.ivy Engine, simply choose the Axon.ivy Engine in the list on the left side and then press the green start
button.
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Alternatively, you can choose the Axon.ivy Engine [Consol€e] from thelist to start the engine within a console to which some
information about the engine is logged. Please note that closing this console window will terminate the Axon.ivy Engine
without shutting it down properly.

To stop the engine, click the red stop button.

Server Control Center = L
SErVErs: Details:
@ Axon.ivy Engine [Windows Service] Status |5tc:ppeu:|

Axon.ivy Engine |
Axon.ivy Engine [Console]

Description | Axon.ivy Engine running as normal process

Configuration:

Add Remove Edit Server

Help Exit

Figure 9.37. The Control Center

Configuring Windows Service (Windows only)

If you've installed the Axon.ivy Engine under a Windows operating system, you can register it as a Windows service. To do
so, select the entry Axon.ivy Engine [Windows Service] from the list on the left and press the button Windows Service on
theright. A dialog will open, prompting you for additional configuration data:

Windows Service configuration x

Service user:

[ System user

Service start kind:

Automatically (e Manually Disabled

Service depends on service(s):

Remove ...

Register/Unreqgister service:

Unregister service

ok Cancel

Figure 9.38. Configuring Axon.ivy Engine as Windows service

First of all press Register Service to register the service and to enable the rest of the configuration sections.
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@ Tip
Service operations (register, unregister, start, stop) may fail because the current user does not own the necessary
rights. In this case close the Control Center and start it again by right clicking on the ControlCenter.exe and
choose the command Run as administrator from the context menu. After that, the service operation should

work.

Now you may configure the user under which the service (and therefore the Axon.ivy Engine) will be executed. This can be
either the system user or any other user with sufficient rights to start services and access the Axon.ivy Engine installation
directory (read and write).

By default, the service start kind is Manually. To start the engine each time Windows is booted, choose the setting
Automatically

The last thing that can be configured are the services that the Axon.ivy Engine depends on. This might be the database
management system on which the system databaseislocated or theweb server inwhich Axon.ivy isintegrated (11S or Apache).
All the services that you add in this list will be started before Axon.ivy and if any of these services fail to start, Axon.ivy
won't start too.

After you have finished the configuration, click Ok. Now you will be able to start the engine from the control center or you
may also use the Windows Service Management Console.

Testing the Engine

Once you've started the Axon.ivy Engine, try to open the following address in your preferred web browser: http://
Ser ver Name:Por t /ivy. If aweb page with the Axon.ivy logo appears, the installation and configuration of the Axon.ivy
Engine was successful and you may continue with the next chapter.

Server List Configuration

The list with the engine types on the right may be extended by users. Y ou may add other Axon.ivy Engine installations and
you even can integrate other third party tools to start them from the Control Center.

@ Note
The indication whether the program behind an entry in the server list is running or not is only shown for
the Axon.ivy Engine binaries of the installation the Control Center belongs to and for any Windows services
(including the Axon.ivy Engine services). This applies too for the show console setting because only Axon.ivy
Engine binaries can be started in a console (third party applications cannot).

Add opens a dialog to choose the type for the new entry. For integration of another Axon.ivy Engine binary or athird party
tool, choose the first option (ivyTeam based Server), if you intend to integrate an Axon.ivy Engine as a Windows service or
any other Windows service, then choose the second option (Windows Service based server.

D

Marme Aperk.ivy Server ¥

Instance Mame Test

Server start executable  |ciXpertDvyia, 1,1 Testibint Xpert vy Server exe
Show console

Configuration program  |c:hspertlvyi4, 1, 1 Testibint Xpert vy ServerConfig.exe

Description The test installation For 4.1.1 .

ok Cancel

Figure9.39. Createanew server in theserver list
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In the configuration dialog for a normal application you can set the base name and/or refine with the instance name (in the
server list the instance nameis printed in brackets after the name). Add the server binary (or your third party tool) in the server
start executable and the configuration utility in the field configuration program (or the configuration program of your third
party application). If and only if you choose the console based binaries (the ones with "C" at the end of the file name, e.g.
AxonlvyEngineC.exe) then tick the check box Show console. It has no effect on all other binaries.

Edit server x

Marme |Hpert.ivy Server ¥

Configuration program  [bintXpertTvyServerConfig.exe

Service binary |binXpertlvyServerService. exe

Description wpert.ivy Service running as Windows Service

ok Cancel

Figure 9.40. Create anew servicein the server list

In the configuration dialog for adding/editing a service entry, you can choose an already existing service from the combo box
or set the service name when you did not already register the service. Set the configuration program and the service binary
similarly to the description above. For simply starting/stopping existing services from the Control Center, it is not necessary

to define the service binary

@ Note
The namein this dialog must be exactly the same name that is used to register the service. Otherwise the lookup
will not work.

Remove removesthe selected entry from thelist and Edit allowsto edit the configuration for the selected entry in the server list.
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Troubleshooting

If you encounter any problems, check the following sources:

Axon.ivy Q&A The Axon.ivy Q&A contains a considerable amount of questions and answers related to Axon.ivy
Designer and Engine.

Stack Overflow Problems related to common technologies like Java, JSF, Primefaces are answered on the web, e.g.
on Stack Overflow.

Support Y ou can get support via ivy@axonivy.com (support may be subject to charging, depending on your
licence agreement).
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